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The tragic events of September 11 took more than 3,000 lives,

caused about $100 billion in direct and indirect economic losses,

plunged the United States and many allies and coalition partners

into war, and produced substantial increases in security spend-

ing.1 That date is already among the most important in the

nation’s history, and its policy implications will reverberate for

many years, if not decades. In this book, we ask how vulnerable

the United States is to further terrorist attacks and what can real-

istically be done to protect the nation without unduly impeding

its economic prosperity or way of life.

The debate on these issues has advanced significantly since

September 11. More important, thanks to the efforts of many

Americans at home and abroad, the country has become consid-

erably more secure against terrorist attack. Even so, significant

vulnerabilities to terrorist attack remain.

To be sure, a large, free, and open country cannot make itself

invulnerable to terrorism. Nonetheless, an effective homeland

security strategy can substantially complicate the efforts of any

terrorist group attempting to strike at the country, thereby mak-

ing the most deadly and costly types of terrorist attack less likely
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INTRODUCTION



 

to succeed. Hence good homeland security is far from hopeless, though

efforts to date have not been sufficient.

The Bush administration’s budget plan for fiscal year 2003, unveiled in

February 2002, includes $38 billion in proposed federal homeland security

spending. This budget would build on accomplishments to date and make

the country more secure. However, it has two significant shortcomings, per-

haps reflecting the short period of time that the administration has had to

develop its proposals, as well as the large number of disparate individuals,

agencies, and members of Congress who effectively shared responsibility

for its creation. First, the budget focuses more on preventing recurrences of

attacks like those in 2001—through airliners or anthrax—than on reducing

vulnerability in our society more comprehensively. It thus concentrates on

the “last war” rather than the possible next one. Second, it emphasizes pro-

tecting targets within the United States against attacks rather than taking

domestic steps to prevent those attacks in the first place (for example, by

tracking potential terrorists and preventing access to dangerous materials).

The difficulty with focusing primarily on protecting targets within the

United States is that there is a large number of attractive targets and a wide

array of methods of attack. Even if significant resources are dedicated to

protect some sites, terrorists can shift their efforts toward less-protected

ones (the problem of “displacement”). Preventive activities, on the other

hand, tend to reduce the overall level of risk without having to know in

advance what the targets are, while also complementing the site defenses.

Key to any successful prevention against future attacks will be the effective

use of information technology (for the collection, sharing, and deployment

of key data), as well as substantial increases in staffing for the government

agencies responsible for border enforcement and domestic antiterrorism

activities.

Prevention is not a panacea; no matter how well we refine our strategies,

we will not succeed in identifying all dangerous people and keeping all

lethal materials away from terrorists. We must also work to minimize the

consequences of an attack, including through prompt and effective response

mechanisms. A successful strategy must therefore combine prevention, pro-

tection, and consequences management, as our proposals recommend.

The administration itself recognizes that its current plan is incomplete.

Governor Tom Ridge and his Office of Homeland Security continue to work



 

on a strategic plan for protecting the United States that would tie together

the now rather disjointed set of individual initiatives and would presumably

include a number of new initiatives not yet contained in the $38 billion

budget request.

The purpose of this study is to provide a framework for thinking about

how to address the country’s vulnerabilities and to identify key priorities

and approaches to eliminate or reduce those vulnerabilities. It also suggests

an approach to identifying who should pay for which counterterrorism

measures, and proposes ways the government could be more effectively

organized to carry out its new set of critical national security tasks.

Broadening and Reorienting the Homeland Security Agenda

The basic thrust of the Bush administration’s plan is to prevent recurrences

of tragedies similar to those of September 11, as well as the subsequent

anthrax attacks, by improving airport and airline security, beginning to link

the databases of various law enforcement and intelligence agencies so that

information on suspects can be widely shared and promptly used, stockpil-

ing vaccines and antibiotics against biological attack, researching better

antidotes to biological attack, improving the public health infrastructure

needed to detect biological attacks and treat their victims, better equipping

and training local responders for any mass-casualty attack, and making

modest improvements in border security. Although many specifics merit

scrutiny, these basic priorities are sound, and the funding requested for

addressing most of them appears roughly appropriate. But there remain sig-

nificant unmet needs, and these specific initiatives must be brought within

a more comprehensive strategy.

To broaden and reorient the homeland security agenda, we propose a

four-tier strategic framework consisting of (1) perimeter security at the

country’s borders, (2) preventive activities within the country, (3) protec-

tion of domestic sites, and (4) consequence management after attacks.2 The

Bush administration’s 2003 budget contains initiatives that are broadly sim-

ilar to what we believe is required in the first and final categories but does

not provide an appropriate plan for the other two: domestic prevention and

protection. We develop a more systematic and comprehensive agenda in

those areas.



 

By our estimates, even if the entire $38 billion Bush homeland security

budget were implemented, a further $5 billion to $10 billion a year in federal

funds could be spent effectively beyond the Bush budget to adopt additional

measures that promise considerable security benefits for a modest cost. (See

chapter 8 and Appendix B for a detailed description of the Bush homeland

security budget.) Specifically, we recommend the following measures:

—Major improvements and expansions in the Coast Guard and Customs

services, well beyond those already suggested by the Bush administration.

—Substantial expansions in domestic law enforcement agencies (again,

well beyond those proposed by the Bush administration) and in the linking

together and modernization of their databases.

—Various measures for reducing the odds that biological agents could

circulate through the air intake systems of major buildings and other large

facilities.

—Changes in the nation’s food safety programs.

—Additional measures for protecting buildings against conventional

explosives and fires.

—Improved security measures for the nation’s nuclear power plants,

toxic chemical plants, and biological research facilities.

—A new approach to monitoring and protecting the nation’s airspace.

—More background checks for drivers of trucks carrying hazardous

materials and other related safety measures.

—Numerous specific protective measures for other types of public and

private infrastructure.

For each initiative, we provide a very rough estimate of the likely costs.

We also include a detailed analysis of who should pay for these various mea-

sures and how the federal government should be organized to ensure their

effective implementation.

A Framework for Protecting the Homeland 

In theory, one could organize a homeland security strategy by trying to

identify specific threats to the United States, with responses to each. This

“threat-based” approach would attempt to identify the full range of poten-

tial terrorists and to discern their intentions and strategies. While such an

analysis might prove a useful supplement to the approach we propose here,



 

the difficulties of identifying the full range of potential malefactors, and

their ability to adjust their strategies and targets opportunistically (rather

than pursue a consistent modus operandi), suggest that we will be unlikely

to predict with high confidence when or where they will attack.

Hence our strategy focuses on preventing attacks that would pose the

greatest harm to our national interests—as measured by the lives of citi-

zens, our economy, the functioning of key institutions, and our way of life.

Any homeland security strategy must be complemented by a vigorous pol-

icy to preempt terrorists abroad, by military, diplomatic, financial, law

enforcement, and other means, but those efforts are outside the scope of

this study. The most effective way to avoid attacks that would cause serious

harm to our homeland would be to identify and thwart the perpetrators

from reaching the United States, and from bringing with them the means

of destruction, in the first place. That is why the first tier of our strategy

focuses on securing our perimeter. This means keeping out dangerous peo-

ple and dangerous objects—notably, weapons of mass destruction, threat-

ening aircraft and cruise missiles, high explosives, antiaircraft missiles such

as the Stinger, and certain other weapons—before attacks can be planned

and launched. Because no perimeter strategy can ever be foolproof, and

because some attacks may come from individuals within the United States

using dangerous materials available domestically, the second tier of our

strategy is domestic prevention—identifying would-be terrorists in the

United States and securing dangerous materials so that they cannot be mis-

appropriated by terrorists. Since both forms of prevention will inevitably

be imperfect, the third task is protection of key potential targets. This is a

particularly daunting policy challenge, since there is a virtually unlimited

number of targets. We therefore need a framework to prioritize our effort

at protection.

To implement this approach we have developed a rough rank ordering of

attacks we wish to prevent or mitigate—based on key variables of national

interest (number of casualties, extent of economic damage, harm to key

institutions and sites of high symbolic significance). Although there are

inevitably issues of comparability (is a modest loss of lives more serious

than a major hit against our economy?), we believe it is possible to develop

a rough “ordinal” ranking of vulnerabilities that can guide policymakers in

prioritizing our goals and our expenditures.



 

It is impossible to specify analytically how much risk we as a society

should be prepared to run, and how much security is “enough”—that is a

political decision, to be made by the political process. But this approach

should lead to a cost-effective homeland security agenda, so that each addi-

tional dollar of spending is directed to achieving the greatest benefit in lives

saved, costs averted, and so forth.

Tables 1-1 through 1-3 illustrate this general approach. Table 1-1 ranks

attacks by the level of potential casualties. Table 1-2 shows the potential

impact of different kinds of attacks on the economy. Table 1-3 gives a rough

estimate of the key institutions and symbolic sites whose destruction would

not only entail casualties and economic losses, but also have high intangible

value. Some attacks will rank high on all three scales—the World Trade

Center attack is a clear example. Others may largely figure in just one or

another.

The specific areas of major American vulnerability could even change

over time.3 That is why a key component of any homeland security agenda

should be to create a “red team” within the U.S. government that would

Table 1-1. Possible Scale of Terrorist Attacks

Type of atack Possible fatalities Estimated likelihood

Efficient biological attack (for example, 1,000,000 Extremely low
clandestine wide dispersal of a contagious 
agent such as ebola, smallpox, or anthrax)

Atomic bomb detonated in major U.S. city 100,000 Very low

Successful attack on nuclear or toxic 10,000 Very low
chemical plant

Simple, relatively inefficient biological or 1,000 Low
chemical attack in one skyscraper or
stadium

Conventional attack on a single train, 250–500 Low
airplane

Suicide attack with explosives or firearms 50–100 Modest
in a mall or crowded street

Source: Office of Technology Assessment, Proliferation of Weapons of Mass Destruction:  Assessing
the Risks (U.S. Congress, 1993).



 

Table 1-2. Economic Disruption as a Result of Terrorism

Nature of Attack Nature of Economic Disruption Potential Costs

Weapons of mass destruction Extended shutdown in deliveries; Up to $1 trillion
shipped via containers, mail physical destruction and lost 

production in contaminated 
area; massive loss of life; med-
ical treatment for survivors

Efficient release of biological Disruption to economic activity $750 billion
agent through much of a in affected area; threat to con-
major urban area fi dence and economic opera-

tions in other areas; massive 
loss of life; medical expenses

Widespread terror against key Significant and sustained decline $250 billion
elements of public economy in economic activity in public
across nation (malls, restaur- spaces; associated drop in
ants, movie theaters, etc.) consumer confidence

Attack on interstate natural Natural gas shortages in North- $150 billion
gas pipelines in Southeast east and Midwest; significant
U.S. reduction in economic activity

in Northeast; loss of life from
direct attacks and from heat/
cold; destruction of physical
capital

Large attacks that expose a Substantial but temporary weak- $100 billion
finite and reparable vul- ening of economy due to 
nerability (like 9/11) direct (loss of human life and 

physical capital) and indirect 
effects (decline in confidence 
and network failures) 

Cyberattack on computer Regional electricity shortages $25 billion
systems regulating regional that persist for a week; health
electric power, combined risks from heat/cold; interrup-
with physical attacks on tion of production schedules;
transmission and distribu- destruction of physical capital
tion network

Bombings or bomb scares Effective shutting down of sev- $10 billion
eral major cities for a day

Note: The attacks postulated in this table, and even their relative rankings, are illustrative and

speculative. In addition to other economic costs, the estimates above assume an economic value

for human life in the range proposed in Richard Layard and Stephen Glaister, Cost-Benefit

Analysis (Cambridge University Press, 1994).



 

identify vulnerabilities as they evolve and design mock attacks to exploit

them. Many of its efforts would be classified, though some public debate

would be needed to formulate budget allocations or other significant policy

decisions to address the risks.4

One consequence of this strategy may be to displace the potential targets

of terrorists from attacks with large consequences to those with lesser ones.

On the margin, this is clearly preferable, but it also illustrates why preven-

tion must be the highest priority (since it stops all attacks, large and small),

Table 1-3. Estimated Political Costs of Attacks against U.S. Icons,
Assuming Few if Any Casualties

Type of target Examples of specific targets Hypothesized effects

Core national White House, Capitol, Greater confidence for terror-
structures Supreme Court ists, less confidence for U.S.

citizens, impression of gov-
ernment weakness at home 
and abroad, inability to pro-
tect core political institu-
tions, enormous global 
publicity, greater U.S. resolve
to act

Other key U.S. Statue of Liberty, Wash- Similar to above but possibly 
monuments, ington Monument, fewer implications for image  
assets Lincoln Memorial, of government

Mount Rushmore,
Liberty Bell

Other important Pentagon, state capitols, Similar to first category but 
political struc- State Department, Treas- slightly less important,
tures ury building, FBI build- though hard to quantify 

ing, foreign embassies
and consulates in the U.S.

Other icons Cape Canaveral, St. Louis Limited impact on domestic 
Gate to West, Empire and global impressions 
State Building, Sears  about U.S. and its ability to
Tower, Space Needle, defend itself, moderate 
presidential libraries, global publicity
cathedrals, and so on



 

and why the list of vulnerabilities must be continuously reviewed, so that

the displacement effect does not uncover heretofore unthought-of targets

with large consequences.5

None of this is to deny that even a number of small attacks might have a

broad impact on our way of life, creating fear disproportionate to the level

of exposure. But since resources are finite, and there are costs associated

with both protection and prevention (financial, civil liberties, and so on),

we believe this approach is the soundest strategy and will substantially

reduce the odds of extremely costly and harmful terrorist attacks.

Finally, since even a well-designed strategy of prevention and protection

will not always be successful, the fourth task is to manage the consequences

of any attacks that still may occur, or to reduce their toll and their indirect

consequences.

As chapters 2–5 explain in more detail, our proposals would expand

annual federal spending on homeland security to about $45 billion, or some

$25 billion above the amount originally planned for 2002 and more than

$10 billion above final 2002 levels. (These costs include many homeland

security expenditures within the Department of Defense but not efforts to

defeat terrorism overseas, such as intelligence or military operations in

Afghanistan, or missile defense.)6 Up to another $10 billion would be borne

by the private sector. The federal government’s resulting homeland security

budget would represent an increase of between $5 billion and $10 billion

above the Bush administration’s proposed 2003 budget for homeland secu-

rity. The total federal budget costs, while substantial, would represent no

more than 0.5 percent of GDP, in contrast to military spending of more

than 3 percent of GDP. To finance this expansion without causing a further

deterioration in the nation’s longer-term fiscal outlook, we support freezing

at least part of the tax cuts passed as part of the Economic Growth and Tax

Relief and Reconciliation Act of 2001 that have not yet taken effect.7

The Role of Government in Homeland Security

Another critical issue is who should implement and pay for the various new

security measures? For perimeter security, identification of terrorists within

the United States, and consequence mitigation, it seems apparent that this



 

will largely be a government function, although the locus of government

responsibility will vary. For protection of dangerous materials and targets,

the answer is less obvious. In chapter 6 we argue that there is a role for gov-

ernment in protecting against terrorist attacks on private property within

the United States, since such attacks often have societal and national secu-

rity implications that transcend the immediate private damage they cause.

But the government should not always foot the bill. In many private sector

settings, the various users, providers, and owners of the property or activity

should pay for at least some of the antiterrorism costs. In other words, those

who benefit most directly from a given property or activity should pay to

protect it as a general rule.

In most cases, government intervention should take the form of man-

dates on the private sector rather than through direct subsidies or tax incen-

tives. Over the longer term, the most auspicious approach involves regula-

tion coupled with requirements or incentives for terrorism insurance. The

mandates should be set at relatively low levels at first, especially given the

uncertainties involved and the high costs that could result, for example,

from retrofitting existing buildings and other property to meet very high

safety standards.

Furthermore, to reduce the costs involved and provide incentives for

additional, cost-effective security measures, the government should offer an

“EZ-pass” approach whenever possible. That is, individuals or firms willing

to undergo additional security background checks or willing to undertake

additional security measures should receive some benefit in exchange, for

example, in the form of expedited clearance through Immigration or

Customs or lower insurance premiums.

Within the public sector, the federal government should finance those

steps that specifically and primarily address terrorist threats. But state and

local governments should finance those antiterrorism measures that pro-

vide substantial benefits to their own jurisdictions (in addition to affecting

their ability to prevent or address terrorist attacks). The larger the local ben-

efit of a specific antiterrorism measure, the larger the local and state share

of the costs should be. For example, the federal government should finance

specialized antiterrorism training and equipment for police and fire depart-

ments but should not finance the hiring of additional police or firefighters.8



 

Organizing the Homeland Security Effort

In chapter 7, we examine how to structure the government to address

homeland security issues. Most proposals today seek to consolidate widely

dispersed authorities and agencies into one or more new, central structures.

Although some consolidation may make sense—particularly of agencies

responsible for securing the nation’s borders—centralization cannot be the

main answer to this formidable challenge. The responsibility for preparing

for, preventing, and, if necessary, responding to a terrorist incident is widely

dispersed across the executive branch; it is also shared by state and local

authorities. The private sector has a critical role to play as well. By its very

nature, homeland security is a highly decentralized activity, with widely dis-

persed functions that simply cannot be brought under a single roof. What

is needed instead is leadership, coordination, and mobilization of the

responsible agencies and their leaders, at the federal, state, and local levels.

That is precisely the task President Bush has handed Governor Ridge. Given

the number of agencies, interests, and people involved, it is a task of truly

mammoth proportions. But the job is doable, and past experiences in par-

allel coordinating efforts—for national security and economic policy—pro-

vide valuable lessons on how to go about the task.

Within such a coordinating context, some consolidation of functionally

similar activities (such as dealing with border security, law enforcement,

and Defense Department activities in support of civilian efforts) makes

sense, as would enhancing Ridge’s authority over budgetary matters and

making his position subject to Senate confirmation. But on their own, the

structural reforms championed by many critics of the current arrangement

will be of little help and could well undercut Ridge’s ability to influence the

broad range of government activity that he can never control directly in

any event.





Apart from offensive uses of military and intelligence assets over-

seas to thwart terrorists before they even approach U.S. shores,

perimeter defense offers the first line of homeland security

against a terrorist attack. It is intended to prevent terrorists and

threatening objects from gaining access to the nation, whether by

air, sea, road, or rail, or on foot.1 Table 2-1 lists the major areas of

potential defensive activity, and table 2-2 presents our specific

suggested policy steps in each.

Many of these steps could incur substantial economic costs,

since they would increase waiting times for people (and goods) at

the borders and therefore interfere with international trade and

the flow of workers.2 Some could be implemented with low or

moderate cost to the federal government and without damaging

the normal workings of the national economy or seriously incon-

veniencing Americans. By way of example, improved visa and

passport procedures could produce tighter security at relatively

low cost without substantial increases—and potentially even a

reduction—in waiting times for most travelers. Measures of

intermediate cost that would impose limited costs on the econ-

omy would be to inspect most cargo during loading overseas. And
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a high-cost effort might be to inspect most cargo at home using traditional

techniques and a massively expanded Customs Service. The various exam-

ples developed in this chapter are grouped by their rough costs (table 2-2)

and their likely effects on reducing U.S. vulnerabilities. Note that table 2-2

includes national ballistic missile defense, but a discussion of such options

is beyond the scope of this study, apart from the related issues of air defense

and cruise missile defense.3 The Bush administration similarly excludes

national missile defense from its homeland security budget.

Throughout the volume, the cost estimates for our proposals should be

viewed as ballpark rather than precise figures. Some derive from specific

homeland security programs that have been designed in detail, but many

others are based on analogy with programs of roughly comparable diffi-

culty and cost in other government sectors. If the Bush administration has

offered a related, major initiative in its 2003 budget request, the initiative is

designated by an asterisk.

Air 

To minimize terrorist attacks by air, the United States should consider

improvements to its air defense and cruise missile defense. (It also needs to

Table 2-1. Perimeter Defense

Area of defense Activity

Air Air defense
Cruise and ballistic missile defense systems
Airport security

Sea Coast protection
Cargo security
Seaport security

Road and rail Ports of entry security      
Unmanned border monitoring

People Visas processing
Document integrity enhancements
Document checks



 ’  

Table 2-2. Proposals to Improve U.S. Perimeter Defense 
against Terrorism

Approximate
annual cost d

(billions
Area of defense Specific measure of dollars)

Preferred options

Air Runway-alert perimeter air defense 1.0
Limited-scale national missile defense (NMD)a 1.0b

Sea Improved port security planning, procedures,
personnela 1.0

Expansion of U.S. Coast Guard 1.8
Expansion of Customs capabilitiesa 2.5

Road and rail Expanded INS staffing outside Border Patrola 0.3
Expanded border patrolsa 0.3

People Linking of INS, FBI, Customs, CIA databases 0.3
Bolstered State Department visa review 

processes and Personnel 0.3
Total 8.3

Other higher-cost/
least-risk options

Air Ambitious NMDc At least 5.0 
more than 
limited 
NMD

Cruise missile defense 2.0
Expanded continuous air patrols over more 1.5 above 

major cities current 
costs

Road and rail, Comprehensive customs procedures in the At least 10.0
air, sea United States

a. Denotes similar initiative of comparable magnitude proposed by the Bush administration.
b. Above existing program.
c. Detail may not sum to total because of rounding.
d. Annual cost relative to original pre-9/11 2002 budget. Here and elsewhere, investment costs

are amortized over a ten-year period.
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improve airport security systems. But since expanded security at airports

affects domestic flights as well as international flights, we address airport

security in chapter 4 on internal security.)

Broaden Air Defense

After September 11, the U.S. Air Force—principally its reserve compo-

nents—flew about 2,500 sorties a month over the United States.4 The

administration has requested $1.3 billion for such efforts in 2003, roughly

the same rate of spending, about $100 million a month, since September 11,

though it is reviewing other options for airspace security as well, and reduc-

ing air patrols gradually as it does so. In fact, it may be better to make air

defense more systematic and comprehensive nationwide, but reduce the

number of air patrols since they can protect only a small number of cities

against a type of attack that has now become rather unlikely in any event.5

These continuous combat air patrols have put a significant strain on U.S.

air defense systems because at present the military maintains just four

squadrons of dedicated air defense interceptor aircraft, or a total of about 75

serviceable planes. Of course, it also bases roughly 25 wings of aircraft—

some 2,000 planes in all—on American territory, counting the U.S.-based

elements of its 20 Air Force fighter wings, 11 Navy carrier wings, and 3

Marine Corps wings. These aircraft can provide a relatively good screen for

the country’s perimeters, with fighter combat bases of one type or another

in various states.6 Most of the time, aircraft are not on call for immediate

response, but they can be made quickly available. After September 11, com-

bat aircraft operating from 26 bases provided air patrols over 15 key areas of

the country, sometimes continuously and sometimes by keeping planes on

15-minute runway alert.7 (These patrols have subsequently been curtailed

but continue over at least Washington, D.C.)

After September 11, about 30,000 Air Force National Guard and Reserve

personnel were called up (out of a total of 175,000), with about 11,000

operating from some of the above locations to provide enhanced security

for domestic airspace.8 North Atlantic Treaty Organization (NATO) forces

from other countries also provided hundreds of troops to man and main-

tain five NATO AWACS aircraft. The Army called up just under 20,000

reservists (out of 550,000 in the Army National Guard and Reserves com-

bined); this is not a particularly large burden, and about 6,000 of those
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called up are helping to provide airport security in a manner that may prove

only temporary until airport security forces can be manned. The Navy—

which provided most of the personnel in the vicinity of South Asia during

the autumn of 2001—called up just under 10,000 (out of 90,000); about

1,500 Marine reservists (out of 40,000) served as well. Therefore it is the Air

Force that faces the greatest dilemma in any effort to sustain vigorous

homeland security well into the future. Since it cannot keep one-sixth of its

reserve component on active duty indefinitely, there is a good case for

adding active-duty forces to a continental air defense system or for chang-

ing how the mission is conducted.

As for surveillance of airspace, the United States generally has at least

two dozen of its AWACS aircraft available at any time. But most are located

in Oklahoma, not necessarily a strategic spot for protecting the country’s

borders and major cities. Strong consideration should be given to relocating

some of these aircraft elsewhere.

Is this network good enough? That all depends on how quickly it could

recognize a terrorist-controlled airplane. Virtually no practical air defense

system could stop a hijacked plane that gave no indication of its intentions

before plowing into a major building in a city or that was mistakenly

believed to be a flight that was accidentally off course (in a situation in

which insufficient time was available to contact the pilots). The current U.S.

air defense system would be adequate for intercepting a plane identified

hours from U.S. shores. But if such a plane was only recognized once it was,

say, half an hour from its target, interceptor aircraft (or air defense missiles)

would have to be based nearby. Similarly, where Federal Aviation

Association (FAA) radars are incapable of tracking all approaches to the

United States, it might be necessary to augment its coverage of airspace with

military assets.

One way to tighten the nation’s air defense capabilities for the latter

medium-warning situations might be to place a modest number of addi-

tional aircraft on alert along certain parts of the country’s borders where

current coverage is limited, and to have at least two to four aircraft on call

at existing fighter bases. What additional demands would this place on the

nation’s air superiority aircraft? Having aircraft on call at existing fighter

bases might require nothing more than asking pilots to be on standby (but

presumably at home with their families on off hours) once or twice a
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month. However, it might be necessary to add simple operating bases at a

few sites—Texas, northern California, Maine, perhaps two or three other

sites—where existing protection is limited at present. Several aircraft could

be deployed from their home bases to these simple operating bases at any

time. But to maintain just four aircraft at six more bases continuously, even

if they were generally on the ground with engines off, would require per-

haps a full wing of 72 aircraft and twice as many pilots (together with asso-

ciated support crews).

If existing aircraft could be used, only personnel and operating costs

might go up substantially, for a total of perhaps $250 million a year. However,

it is conceivable that added personnel and equipment might be needed.

Suppose that 10,000 personnel were added to the force along with half a wing

of aircraft (30,000 reservists were called up in the fall of 2001, but we assume

a more efficient type of airspace protection here).9 In addition, it would be

necessary to upgrade communications systems for certain existing aircraft

such as F-15s to make them more effective in an air defense mode. The total

added cost under this scenario would be about $1 billion a year.10

This cost could be added to the administration’s request of $1.3 billion

for continuous air patrols for 2003. But that $1.3 billion should be

rethought. If continuous air patrols are really necessary, they should extend

their operations to a dozen or so of the nation’s largest cities, most of which

have large skyscrapers that could be attacked by aircraft. In that case, con-

tinuous air patrols might cost $3 billion or more. But the measures taken to

protect aircraft since September 11 may make such patrols unnecessary,

even near the nation’s largest cities. Thus the runway alert option could

actually save money on balance.

Create a Cruise Missile Defense System

Relative to the long-range ballistic missile threat that has so dominated pub-

lic debates for years, the cruise missile threat is both more plausible and

more difficult to defend against. That makes it all the harder to decide

whether a dedicated defense system is required here. In any case, no answer

should be attempted before the issue is explored.

Cruise missiles are small and relatively easy to hide on ships or other

vehicles that could approach U.S. territory before the missile was fired. They

are sufficiently small and deployable for some terrorists possibly to acquire.
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Reconfiguring a standard cruise missile to carry a primitive nuclear war-

head, likely to weigh half a ton or more, is probably beyond their capabili-

ties, but outfitting a cruise missile with a dispensing mechanism for dis-

tributing chemical or biological agent might not be. In this sense, the cruise

missile threat could pose a risk of serious harm along the three parameters

identified in chapter 1 (casualties, economic, high intangible value) and

thus it is worth considering serious measures to counter it.

To protect the country against cruise missiles reliably is a very difficult

proposition, given the multiplicity of possible launch points, approach tra-

jectories, and targets. But a radar system, perhaps kept airborne by aerostat

balloons, together with some surface-to-air missile sites, should be able to

provide at least some coverage of the nation’s borders. Such a network

might not provide leak-proof defense in all places, but it should stop small,

simple attacks with high confidence. Hence most possible attackers could

never be certain that their cruise missiles would reach U.S. territory once

fired.11

Ideally, a cruise missile defense plan would intervene before missiles were

launched (for example, through interception of cruise-missile carrying ships

and aircraft). But even the best surveillance would be unlikely to prevent all

missile launchings from dozens of miles off American shores. For these rea-

sons, defenses against cruise missiles themselves would be needed too.

To provide such defenses, the United States would have to be able to

detect the missiles and then launch nearby interceptors quickly enough to

destroy the missiles before they reached targets. Detection could only be

accomplished with continuous radar coverage of all approaches to U.S. ter-

ritory. Here the key variables are the power and range of the radar equip-

ment and the altitude at which it can be situated. Radar on the ground,

even on hills, has a limited range owing to the curvature of the earth and

the low altitudes at which cruise missiles customarily fly. If cruise missiles

could fly as low as 50 feet, say, while radar by necessity was situated mainly

near shorelines on hills measuring, say, 100 to 200 feet, radar stations

would have to be placed every 15 to 20 miles around the entire perimeter

of the United States to give several minutes warning of attack. By contrast,

aircraft or aerostats at altitudes of several thousand feet could be used to

provide surveillance and targeting information and thus could be spaced

every 100 to 200 miles, reducing the total need to several dozen for the
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entire country. However, two to four radars could be needed to keep one

on continuous station.12

The intercept mission is more complicated, since it depends on the dis-

tance at which enemy missiles might be launched. Launches by ship or

plane within a couple of miles of U.S. territory could overwhelm even a

very dense network of shore-based interceptors. Unless interceptors were

located within, say, 5 to 10 miles of any such point, they would not be able

to reach the incoming cruise missile quickly enough to prevent it from

reaching its target.

Two important considerations here are how much warning could be

expected under this scenario and how close could the enemy realistically

launch its attack? If ships posed the main threat of cruise missile attack,

careful Coast Guard monitoring (see the next section) could identify suspi-

cious vessels entering U.S. territorial waters and contiguous zones.

Assuming that they could be stopped at the outer edges of the contiguous

zone, which extends out to 24 nautical miles—and fired upon immediately

if they did not—it should be possible to prevent the launch of cruise mis-

siles from closer than roughly 20 nautical miles, or about 25 standard miles.

For a relatively simple subsonic cruise missile, that means interceptors

would have about 5 minutes of flight time to do their work before targets on

land were struck.

These timelines translate into a difficult, but not impossible, job of pro-

tecting coastal regions. If defenses had to be deployed uniformly around

American coastlines and interceptor missiles could accelerate quickly and

then travel at roughly two-thirds of a mile per second, it might suffice to

have a base of several interceptors every 50 miles or so. If the main goal is to

protect high-value targets, such as larger towns and cities as well as key ports

and infrastructure, however, fewer interceptors would be required along

certain stretches of coastline, where they might be spaced every 100 to 200

miles. Either way, given that the length of U.S. coastal zones is several thou-

sand miles, many dozens of interceptor bases would be needed.

All told, a rudimentary cruise missile defense for the United States could

probably cost $10 billion to $20 billion (making for perhaps $1 billion to $2

billion a year in annual investment costs, depending on the period over

which deployment occurred). It would cost an additional $300 million to $1

billion per year to operate.13 These figures would represent a modest invest-
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ment on the scale of national ballistic missile defense, but a large one in

relation to most other homeland security requirements.14

There is a safety question to consider here, too: a national cruise missile

defense system might pose a threat to small aircraft, which at times look a

great deal like cruise missiles. A terrorist might even try to turn a manned

aircraft into a cruise missile to avoid radar identification. To address this

concern, all aircraft could be required to fly with transponders similar to the

identification-friend-or-foe (IFF) systems on military aircraft. Even so,

some pilots might ignore the requirement for transponders, others might

fail to maintain their IFF devices in good working order, and still others

might be shot at by mistake despite doing everything right. In other words,

even if the nation were prepared to shoulder the budgetary expense of a

cruise missile defense, it might not be ready to accept the potential toll in

innocent victims. For that reason, the cruise-missile defense concept is espe-

cially difficult to assess. As a practical matter, it might only work against

missiles fired from much further off shore, or in time of crisis, when a sus-

picious object could quickly be identified as threatening. For this reason,

assessing the value of cruise missile defense also requires carefully assessing

the risk that cruise missiles might be used by a state adversary as well as by

terrorists.

Sea (Cargoes and Port Security)

Another avenue of terrorist attack could be the sea. The Coast Guard, the

Customs Service, and local port security represent the three crucial means

of bolstering the nation’s defense against terrorist access by sea (though the

Navy and even the Air Force might help under certain circumstances as

well). Although the Bush administration has taken some serious steps in

this area, much more needs to be done.

Expand the Coast Guard

The U.S. Coast Guard, which provides the country’s principal defense

against illicit shipping, would be a major barrier to terrorist attacks in which

explosives or weapons of mass destruction were headed for an American

city on a ship. The Coast Guard also is responsible for preventing any

attacks against U.S. littoral regions, including major ports that would be
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needed in military contingencies. In addition, the Coast Guard rescues

boaters, protects fisheries, ensures environmental protection in America’s

exclusive economic zones, and prevents drug smuggling, all still important

missions in the post–September 11 world.15

The Coast Guard performs all these missions on about $6 billion a year

(channeled mainly through the Department of Transportation budget). It

employs about 35,000 active-duty personnel, making it roughly one-fifth

the size of the Marine Corps and less than one-tenth the size of each of the

other military services. Furthermore, good, up-to-date equipment is in

short supply, and many of its ships are facing block obsolescence. Viewed as

a navy, its fleet of larger, deepwater surface vessels would reportedly rank

third oldest among the world’s 40 main naval powers. Hampered by equip-

ment breakdowns and vessels slower than those operated by most outlaws,

the Coast Guard is having increasing difficulty carrying out its duties.

Unfortunately, projected budgets will only allow it to replace its larger ships

(primarily cutters longer than 100 feet) and airplanes over the next fifty

years, as reflected in the Coast Guard’s “Deepwater” plan. 16

To meet priority requirements would require recapitalizing the Coast

Guard’s large ships and aircraft over a period of no more than 20 years. That

would necessitate an annual budget increase of some $300 million.17 Other

initiatives are also needed, as was clear even before September 11. According

to a recent task force, the Coast Guard should improve its protective mea-

sures against chemical or biological attack, a demand that would drive up

annual costs by several tens of millions of dollars or more.18 The Coast

Guard is already trying to modernize its command and control systems

through the National Distress and Response System Modernization Project

(NDRSMP).

The magnitude of the overall dollar shortfall is underscored by the addi-

tional tasks assigned to the Coast Guard since September 11. By December,

more than 100 security zones had been established around facilities such as

major naval bases, key landmarks like the Statue of Liberty, and oil refiner-

ies near major cities.19 All vessels in New York harbor were inspected; other

prominent ports and cities such as New Orleans were heavily guarded;

waters near certain of the country’s 68 nuclear power plants located along

navigable waterways were patrolled; cruise ships were boarded and

searched.20 Sea marshals were placed on certain ships as they approached
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port to ensure that no harm could be inflicted on people or major infra-

structure such as bridges by those ships. All six of the Coast Guard’s port

security units, which reside primarily in its reserve component, were called

up to active duty.21 This amounted to nearly a tenfold increase in such secu-

rity measures altogether.

Given that 1,000 foreign-flag ships reach U.S. shores every week, the

post–September 11 security environment presents the Coast Guard with an

enormous challenge.22 In the aftermath of the attacks, about 60 percent of

deployed Coast Guard assets were devoted to port and waterway security,

including about 50 cutters, 40 to 50 aircraft, and hundreds of small boats.23

Since those assets were also used at a higher than normal rate, port and

waterway security alone has equaled the demands normally placed on the

full Coast Guard fleet operating at normal tempo. Thirteen Navy ships were

made available to help the Coast Guard with its increased mission.24

Otherwise, the only way to handle these new demands was to sharply cur-

tail other Coast Guard activities, typically to 25 percent or less of their pre-

vious levels, and to ask most personnel to work very long hours.25

In view of these pressures, how much larger and more expensive should

the Coast Guard become? Many of the missions added after September 11

seem likely to remain important indefinitely. But the current pace of oper-

ations need not remain as high, according to the Coast Guard’s comman-

dant, Admiral James M. Loy.26 Efficiencies can be found, largely through the

work of local port security committees composed of local, state, and federal

officials who will devise security plans for individual ports.27 In the end,

homeland security may take no more than 25 percent of total Coast Guard

effort.28 With improved forward screening procedures for ships headed

toward U.S. waters, the fleet should be able to make more efficient use of its

assets to protect key facilities and rely less on simple brute-force inspection

techniques. Keep-out zones might be enforced through a combination of

remote sensors, unmanned aerial vehicles, fixed impediments to ship move-

ment, and even shore-based guns as a last resort. Where that is not possible,

the Coast Guard may be able to use smaller boats—perhaps with upgraded

armaments—in place of larger ships like cutters for such coastal and inland

sites. But on the whole, the Coast Guard will need to grow considerably.

How does one translate these various considerations into specific rec-

ommendations for an alternative Coast Guard fleet and budget? The Coast
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Guard includes five broad classes of assets: large ships (generally known as

cutters, designed for use as far as 50 miles from shore or more), smaller

boats, special-purpose vessels such as icebreakers and buoytenders, aircraft,

and shore facilities.29 Today’s Coast Guard includes roughly 90 of the larger

cutters, just over 300 smaller boats, about 90 special-purpose vessels,

roughly 200 aircraft, and a wide range of shore-based assets.

For the kind of intensive coastal patrolling that may be needed in the

aftermath of September 11, the smaller ships are likely to be most useful,

though modest increases in other assets may be desirable as well. The

post–September 11 Coast Guard might therefore look roughly as follows:

100 larger cutters, a doubling to 600 smaller ships and boats to handle old

and new missions near shore, 90 special-purpose vessels, 200 to 250 aircraft,

and essentially the same shore infrastructure as today. (Some boats might be

leased in the short term to permit a rapid increase in fleet size.) That means

costs would be about double in one of five major Coast Guard expenditure

areas, with modest increases elsewhere. Hence the total Coast Guard budget

might permanently be in the neighborhood of $7 billion a year.30

Bolster Customs Service

The Coast Guard’s efforts to provide security along waterways can be aided

by the Customs Service, whose chief responsibility is to find and stop illicit

cargo, whether on ships, trucks, or aircraft. (Thus this option is relevant for

the road and rail network as well as for maritime approaches to the coun-

try.) It has a budget of about $2.4 billion, which supports some 20,000

employees monitoring trade at 300 points of entry and at borders else-

where. Its primary task is to collect tariffs and prevent prohibited products

(such as certain foods and illegal drugs—or weapons) from entering the

United States.

Post–September 11 changes at Customs should encompass not only its

size and capabilities, but also its procedures. Until recently, Customs typi-

cally inspected about 2 percent of containers arriving at U.S. shores and less

than 5 percent of containers arriving overland from Mexico.31 These figures

may be closer to 10 percent since September 11 owing to strenuous efforts

by existing inspectors but even at that remain quite modest.32 Yet these con-

tainers may be the primary means by which a terrorist would sneak many

types of weapons into the United States.33 A much more comprehensive and

lasting improvement in inspections procedures is therefore needed.
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This is clearly a daunting task. In 2001, about 500 million people, 125

million vehicles, and 21.4 million import shipments entered the United

States.34 Inspecting all of them, instead of the current small percentage,

could push Custom’s $2.4 billion annual budget well over the $50 billion

mark. Even if considerable economies of scale were possible and less than

100 percent of all incoming cargo required inspection, annual costs would

still grow at least $10 billion using such a brute-force approach, and the

broader costs to the economy would be substantially larger. According to

one estimate, the cost of slowing the delivery of imported goods by one day

(because of additional security checks) could amount to $7 billion per year.35

An alternative suggestion, proposed by Stephen Flynn, former Coast

Guard officer and scholar at the Council on Foreign Relations, would be to

develop a database for real-time tracking of containers headed toward the

United States and to complete much of the inspecting before goods even

reached American shores or land borders. It would work largely through the

cooperation of shipping and trucking companies as well as overseas port

authorities. Companies and ports that implemented tighter security pre-

cautions and monitored their own cargo and loading zones would not have

to wait in long customs lines when bringing merchandise into the United

States. Customs agents could then focus their limited resources on moni-

toring and inspecting shipments that did not undergo such offshore proce-

dures.36 The benefits of such an approach are reflected in data on the num-

ber of importers. In 2000 almost 500,000 firms imported products. But the

top 1,000 importers accounted for almost two-thirds of the imports, high-

lighting the potential benefits of specialized security and faster customs

clearance for such firms.37

With this approach, the agency would not have to expand its capabilities

tenfold or more. Thus it could selectively target those shipments of goods

that posed the greatest risk for inspection at home and rely on good port

security and monitoring in overseas ports where U.S.-bound cargo is loaded

for most protection, as well as on continuous tracking of cargo in transit

using Global Positioning Satellite (GPS) receivers and transmitters.

For the maximum effect, Customs would have to work with the Coast

Guard. Potentially dangerous ships and cargo should not be permitted to

enter ports near large U.S. cities before being inspected to prevent the dis-

semination or detonatation of their cargoes. They should be inspected while

still at sea, before leaving foreign ports, or in smaller U.S. ports further
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removed from large population centers. The Coast Guard would have to

ensure that such ships did not enter restricted waters. And Customs officials

might have to ask some companies to use nonmetal containers to facilitate

x-raying and other screening diagnostics.38

Customs might therefore need to expand its work force, but only by a

factor of perhaps three to five. It might also need to buy new equipment,

such as fissile-material detectors and x-ray devices for examining a larger

fraction of the total cargo entering the United States. But these needs would

not be excessive if cargo could be selectively screened. Despite the huge vol-

umes of cargo entering the United States by ship, about the same amount of

equipment being bought for airport security might suffice for the Customs

Service as well under the new customs procedures. In round numbers, that

might suggest $5 billion in investment costs.39

Customs would certainly need a new integrated database system that

connected its various offices and agents with the Coast Guard, Immigration

and Naturalization Service (INS), and private shipping companies. To judge

by the costs of large national-scale information technology systems of com-

parable scale—for example, the upgrading of Internal Revenue Service

(IRS) computer infrastructure in recent years—costs could be $1 billion or

more for that part of the effort. In all, the annual budget for Customs would

still grow considerably and might even double, but it would not exceed $5

billion on an average yearly basis.

Improve Port Security

To restrict access to the nation by sea also requires strengthening local port

security, as documented by the Interagency Commission on Crime and

Security in U.S. Seaports. Physical security at the port itself is the responsi-

bility not only of the Coast Guard and Customs, but also of the local port

authority and private shipping companies. The most important improve-

ments here include better training and pay for port police and security per-

sonnel, a credentialing process to restrict access to secure areas of the ports,

greater procedural security for passengers and crew, limits on vehicular

traffic around seaports, and additional physical security at the facilities

used to handle hazardous materials. In the Coast Guard’s estimate, such

steps would cost between $14 million and $24 million per port.40

Improving security at the nation’s top 50 ports would therefore cost
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approximately $1 billion, some of which would represent capital costs that

should be depreciated over many years.

Road and Rail

The United States has nearly 6,000 miles of borders with its neighbors,

Mexico and Canada.41 How to prevent terrorists or dangerous materials

from entering the country by road or rail is therefore a critical question.

The reforms to the Customs Service just mentioned would be helpful, of

course, as would changes in the Immigration and Naturalization Service

and Border Patrol discussed shortly.

A key way to improve the flow of goods at the nation’s land borders

would be to adopt the EZ-pass approach there as well: if shippers agreed to

more extensive background checks and more intensive security procedures,

they would be cleared through customs more rapidly than other shippers.

In March 2002, the United States and Mexico announced plans to imple-

ment such an EZ-pass approach to their joint border.42

People: Ports of Entry

The principal purpose of homeland border security is to prevent any known

or suspected terrorists from entering the country and to apprehend any

such person if they do attempt entry. To filter the few dangerous people

from the many legitimate visitors and others arriving at ports of entry, bor-

der officials must be able to ascertain the identity of people seeking to cross

our borders, and to link that identity to the risk that the individual may

intend to commit a terrorist attack. This means that entry documents

should, to the maximum extent possible, not be granted to dangerous indi-

viduals; and once such a document is issued, it must be possible to ascertain

whether the bearer is in fact the person for whom the entry document was

intended.

Three steps can be taken to achieve these goals. First, the process for grant-

ing visas must be tightened. Clearly, visas should not be granted to any per-

son identified through solid intelligence, at any level of government, as a

threat to the United States. Border agencies and the State Department should

also have more access to foreign intelligence on terrorists.43 Second, visas and
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passports must be of such a form that fake documents cannot be passed as

real, at border crossings, places of employment, or state agencies. Third, offi-

cials at entry points must be able to ensure that the document holder and the

document match. Efforts to tighten visa processing, document authenticity,

and document checks will involve many agencies, including the INS, the

State Department, and every level of law enforcement. The effective use of

information technology, along with the commitment to share information,

can play a crucial role in helping to prevent terrorists from entering the

United States without incurring undue economic or social costs.

The quality of information sharing among agencies can be measured by

a few broad standards: quantity of information, accuracy (including real

time updates), verifiability, and the reliability and speed of the information

systems. Ideally, a single database would contain relevant information from

each agency, including some biometric identifier that would allow an accu-

rate match of the person, the document held by the person, and any data-

base information about the person. In practice, various constraints—

including the difficulties of multiagency cooperation and problems caused

by previous underfunding and mismanagement—inhibit such information

sharing. To be sure, some progress has been made in this regard. For exam-

ple, the TIPOFF database, developed after the first World Trade Center

attack, shares certain basic identifying information without delving into

more sensitive information.44 But much more aggressive use of informa-

tion technology is needed to protect the nation’s borders.

To return to the all-important visa approval process, the State

Department issues immigrant and nonimmigrant visas after checking every

applicant’s name with consular databases containing records from consular

offices and various border and federal law enforcement offices. The Patriot

Act directed the Federal Bureau of Investigation (FBI) to share the National

Crime Center’s Interstate Identification Index with both the State

Department and the Immigration and Naturalization Service. This is an

improvement on the old system, which only required immigrant visa appli-

cants to be checked on the FBI database. (Legislation that has recently

passed in both houses of Congress would further expand database sharing

and improve the visa approval process.) It is important that this database be

expanded to an all-service system. Performing name checks on a compre-

hensive database is the single easiest way to filter out dangerous visitors. In
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addition to strengthening this database, the State Department can improve

visa processing in several other ways.

As Mary Ryan, Assistant Secretary for Consular Affairs, has testified,

“Consular officers use a combination of experience, knowledge of local eco-

nomic, political, and cultural conditions and common sense to evaluate

applications.”45 Beyond such subjective evaluations, applicants of certain

nationalities are automatically subjected to special clearance procedures.

After September 11, additional staffing to scrutinize such visa applicants

seems warranted. All male nonimmigrant visa applicants between the ages

of 16 and 45 must already fill out a supplemental form, and evaluating the

honesty of answers can be exceptionally difficult. A January 2001 General

Accounting Office (GAO) report listed certain challenges facing State

Department visa processing, including “staffing shortages, inexperienced

staff, and insufficient training for consular line officers.”46 The $78 million

increase in border security programs in the Bush administration’s 2003

budget proposal is not an adequate response to the challenge of tightening

visa processing.

Not all foreign visitors go through the visa inspection process. Citizens of

28 countries may enter the United States without a visa for stays of less than

90 days through the Visa Waiver Program (VWP). This system has been

abused by terrorists and other criminals seeking entry into the country, peo-

ple who would have been disqualified through the normal visa-issuing

process.47 The government must therefore make a special effort to reduce

passport fraud from VWP participant countries. At a minimum, it should

ensure that all stolen passports from citizens of VWP countries are entered

in the INS database and that all aliens trying to use passports for entry are

checked in the lookout database.48 Stolen passports, or stolen blank passport

stock, are often not reported. Law enforcement officials in the United States

must work more aggressively with their foreign counterparts in VWP coun-

tries to step up such reporting and make certain those countries are meet-

ing the basic requirements of the program. One such requirement is that all

VWP countries must adopt machine-readable passports by 2003. The INS

recently visited six VWP countries to ensure compliance with the program’s

rules, and these efforts will continue.49

Second, fraud-proof documents are essential to the integrity of the

immigration system. Altered or counterfeit documents, some with false
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names, and shared or borrowed documents from similar-looking individu-

als, allow people to bypass the protocol of normal visa- or passport-issuing

processes. U.S. passports and visas are sophisticated documents with digi-

tized photos, and all visas are machine-readable. Furthermore, the VWP

sets standards for passport integrity. Nevertheless, fraud is still a problem.

The best way to reduce fraud is to increase the use of biometric identifiers,

but this will require additional resources at entry points into the country.

The third step in preventing potential terrorists from entering the coun-

try is to match documents at the border. When people arrive at a port of

entry—whether they are American citizens, foreign visa holders, or citizens

of VWP countries—the INS is responsible for allowing them into the coun-

try. The INS conducts more than 500 million inspections every year but

employs only 4,775 inspectors to handle this job at all ports of entry.50 In the

short term, additional manpower is probably the best means of tightening

inspections at the ports of entry, since it will allow more thorough inspec-

tions without costly delays.

Over the longer term, tighter inspections could be achieved with reduced

waiting times by including a biometric identifier on all travel documents

and building the appropriate infrastructure at every port of entry to capture

that identifier both on the document and the person entering the country.

Ideally, INS inspectors would know immediately whether the document and

the visitor matched, and whether the person was on a lookout list. Face

recognition technology could be used with recorded digital photos, and

retinal scanners could also be used. Fingerprint technology is rather inex-

pensive; leaving aside the cost of the databases themselves, it can cost as lit-

tle as a few dollars to install simple pads for taking fingerprints, and even

more complex optical scanners can be made small and affordable.51 The

INS and State Department are trying to quickly expand the use of biomet-

ric cards by American, Mexican, and Canadian citizens who frequently cross

the border. Some of these efforts could ultimately be joined with parallel

efforts in Europe.52 The basic idea of the EZ-pass approach is to speed up

entry through immigration and customs of those who have already under-

gone thorough background checks and who have proper documentation,

and thereby to reduce the costs of homeland security. Counting costs of

biometric indicators as well as improved computer systems, costs could be

$2 billion or more.
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People: Undeveloped Border

Of course, not everyone enters the country through a port of entry. Even

with tighter controls at ports of entry, potential terrorists will still be able to

cross into the country at points along the unmanned border because it is

impossible to achieve complete control over movements across the nearly

6,000 miles of borders the United States shares with Mexico and Canada.53

Nonetheless, increasing border security can make crossing the border more

difficult, especially if resources are directed toward the major gaps in the

U.S. border security program.

Checking the border between ports of entry is the task of the U.S. Border

Patrol, which has expanded greatly since the mid-1990s. The 2003 budget

proposal requests $76 million to add 570 Border Patrol agents, for a total

force of over 11,000, as authorized by the 1996 Immigration Reform Law.

Since the 1996 statute did not envision as aggressive a counterterrorism

role for the Border Patrol as now seems warranted, further expansions in

staffing would be beneficial to ensure that the agency can meet the new

demands it is facing. To add another 1,000 agents would cost about $150

million per year.

In addition, the Border Patrol’s resources should be redirected. Reflecting

the pattern of illegal immigration flows, most of the Border Patrol’s

resources have been concentrated along the southwestern border, making

the northern border particularly vulnerable. The INS assigned only 334

Border Patrol agents to the northern border, which does not even allow 24-

hour monitoring of certain of its sections.54 Modern technologies, which

include cameras and sensors for surveillance and interdiction, could help

the Border Patrol catch people illegally entering from Canada. In November,

President George W. Bush released funding for 100 National Guard troops

to serve at ports of entry along the northern border, but a more permanent

solution is still needed. The 2003 budget proposal would shift 285 agents

from the southwestern border to the northern border.

The INS must also improve the architecture of its information technol-

ogy and the quality of its databases. Currently it does not have the technol-

ogy to receive all nonimmigrant visa files from the State Department,

although State is willing to provide those files.55 The INS has fallen behind

in other information technology initiatives relating to immigration services
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and the development of an automated entry-exit system. Although the INS

has a statutory obligation to record apprehended and criminal aliens in the

IDENT database, for example, the Justice Department’s Inspector General

found that many apprehended and criminal aliens are not entered into the

database.56 Better management and better databases at INS will improve

information sharing and help other border agencies filter out individuals

known to be dangerous. As at Customs, total capital costs alone could

exceed $1 billion just for computer networks.

Given the amount of progress needed to improve processing through

ports of entry and the difficulty of patrolling the unmanned border, the

United States must coordinate its homeland security efforts with those of

Canada and Mexico. It should urge Canada to strengthen its own immigra-

tion system, which would offer the best protection against terrorists enter-

ing the United States from that country. To increase security along the

Mexican border, it may have to help Mexico finance some of the relevant

capital costs. Some costs may be incurred in building better coast guards for

U.S. neighbors or, at least, in developing integrated databases and in help-

ing train people to use them. In rough terms, given the size of Mexico and

its population, U.S. costs might be expected to increase 25 percent to 50

percent in various cases if the United States subsidized part of the Mexico’s

costs. But such subsidies are not a first order of business; given its diplo-

matic and legal complexities, it is an issue to consider once the initial steps

within the United States have been taken.

Conclusion

The United States has long and porous borders that are virtually impossible

to monitor and protect perfectly. But a number of steps can provide layers

of imperfect defenses that, when joined together, could make it quite diffi-

cult for terrorists to get both themselves and their weapons into the coun-

try. Some of these tools, such as improved databases of suspected criminals

or individuals who have overstayed their visas, would do more than provide

perimeter defense; they would also help find dangerous people once they

were already inside the United States.

Some types of perimeter protection, such as national cruise missile

defense or a robust and comprehensive customs inspection process for
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cargo entering the country, may be more costly than their likely benefits.

Even so, they merit further scrutiny. Regardless of what decisions are made

about those issues, most of the steps proposed in this chapter make good

sense and should be adopted. Moreover, while many of them are present in

the Bush administration’s plans for homeland security, resources are often

still inadequate and the scale of planned effort too small.





A single line of defense along the country’s borders, while impor-

tant and worthy of significant improvements, is inadequate in this

age of terrorism. The United States needs more than just perime-

ter defenses to protect itself. Terrorists unknown to the intelli-

gence community could enter the country; terrorists need not be

foreigners; weapons could be acquired here, or in some cases

sneaked in despite the best efforts of a revamped Customs

Service; and other holes in the outer line of defenses would surely

exist as well, even after many improvements were carried out.

Even if a terrorist were to evade the nation’s perimeter

defenses, the likelihood and severity of a successful terrorist attack

could be reduced through domestic preventive measures. The

goals of such measures should be to find terrorists before they

strike and to limit access to weapons that could be used in a ter-

rorist attack, such as pathogens or nuclear or radiological materi-

als. Although preventive measures are not infallible, they are likely

to represent among the nation’s most cost-effective mechanisms

for reducing the risk of terrorism, given the inherent advantage of

attackers and the fact that protecting some sites will simply dis-

place risk to others. In other words, preventive measures are likely
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to be particularly effective because they tend to reduce overall levels of risk,

rather than just shifting it from one target to another. Tables 3-1 and 3-2

present an agenda for improving domestic prevention against terrorist

activity.

The challenge of interdicting terrorists before they can act centers

around the effective mobilization of information. This is a fivefold task:

—collecting information that can help identify terrorists;

—collating information from diverse sources;

—analyzing raw data;

—sharing the information with those who can make use of it; and

—deploying it in a way that is useful and timely for those who need to act

on it.

Although significant resources are devoted to each of these tasks today,

and the administration’s proposals would enhance capabilities in many

areas, there remain serious shortfalls in each of these areas. Equally impor-

tant, we lack an overall architecture to make sure that each component of

the information strategy is integrated in a way to achieve the intended

goals. Massive information collection will potentially be quite intrusive yet

of little value if it is not shared in a usable way with key consumers (bor-

der inspectors, airline screeners, employers at sensitive facilities). Widely

shared raw data will be of little help unless it is collated and combined

Table 3-1. Preventive Measures within the United States

Area of concern Measure

Tracking potential terrorists FBI staffing
Data sharing among law enforcement agencies
Surveillance technologies
Entry and exit data
Standards for driver’s licenses

Tracking and securing Hazardous materials shipments
dangerous materials Natural gas facilities

Chemical/oil/gas plants
Dangerous pathogens
Nuclear weapons and waste 
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Table 3-2. Proposals to Buttress Preventive Measures 
within the United States

Approximate
annual cost a

(billions
Area of concern Specific measure of dollars)

Preferred options
Tracking potential Expand INS, FBI, other agencies, and 2.5

terrorists improve monitoring and enforcement
of visa limitations 

Law enforcement and immigration 2.0
IT initiatives
—Expand data sharing
—Develop and deploy advanced surveil-

lance and data analysis technologies
—Automate entry and exit datab

Standardize drivers' license databases; 0.2
consider biometric information 

Tracking and Equip trucks with tracking technology 1.0
securing and automatic braking technology 
dangerous Relocate, secure some natural gas assets 0.1
materials Protect toxic chemical plants and nuclear

facilities with better sensors and guards 5.0
Increase screening of individuals with access 0.75

to sensitive materials, pathogens, internet 
domains; improve site security at labs, etc.

Total low/modest cost 11.55

a. Annual cost relative to original pre-9/11 2002 budget.
b. Denotes similar initiative of comparable magnitude proposed by the Bush administration.

to form profiles that generate high accuracy (low false positives and false

negatives). Otherwise, we may impose high economic and human costs for

marginal gains.

In this chapter we propose several measures both to strengthen each

component of the prevention strategy and to integrate them. Further work

in this area is the focus of a new Task Force on Security in an Information

Age, led by the Markle Foundation in alliance with the Brookings
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Institution and the Center for Strategic and International Studies (CSIS).

We expect that this task force will substantially deepen our understanding of

how to mobilize information for homeland security, especially with respect

to the challenge of prevention.

Expand FBI Staffing

The FBI has a crucial role to play in prevention. It is one of the core agen-

cies involved in collecting information about potential terrorists (along with

foreign intelligence, state and local officials, and the private sector). It is one

of the principal consumers of the analysis effort. Through the National

Crime Information Center (NCIC), the Integrated Automated Fingerprint

Identification System (IAFIS), and Law Enforcement On-Line (LEO), it is a

focal point for collating and analysis. And as a law enforcement agency, it is

an essential user of information for law enforcement purposes. Before the

September 11 attacks, roughly 25 percent of the FBI’s nearly 9,000 special

agents in the field were assigned to counterintelligence or counterterrorism

duties. Following the September 11 attacks and the subsequent anthrax

scare, the FBI shifted several thousand agents to terrorism-related activi-

ties.1 To properly staff counterterrorism efforts while avoiding severe under-

staffing in other areas, the FBI needs to expand its manpower.

The Bush administration has proposed increasing FBI counterterrorist

staffing by about 450 individuals.2 We believe that much larger expansions

may be required. In December 2001, for example, the FBI was using 3,000

more agents for counterterrorism purposes than it had budgeted.3

Furthermore, the General Accounting Office has indicated that the FBI may

lack sufficient numbers of trained translators and interpreters; such posi-

tions are crucial to an effective counterterrorism team, and it is unclear to

what extent the Bush administration’s proposals address any such gap.4

Devoting 5,000 agents, analysts, and language specialists to counterterror-

ism and counterintelligence—which would cost perhaps $750 million to

$1 billion a year, assuming an average cost per agent (including salary, ben-

efits, training, equipment, and other costs) of up to $200,000—seems war-

ranted. In particular, we support an increase in FBI staffing of 1,000 per

year for the next five years, so that staffing would increase by 5,000 by the

fifth year in relation to today.
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State and Local Government Law Enforcement Officials

Even with a substantial expansion of the FBI, the task of information col-

lection, surveillance, and law enforcement can be significantly enhanced by

the better use of state and local law enforcement officers. Here the challenge

is less a question of manpower than training and support resources: train-

ing to recognize information and behavior that may help identify potential

terrorists, means of sharing that information with other local and federal

officials, and means of receiving timely useful information from others that

would allow the apprehension or interdiction of potential perpetrators.

To date, most of the focus of effort with respect to state and local law

enforcement officials has been on consequence management. State and local

law enforcement officials have repeatedly complained about lack of access to

relevant data, resulting from inadequate systems, compartmentalization

based on security concerns, and failure to appreciate the role of local offi-

cials. A new priority in this area would be to focus primarily on training and

information management systems.

Private Sector

The private sector possesses troves of information that may be of value to

the prevention effort—ranging from Internet service providers (ISP) and

telecommunications companies with records about dangerous hackers and

intruders to employers with workplace information on employees, to sellers

of potentially hazardous materials and services (for example, crop duster

rental firms). The challenge here is enormous: to cull, collate, and analyze

extraordinary amounts of data in a way that is cost-effective and sensitive to

civil liberties concerns in order to identify high-impact strategies with ade-

quate privacy safeguards. A public-private partnership, modeled on the col-

laboration between the federal government and the private sector for cyber-

security protection, such as Carnegie Mellon’s Computer Emergency

Response Team Coordination Center (CERT/CC), should be developed for

key private sector holders of information that could have a high degree of

relevance to the identification of potential terrorists. Adequate legal super-

vision (for example, court orders or senior official approvals to permit

information sharing) will be crucial.
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Data Collection and Data Analysis Technologies 

The information revolution has both radically expanded the range and

availability of information and complicated the technical and analytical

challenge of using it. The wiretap of yesteryear was a simple proposition:

identify a suspect’s phone and listen to conversations. In an age of wireless,

packet-switched, encrypted communication, the challenge is much more

daunting. In recent years, both the private sector and government have sub-

stantially increased their ability to collect and analyze data from a wide array

of services. The FBI has developed an application, initially called Carnivore

but more recently renamed DCS 1000, that can search e-mail traffic for spe-

cific senders, recipients, and keywords. Another technology, Magic Lantern,

can surreptitiously record keystrokes on targeted computers, thus circum-

venting the use of strong encryption. Similar advances have been made in

collecting and analyzing information, from sophisticated data-mining soft-

ware to technologies such as face recognition software that matches digital

images of faces to suspects in a database.5 These technologies offer a promis-

ing approach to tracking and apprehending terrorists before they actually

strike, and substantial expansion in the development and application of

such technologies represents a sound strategy for protecting the homeland.

To be sure, they also raise important privacy issues, although the technolo-

gies themselves may be configured in ways that will enhance their privacy

protection features. Carefully done, the benefits of sophisticated use of

information technologies for collection and analysis to reduce the risks of

terrorism justify an increased focus, especially given proper control over

access to the raw data and how it is used.

Automated Entry and Exit Data 

Even without a dramatic expansion in monitoring and data mining, several

steps could be taken to better enforce existing laws and thereby reduce

opportunities for terrorists to operate in the country. For example, the U.S.

government does not have reliable data on whether a visitor or visa holder

is in the country or has departed. The Immigration and Naturalization

Service estimates that 40 to 50 percent of illegal immigrants in the United

States entered the country legally but overstayed their visas.6 Several factors

hinder the collection of entry-exit data: the task is not automated, airlines
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sometimes fail to collect data when visitors leave the country, and the gov-

ernment collects no data on land departures. Under the 1996 Illegal

Immigration and Immigration Responsibility Act, the INS is required to

automate the collection of I-94 forms, but a limited pilot program begun in

1997 has been by and large unsuccessful.7 In 2000, Congress extended its

deadlines for automating I-94 collections to 2003 at airports and seaports,

and to 2005 at all ports of entry.

The slow progress in automating I-94 forms may be symptomatic of

larger managerial problems at the INS, especially with respect to managing

information technology. The General Accounting Office released two

reports in 2000 criticizing the oversight, management, and allocation of

investments in information technology at INS.8

New technology will be useful for managing other information about

visa holders. Congress has set a deadline of January 2003 for implementa-

tion of the Student Exchange Visitor Information System (SEVIS), which

will track student visa holders. The government could also require visa

sponsors to report annually on the status of the visa holders.

Even if the government possessed reliable information on visa overstays,

the relevant agencies do not currently have the resources to make full use of

it. With only 2,000 investigators and intelligence agents, INS resources are

already overextended, and any new initiatives to enforce immigration laws

aggressively would likely require additional resources. Some improvements

could be made without increased staffing; for example, (as suggested ear-

lier) giving local law enforcement officers access to federal databases could

help them find individuals who no longer belong in the country. Local

agencies may then need help with investments in information systems.

Certain agencies, including but not limited to the INS and the FBI, will have

to increase in size if they are to accumulate and process more data as well,

as discussed in chapter 2. Given the modest sizes of most of these agencies,

even rapid growth rates in their staffs are unlikely to be enormously costly.

Adding 10,000 personnel would translate into roughly $1.5 billion in added

annual costs, not an unreasonable amount.

Improved Data Sharing 

The problem of lack of information sharing and collating of immigration

data is symptomatic of the broad need for enhanced data sharing between
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all key collectors and users. The FBI is already taking steps to better share

information from its Integrated Automated Fingerprint Identification

System, the National Crime Information Center, and Law Enforcement On-

Line.9 But significant problems remain. For one thing, the NCIC does not

contain information about immigration status or minor crimes, and state

and local law enforcement authorities often fail to enter the relevant data

into the database in a timely fashion.10 The government should also move

more aggressively to tie together currently disparate data sources, as the lack

of integration between immigration and criminal records highlights. A

massive effort to link such databases, which are often run by currently

incompatible systems, as well as to expand the use of handheld computers

by law enforcement agents (including state and local personnel), may

require several billions of dollars in hardware investments, along with sub-

stantial software expenditures.

In addition, policymakers should introduce measures to expand data

sharing between government agencies and private sector entities. Such data

sharing could occur on a “need-to-know” basis, to minimize concerns

about civil liberty and privacy intrusions. For example, as Tim Hoescht, the

senior vice president for technology at Oracle, has noted, improved data

sharing “doesn’t mean it’ll be a free-for-all of systems access. . . . Such access

will be regulated by policymakers just as it is today. Policymakers may

decide that it is appropriate for airlines to check if a passenger is on a ter-

rorist watch list but that it’s not okay for them to check whether they have

unpaid parking tickets.”11 In our opinion, policymakers should encourage

greater data sharing among law enforcement agencies and between the

government and appropriate private sector firms, even if it necessitates

changes to the Privacy Act of 1974 (as amended by the Computer Matching

and Privacy Protection Act of 1988) and despite the potential civil liberty

and privacy concerns it raises.

Unified and Strengthened Standards for Obtaining Driver’s Licenses

An important link in the nexus between information strategies and preven-

tion is the driver’s license, which has effectively become the primary form of

identification in the United States.12 Driver’s licenses (or other related iden-

tification cards) are issued by states and are generally accepted in other states
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as valid identification. Yet the rules for issuing them—such as the definition

of residency—vary substantially across the states.13 Seven of the September

11 terrorists were able to obtain Virginia driver’s licenses even though they

did not live in the state, and those licenses then allowed them to board air-

planes, use credit cards, and open bank accounts.14 To reduce the number of

fraudulent licenses and make it more difficult for potential terrorists to

operate in the United States, the standards used to issue licenses should be

coordinated across the states, the licenses themselves should contain bio-

metric information and a digitized photo, and national databases (such as

the Driver Record Information Verification System) should be created to

facilitate information sharing among local, state, and Federal agencies.

According to the American Association of Motor Vehicle Administrators,

it would cost about $60 million to establish a national database for driver’s

licenses: $10 million for the database, $25 million for states to implement

one or more biometric identifiers, and a one-time cost of $500,000 per state

to connect to the database.15 This estimate seems low and incomplete along-

side others. Hong Kong, for example, plans to issue an enhanced identifica-

tion card for its population of 6 million at a cost about $400 million. Even

if efficiencies and economies of scale are possible here, one might expect

costs to approach $5 billion or more. According to other estimates, a single

airport or other major facility handling large amounts of human traffic

could need $1 million in infrastructure to read biometric signatures (espe-

cially if it was using retinal scanners). By this reckoning as well, $25 million

could easily be the cost per state, and the overall national requirement could

total in the low billions of dollars.16

Implementing a broader plan to mandate a national identity card might

cost $10 billion or more. We believe that there is a strong argument for con-

sidering such a card, rather than relying on a patchwork of state-run driver’s

licenses that do not extend to the entire population

Addressing Concerns over Privacy and Civil Liberties

Many public interest groups on both sides of the political spectrum com-

plain that the types of steps advocated here, including expanded data shar-

ing and uniform standards for state driver’s licenses, risk infringing on a

citizen’s privacy and “would facilitate the creation of the surveillance society
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that Americans have always resisted.”17 Expanded data sharing and a single

individual identifier, they argue, would collect vast amounts of information

on innocent individuals with little or no relevance to deterring or prevent-

ing terrorism, would allow heretofore unorganized information to be con-

solidated into “big brother” practices, and could be used for purposes unre-

lated to the prevention of terrorism. Such concerns have some validity; but

they should not prevent the nation from more aggressively using informa-

tion technologies to reduce the risk of terrorism. Rather, the challenge is to

devise strategies that would allow more effective mobilization of informa-

tion strategies while securing essential privacy.

One set of concerns involves increased data sharing with nongovernment

entities. Here the government could permit access to public databases only

for legitimate purposes, through authorization controls that could selec-

tively compartmentalize information. Queries to databases need not neces-

sarily retrieve all the underlying information; a “need-to-know” criterion is

crucial. An airline representative could legitimately gain access to informa-

tion on prior convictions on immigration violations or presence on a watch

list that would justify more intense scrutiny, but would not need “all infor-

mation on John Doe.” Information exchange between the public sector and

the private sector would still be limited to legitimate needs, such as back-

ground checks for sensitive employees.

Information sharing even among government agencies, especially in law

enforcement, has also been a matter of great concern. Linking distributed

databases would not necessarily give an official access to any and all infor-

mation, but it would reduce the cost and time involved in such access. In

some cases, however, moving to the expanded use of information technolo-

gies and electronic records could also improve privacy protections, since it is

often easier to monitor how officials access and use electronic records than

it is to track such use of paper records.18 Building in further protections,

such as court supervision of collection methods and use, can also contribute

to enhancing privacy protection.

Tracking and Securing Dangerous Materials 

Domestic prevention also means restricting access to materials that can be

used in a terrorist attack. Weapons of mass destruction-nuclear, radiologi-
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cal, chemical, and biological—pose the most lethal threat to the American

population, and therefore special precautions should be undertaken to pro-

tect and track materials that could be used in such weapons. But weapons of

mass destruction are not the only concern. Conventional explosives can kill

or threaten Americans in considerable numbers, as evidenced by the

Oklahoma City bombing, the 1993 attack on the World Trade Center, the

subsequent plot by Ramzi Yousef to blow up 11 airliners over the Pacific

around 1994, the 1996 Khobar Towers bombing in Saudi Arabia, the 1998

embassy bombings in Africa, and the 2000 bombing of the U.S.S. destroyer

Cole. And of course, it was the combination of aircraft impact and the

resulting fires that killed more than 3,000 on September 11, mostly at the

World Trade Center. Several steps can be taken to restrict access to potential

weapons.

Regulate and Track Hazardous Shipments 

Hazardous and explosive materials represent potential ingredients of a ter-

rorist attack. In the United States, the majority of these materials are trans-

ported by trucks, which often travel near populated centers.19 Roughly

800,000 hazardous material shipments by truck occur each day, and about

5 percent of total truck mileage involves such shipments.20

Three essential steps can be taken to protect such shipments from being

captured or used by terrorists. First, better screening is needed for those

authorized to drive the trucks. Individuals on terrorist watch lists, illegal

aliens, and some categories of criminals should not be allowed to operate

these vehicles. Second, trucks carrying especially dangerous materials in

sensitive areas should have safety features that would prevent anyone from

tampering with their cargo, would alert authorities to any change in their

routes, and allow them to be stopped if they did divert from their proper

route.21 Third, security at plants and storage depots must be substantially

improved. Hazardous materials have often been left in preloaded trailers in

nonsecure lots before being picked up by trucking firms. Such practices

should not continue.22

Like some shippers clearing Customs, trucking firms might qualify for an

“EZ-pass” as part of a tighter security system. Such firms would undertake

detailed background checks of drivers and would have biometric features

to ensure that only approved drivers operate trucks carrying hazardous
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materials. The firms could also introduce GPS monitoring of truck move-

ments, remote disabling systems to stop a truck that had been hijacked, and

other remote monitoring systems for cargo integrity. These and other crite-

ria would govern access to some populated areas or highways that unap-

proved trucking firms were not allowed to enter. Such a system would pro-

vide an economic incentive for implementing stronger security measures,

which might cost $1,000 per truck if done rigorously, or hundreds of mil-

lions of dollars nationwide.

Shipping by rail poses certain concerns as well. Chlorine, for example, a

toxic chemical that can enhance the combustion of other substances, is

often stored and shipped in 90-ton rail tank cars. A release of 90 tons of

chlorine could affect populations up to 14 miles away.23 Similar security

measures to those adopted for trucks with dangerous cargoes should there-

fore be considered.

Relocate Parts of the Natural Gas Infrastructure 

It may be prudent to relocate parts of the infrastructure that carries natural

gas and other dangerous materials. Where an explosion or leak could kill

thousands and where stations cannot easily be protected, serious consider-

ation should be given to burying or moving the structure in question. This

could be a massive task, especially if it involved relocating pipelines.

However, most pipelines already appear to be fairly secure (and the Office of

Pipeline Safety within the Department of Transportation has been under-

taking additional steps to make them even more secure), so the problem is

limited to a small number of individual cases, generally involving not the

pipelines themselves but loading and offloading facilities.

In one case, a proposal to reopen a liquid natural gas plant in a region of

Maryland’s Chesapeake Bay shore at a cost of $120 million has met with

sharp criticism. Residents and lawmakers alike fear that a ship carrying gas

to the facility could be detonated and then cause an explosion at a nearby

nuclear power plant.24 In such cases, existing facilities might need to be

replaced; the above cost figure may be a representative estimate of the

expenditures that would be required. Given the difficulty of transporting

natural gas, the government’s primary concern should be to prevent explo-

sions near highly populated areas or facilities such as nuclear plants—not to

protect the entire natural gas production and distribution system.
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Improve Security at Chemical Plants 

Attacks against major chemical plants near cities could impose particularly

high costs and huge casualty figures. Some suggested scenarios, with tens or

even hundreds of thousands of possible deaths, could make the 1984 Bhopal

disaster in India, in which some 2,000 died, pale by comparison. The United

States has roughly 12,000 chemical facilities.25 Many of these facilities do not

pose dangers themselves, and the vast majority of worst-case scenarios

involving flammable chemical facilities, for example, would not affect sig-

nificant population centers.26 On the other hand, large quantities of dan-

gerous materials could be stolen from such facilities. Furthermore, the

majority of worst-case scenarios involving toxic chemicals (such as ammo-

nia and chlorine) would affect areas with residential populations of 10,000

or more.27 According to an Environmental Protection Agency report, at least

123 U.S. plants store toxic chemicals that, if released, could endanger one

million people or more. An Army Surgeon General’s report suggests that

casualties could be even higher than one million.28

Security at many chemical facilities has not been sufficient, as demon-

strated even before September 11 by environmentalists from Greenpeace.

They were able to enter a Dow Chemical plant in Louisiana without being

detected and claimed that there were no guards on the perimeter, no secu-

rity cameras, no alarms, and that the door was even unlocked.29 That plant

was apparently capable of releasing significant amounts of hydrogen chlo-

ride, which could have threatened hundreds of thousands of people.30 To

beef up the typical security effort with several dozen more personnel and

much better remote monitoring equipment, each chemical firm might

spend a few million dollars a year, making for a national cost of several bil-

lion dollars.31 These costs should be borne by the chemical firms themselves

(see chapter 6); insurance companies could play some role in providing

incentives for even better security measures at chemical facilities.

Limit Access to Dangerous Pathogens

The security surrounding dangerous biological pathogens has improved

since the Antiterrorist and Effective Death Penalty Act was passed in 1996.

Under that law, the Department of Health and Human Services requires

facilities that handle any of 42 dangerous biological agents to register with
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the government and to disclose the purpose of having such agents. Yet the

existing program covers only about 250 laboratories in the United States

out of the more than 550 laboratories that hold some quantity of the dan-

gerous agents.32 Furthermore, the 1996 law does not impose criminal penal-

ties on nonscientists who possess dangerous pathogens, nor does it require

background checks for all lab workers.33 These loopholes need to be closed.

To prevent terrorists from obtaining and using dangerous pathogens,

laboratories need to have maximum physical security and require back-

ground checks for all scientists, technicians, and other lab workers with

access to potentially dangerous materials. Security at labs might typically

cost $1 million, while background checks for employees might cost

$100,000 (assuming several days’ work per person for a work force of per-

haps 100). Criminal penalties should be imposed on those who improperly

obtain or possess dangerous pathogens. And local law enforcement officials

should closely monitor potential delivery mechanisms (such as crop dusters

and large fans).

Improve Nuclear Security 

Security should be particularly tight at the nation’s 103 nuclear power

plants, which supply close to 20 percent of the nation’s electricity and which

contain materials that could be used to produce a primitive nuclear device

or perhaps a radiological or “dirty” bomb.34 (A dirty bomb would not pro-

duce a nuclear reaction but would spread radioactive materials over a wide

area.) Nuclear power plants are plagued by two vulnerabilities. An attack on

a power plant could be catastrophic, leading to the deaths of thousands or

even tens of thousands.35 At the same time, the fuel used in nuclear power

plants could be used in a dirty bomb or processed into a nuclear weapon.

Other parts of the nuclear fuel cycle—such as fuel enrichment and fabrica-

tion and waste-reprocessing plants—face similar or perhaps even greater

vulnerabilities.

To improve security and limit access to nuclear fuel before, during, and

after it is used in a power reactor, the Nuclear Regulatory Commission

(NRC) should enforce tighter background checks on all employees with

access to nuclear materials and should prohibit such access until the check

is completed. In some instances, notes the Union of Concerned Scientists,

workers have been granted access to nuclear facilities while awaiting the
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results of these security checks.36 Furthermore, the initial background

checks are limited to the United States; as the NRC has noted, “U.S. citizens

are currently accounted for better than foreign applicants, due to the lack of

information (e.g., credit history and criminal history) or unwillingness of

the [foreign] country to provide such information.”37 This shortcoming

needs to be addressed. After the initial background check, the NRC should

better enforce screening procedures at all nuclear facilities, including those

that have ceased operations but continue to house dangerous materials.38

In addition, nuclear facilities should conduct more rigorous security

exercises under the Safeguards Performance Assessment and Operational

Safeguards Response Evaluation programs.39 Two particularly important

scenarios to consider in these exercises are that the plant’s connection to the

electricity grid could be interrupted during the attack, and that the mock

intruders could ally with an “insider” at the plant. Some reactors may also

require improved physical protection or additional security measures, espe-

cially to withstand attacks by air or sea, and not only four-wheel-drive land-

vehicle bombs, up to now the main concern of most regulations.40

Spent fuel represents a particular vulnerability. One recent press report

suggests that security may be unduly lax at the Maine Yankee Nuclear Power

Station, which is no longer operational but which stores more spent nuclear

fuel than any other decommissioned power plant in the United States.41

Other reports suggest that spent fuel at operating power plants is not pro-

tected sufficiently, and that an attack using such fuel could cause thousands

of deaths.42 To improve the security of spent fuel, the NRC should reexam-

ine its regulations, and the Department of Energy should accelerate its plans

to provide secure storage of spent nuclear fuel, even if a permanent reposi-

tory is not quickly made operational.

The NRC recently issued new regulations enhancing security at nuclear

power plants, but their adequacy is impossible to assess from the open lit-

erature. These measures are classified information, but according to an NRC

press release they pertain mainly to security patrols, physical barriers, coor-

dination with law enforcement and the military, and controls over vehicu-

lar and personnel access. Whatever their adequacy, it is essential that such

regulations be enforced.

Legislative changes could also help thwart terrorists. The NRC has

already taken one step along these lines: it has proposed the Atomic Energy
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Act add measures specifying that the unauthorized presence of weapons or

explosives at nuclear facilities would be subject to federal criminal penalties,

and that guards at the facilities would be allowed to have weapons similar to

those used by federal protective forces.43

Costs for tightening security at nuclear plants and other components of

the nuclear fuel cycle are difficult to estimate without a detailed analysis of

the required improvements or remedial action, but that is beyond the scope

of this book. To arrive at a rough estimate, however, we can assume that

each of the country’s reactors and waste facilities could be mandated to

undertake security improvements at least on a par with those discussed ear-

lier for large chemical plants. In that event, one-time costs could be about $1

billion and added annual costs again as much. Such costs should be borne

by the consumers and shareholders of the facilities. The idea of using thou-

sands of National Guard troops for such purposes, as has been the case since

September 11, is not defensible over the longer term given the other respon-

sibilities of the National Guard and the nuclear industry’s responsibility to

provide its own protection.

Conclusion

In the absence of specific information about potential targets, a particularly

cost-effective way to reduce the risks of homeland terrorist activity is to

undertake preventive measures such as improved surveillance of potential

terrorists and better protection of weapons or dangerous materials that

could be used by terrorists. Such measures supplement the perimeter

defense steps outlined in chapter 2, providing an additional layer of security

to frustrate potential terrorist activity. In particular, a more systematic effort

to integrate collection, collation, analysis, dissemination, and utilization of

information on potential terrorists could pay large dividends. Although

some preventive measures may raise concerns about civil liberties and pri-

vacy, the security benefits of the measures proposed here justify their imple-

mentation. Yet Bush administration plans do not yet go far enough in most

of these areas. Of course, preventive measures have their own limitations.

Chapter 4 therefore explores how the nation can protect key targets against

attack, should perimeter defense and domestic prevention measures fail to

do so fully.



To ensure adequate homeland security, the preventive measures

discussed to this point—limiting access to the country, tracking

terrorists, and protecting materials that could be used in a terror-

ist attack—must be supplemented with the protection of the tar-

gets themselves. Protection poses two key problems—the nearly

infinite number of feasible targets and the fact that protecting

some sites might simply shift risk to other unprotected targets,

thus negating much or all of the benefit despite significant costs.

Given this displacement effect, we argue that the priority should

be to protect targets where a successful attack would impose sub-

stantial national costs. A protective strategy should help to deflect

terrorist activity from catastrophic settings to less damaging ones,

rather than from one catastrophic setting to another. And even if

a protective strategy cannot guarantee success against all cata-

strophic attacks, it should raise the threshold of competence,

capability, and inventiveness that terrorists would need to carry

out a successful attack.

Numerous steps have already been taken to reduce the odds of

a large explosive device being used against the nation and to pre-

vent airplanes from being turned into flying bombs, as they were



4
PROTECTING TARGETS

WITHIN THE UNITED STATES



     ..

on September 11. In addition, guards have been stationed around key facil-

ities and buildings, truck traffic and parking has been curtailed near critical

parts of the national infrastructure, and vehicle inspections have been

intensified near approaches to tunnels and bridges. As of late 2001, about

6,000 military reservists had been deployed to provide airport security, and

another 5,500 or so were guarding other critical infrastructure.

This chapter focuses on how the nation can reorient its protection of

domestic targets to further reduce the risks of damage to key national inter-

ests. Table 4-1 lists the major areas of vulnerability, and table 4-2 presents

our options for addressing them.

Targets That Pose Risk of Large-scale Casualties

The first priority is to protect those targets where large numbers of lives

could be lost. They include nuclear and chemical facilities, large commercial

buildings and arenas, large national events, and some parts of the infra-

structure, such as bridges, tunnels, and subway systems (see the section on

infrastructure).1 Since the federal government has already devised strate-

gies to provide additional security at important national events, such as the

recent Olympics, little further effort may be needed in these areas.

Table 4-1. Protection of Key Targets

General target Specific target

Buildings and facilities that Nuclear and chemical facilities
could involve large numbers Commercial buildings and arenas
of casualties National events

Major tunnels and bridges
Aircraft

National symbols Government buildings and monuments

Critical infrastructure Airports, trains, and subways
Electricity grid, water supply, and mail service
Food safety 
Telecommunications, Internet, and Global 

Positioning Satellite (GPS) system
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Table 4-2. Means of Improving Protection of Key Targets 

Approximate
annual cost a

(billions
Target of concern Specific measure of dollars)

Preferred options
Buildings and facilities Improve air intake system security at major 2.0

with large numbers nonfederal buildings: accessibility,
of people filters, and reverse pressure/internal

overpressure 
Selectively institute more security 0.5

precautions at major buildings
against conventional explosives
(for example, shatterproof glass) 

National symbols Accelerate GSA plan for federal building
securityb 0.5

Protect national monumentsb 0.1

Critical infrastructure Protect key nodes of electricity grid 0.2
Place chemical sensors at reservoirs; protect

and monitor reservoir grounds and pumps 0.4
Improve security of mailb (10-year annual

average) 0.5
Centralize, bolster food safety inspections 0.25
Improve cybersecurity clearinghouse; add 

private sector red team requirementsb 0.1
Improve research on cyberprotection, provide

scholarshipsb 0.1
Improve airport securityb 3.3
Improve Amtrak security at tunnels, elsewhere  0.1
Place chemical weapons sensors at many 

public sites such as subway stations 0.25
Improve fire resiliency of major tunnels and 

security at major bridges 0.5
Total low/modest cost 8.8

Higher-cost/least- Hasten deployment of more robust, jam- 0.5
risk further options resistant GPS satellites 

a. Annual cost relative to original pre-9/11 2002 budget.
b. Denotes similar initiative of comparable magnitude proposed by the Bush administration.
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Nuclear and Chemical Facilities

As suggested in chapter 3, an attack on a nuclear facility or a plant contain-

ing toxic chemicals could result in thousands, if not millions, of deaths and

injuries. That is but one reason for protecting them; they also contain dan-

gerous materials that could be used by terrorists to attack other targets. The

proposals discussed in chapter 3 for protecting nuclear and chemical facili-

ties against unauthorized entry and theft of materials apply in most cases to

the facilities themselves and need not be repeated here. It may be worth not-

ing one step that could be taken to defend against aerial attack: placing steel

towers around the site to destroy any plane entering the immediate neigh-

borhood. Such an idea may not be necessary but would address the vulner-

ability problem fairly inexpensively and reliably.2

Large Buildings and Arenas

Beyond the physical protection of large buildings, air intake systems of

many major buildings and other infrastructure are an Achilles’ heel for this

nation. Many are accessible and exposed, so a terrorist armed with a mod-

est amount of biological or chemical agent could readily disperse that agent

throughout a building. Moreover, most buildings lack the types of filters

that could clean up contamination that does get into the system, either from

deliberate attack or from an agent released on a street or from a nearby

structure. Few buildings and other large structures are equipped to keep out

dangerous air particles that may be in the vicinity.

A first step toward guarding against this threat would be to make air

intakes on major buildings as inaccessible to terrorists as possible. In some

cases, this may require little more than locking doors previously left open.

In other cases, protective housing of one sort or another may need to be

constructed to block access. In still others, air intake systems might be relo-

cated, particularly at times when they are being replaced anyway. We are

assuming that most air intake systems on existing buildings could be made

harder to approach at a modest cost, typically for no more than tens of

thousands or hundreds of thousands of dollars per building. (Insurance

companies could provide incentives for adopting the more costly approach

of relocating systems or replacing existing air and heat systems to accom-

modate the finest class of air filters.) Second, whenever feasible, large build-
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ings should maintain slight overpressure relative to the outside air to keep

out agents that might have been released in the vicinity of a given building

and that could seep through cracks and other openings into its interior.

Third, some buildings could install filter systems with the capacity to cut

down the distribution of such agents that might get into a building by a fac-

tor of two to ten.3

However, it would be far too expensive to try to adopt such measures for

every major structure in the United States, including its 4.6 million com-

mercial buildings, as well as apartment buildings and major public build-

ings.4 Attacks on the vast majority of commercial buildings would not

involve massive loss of life, for 99 percent of them house fewer than 250

workers, and only 0.2 percent have 10 or more floors.5 At the same time, the

largest of the nation’s commercial buildings would probably find the mea-

sures presented above cost-effective. According to Michael Janus of Battelle,

air filtering systems would cost from less than $100,000 to $400,000 for a

building holding 500 people.6 If the measures were limited to the nation’s

500 or so skyscrapers, each with an average occupancy of perhaps 5,000

people, costs might be about $1 billion.7 The need to replace a certain per-

centage of filtering systems thereafter, as well as routine maintenance, might

imply annual costs of several hundred million dollars.

Tougher building safety codes offer another avenue of protection, espe-

cially in new commercial buildings. They should focus on structural

integrity, minimizing the probability of collapse even after an explosive

attack, and making the buildings more resistant to fire. The National

Institute of Standards and Technology, a part of the Department of

Commerce, recently proposed adopting lessons from the Department of

Defense’s “immune buildings” program to develop standards for commer-

cial buildings.8 Given the costs associated with “hardening” new buildings

and the trade-off between risk and cost, any such “anti-terrorism” building

codes should probably apply only to the largest new structures, those that

would hold thousands of people.9

Similar precautions should be taken at major arenas and stadiums. There

are roughly 250 major arenas and stadiums in the United States, including

those designed for professional athletics, racing, and collegiate sports.10

Protecting the air intake systems (for the indoor stadiums) and otherwise

hardening these structures could cost about $1 billion. Given the occupancy
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levels of many major arenas, such steps would appear to be crucial in pro-

tecting against high-cost terrorist attacks.

As argued in chapter 6, basic improvements in building safety for the

nation’s largest buildings should be implemented through regulation rather

than through federal expenditures or subsidies. The costs would thus be

borne by the owners and occupants of the buildings and arenas rather than

by the federal government. Such a stakeholder-pays approach would reduce

the burden on the federal budget, avoid gold-plating of security precau-

tions, and make the real costs of large buildings transparent. In addition,

over the longer term, insurance companies could play an important role in

providing incentives for additional security precautions, for example, by

offering lower insurance premiums to firms willing to install the finest air

filters or shatter-proof glass in their buildings.

Targets with Significant National Symbolism

Certain monuments, major government buildings, and other national sym-

bols warrant high levels of protection against terrorist attack. Terrorists

themselves place high value on attacking such targets (as can be seen from

the attack on the Pentagon) because terrorists are often seeking to make a

political statement and such a target enhances the publicity associated with

the attack, underscores our inability to protect even obvious targets, and

thus risks damaging national prestige. Such targets are limited in number, in

many cases are irreplaceable, and any damage to them could have a signifi-

cant adverse psychological impact on the nation. Conversely, thwarting such

attacks could discourage some terrorists with political motivations.

Prominent Public Buildings

The federal government has paid much greater attention to its building

security since the mid-1990s. After the Oklahoma City bombing, the Justice

Department assembled an interagency working group to examine federal

building security and develop minimum standards for security. These stan-

dards pertain to vehicular access, employee and visitor access, inspections of

visitors and employees at entrances, video monitoring of the buildings and

grounds, and security patrols. The General Services Administration has

funded these improvements, and annual spending for federal building secu-

rity has tripled since fiscal 1994.
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Despite these improvements, significant security gaps remain, especially

because security procedures are often ignored. In 2000, for example, GAO

undercover agents infiltrated 19 federal building posing as police carrying

weapons and a large briefcase. A GSA internal audit found that in many

instances contracted security guards at federal buildings never received

proper background checks or weapons training.11 Reporters too have

exposed various security lapses at federal government buildings in

Washington, even after the September 11 attacks.12 Part of the problem is

that the lowest-bidding private security firm is chosen to staff security

checkpoints at most federal buildings. Contracts with such firms should

include financial penalties for failing to perform well on unannounced

security tests. Alternatively, using government employees as security guards

may help to improve safety. To reduce both vulnerability and possible dam-

ages from a successful attack, the GSA’s five-year security improvement plan

for 2001–2005 includes capital expenditures totaling $2.3 billion. Among

other things, these would cover blast mitigation, surveillance, and chemical

and biological detection equipment for ventilation systems.13

National Monuments

The federal government is responsible for protecting not only its own build-

ings but also our national monuments.14 Of the nation’s 29 memorials and

75 national monuments, the 10 or so that are most visible, including the

monuments in Washington, D.C., and the Statute of Liberty, require extra

security after September 11. These high-risk targets have many visitors

every year. Heightened security measures—already in place at many monu-

ments—include more security staff, restricting vehicular access, and imple-

menting thorough visitor screening. The 2003 budget proposal requests a

$12 million increase for the National Park Police and physical security

improvements at monuments in Washington totaling $30 million. These

expansions are of the right rough size to protect the most symbolic national

targets, although some additional funds may be needed.

Critical Infrastructure 

Given the costs associated with protecting all aspects of the nation’s infra-

structure, protective measures should focus in part on “single-node” facilities

that would be the source of substantial economic and social costs after an
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attack and would be difficult to replace in a timely fashion. Equally impor-

tant are infrastructure failures that would threaten large numbers of lives.

Critical Economic and Social Infrastructure 

Expanded security is warranted for numerous aspects of the nation’s criti-

cal infrastructure, including the electricity grid, the water supply, the food

supply, and the Postal Service. Presidential Decision Directive 63 (PDD-63)

designated key agencies to oversee the protection of critical national infra-

structure, but many observers complained that the resultant apparatus was

ineffective. Although the Office of Homeland Security now has broad

supervision over this issue, it still needs closer attention.15

To illustrate, suppose that terrorists attacked the electricity grid.

Although experts argue that a coordinated attack on multiple targets would

be required to cause substantial disruptions in the grid as a whole, substa-

tions, generation facilities, and transmission lines remain vulnerable.16

According to a leading industry official, “A lot of what can be done simply

involves getting more eyes on the system.”17 But better fencing, monitoring

devices, and other equipment would also help. In addition, the dramatically

expanded use of Supervisory Control and Data Acquisition (SCADA) elec-

tronic systems to control energy flows exposes the broader energy sector to

cyberattack.18 Some of the measures discussed in this chapter to improve

cybersecurity may therefore be particularly relevant to the energy industry.

What costs would be associated with such steps? Electricity-generating

and switching stations are the main points of vulnerability. Downed power

lines are not too difficult to repair, and so will not disrupt life in general or

the economy very much. Since terrorists would have considerable difficulty

causing mass casualties or pervasive economic costs by bringing down a

grid, the electrical infrastructure may require a somewhat lesser degree of

vigilance than nuclear power plants or toxic chemical plants. Protection

should be concentrated on the largest, most critical plants and nodes in the

national system, especially ones that lack adequate redundant systems, per-

haps several dozen nationwide. It might cost a few hundred million dollars

a year at most to protect these crucial systems.

The water supply is another serious concern because of possible chemi-

cal contamination, although the substantial amounts of chemicals needed
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to contaminate a major water source would be quite difficult to deliver.19

Terrorists could attack the water supply in other ways. They could lower

water pressure, for example, by disabling pumps or electric power sources

and thereby make it difficult to fight fires. But the effects would be less cat-

astrophic than if lethal quantities of poison were introduced into a reser-

voir. To improve the security of the water supply, the relevant agencies

should expand biological and chemical detectors in water reservoirs and

pipes, and physically guard water reservoirs and critical pumps. In addition,

water companies need to monitor their networks for signs that terrorists are

using “backflow” to suck water into a home, contaminate it, and then send

it back out to pipes that would carry it to other homes.20 But a sense of pro-

portion is in order here. Even though U.S. water treatment plants, along

with nuclear facilities and national landmarks, have been mentioned in al

Qaeda papers confiscated in Afghanistan, an attack on the water supply is

likely to cause only moderate harm, given the difficulty of contaminating

large amounts of water.21 Thus on a scale of protection with toxic and

nuclear plants at one extreme and most electricity infrastructure toward the

other, the appropriate level of vigilance would probably fall somewhere in

between. Annual expenses would be a few hundred million dollars nation-

wide, not the billions needed for more critical or potentially dangerous

infrastructure.

Another crucial piece of the nation’s infrastructure is the postal system.

Not only could the system be disrupted under an attack, but it could also be

used to deliver biological weapons, as demonstrated by the recent anthrax

letters. Irradiating all mail is one option but would be costly both in terms

of equipment and the extra time required for mail delivery. Radiation

machines cost about $5 million. Chlorine gas dioxide chambers are cheaper

but are still being tested.22 The postal system’s mail security plan would san-

itize mail from public collection boxes at 290 major sorting centers, leaving

close to 200 with no decontamination technology. At sorting centers with-

out irradiation machines, improvements in the ventilation system and fre-

quent vacuuming could reduce the risk of cross-contamination if a letter

containing a harmful biological agent passed through the system. The postal

system estimates its costs to combat bioterrorism will exceed $3 billion,

some of which will be one-time costs; another $1 billion might be prudent

for the sorting centers lacking decontamination technology plans.
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Food safety, another challenge, is currently overseen by twelve agencies

and addressed by as many as 35 statutes.23 The Food Safety and Inspection

Service (FSIS) in the Department of Agriculture inspects meat, poultry, and

eggs, while the Food and Drug Administration (FDA) is responsible for

inspecting most other foods. The resources and authority of these organi-

zations vary. FSIS must certify that a country’s food safety system meets

U.S. standards for imported meat and poultry, and imports of food must

remain in FSIS-registered warehouses until the FSIS approves their release.

The FDA, however, has no legal authority to require a foreign country’s food

safety system to meet certain standards for exporting to the United States

and does not control imported food when it arrives here. Therefore, the

FDA must rely on inspections to identify unsafe food. Only 158 FDA inspec-

tors monitored imported food in 2001.24 With these limited resources, only

1 percent of food shipments into the United States were inspected.

Hiring additional food inspectors would make the food supply safer. The

Bush administration has requested $46 million a year for hiring 412 inspec-

tors, including 210 import inspectors, 100 domestic inspectors, and 100

inspectors who work in labs.25 That might allow 5 to 10 percent of food to

be inspected. Inspections of foreign producers should be substantially

stepped up as well.26 The costs associated with such inspections should be

recovered through fees paid by the food companies.

A more fundamental reform to the food safety system appears necessary,

however, particularly in the area of food inspections. These are still primar-

ily physical (or “organoleptic”) inspections, which were designed to meet

basic public health requirements but are unlikely to detect microbiological

or chemical hazards. The food safety system needs to substantially expand

testing for such hazards.27 Furthermore, food inspections should be consol-

idated into a single, independent agency with sufficient authority to safe-

guard the food supply. The General Accounting Office has endorsed such

reforms, but congressional attempts to reorganize and strengthen food

inspection have thus far met with industry resistance.28 A consolidated

agency may well decide to reduce the number of allowable entry points for

food imports, as is already done by the Department of Agriculture. Finally,

more stringent regulations for food producers, distributors, and

importers—and larger fines for firms that violate the regulations—could

make the food supply safer. Conducting background checks for certain
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employees, transporting food in more secure containers, and other mea-

sures could help prevent food tampering. The Department of Health and

Human Services has issued voluntary regulations to help the food industry

protect the food supply. Associated costs might be in the low hundreds of

millions of dollars a year but should be offset by fees charged to industry

which would be borne by all consumers.

Cybersecurity, Telecommunications, and the
Global Positioning Satellite System 

Cybersecurity in the United States still requires significant improvement.

Sharing information about threats is one means of protecting the critical

components of the nation’s telecommunications system against vulnerabil-

ities. Currently, several industry groups share information on cyber threats

among companies within the industry, but efforts at national information

sharing have not been as successful (the government’s Y2K clearinghouse

being an exception).29 Presidential Decision Directive 63 created the

National Infrastructure Protection Center (NIPC) within the Department

of Justice to serve as an information clearinghouse between the government

and private sector. But the NIPC has not been adequately effective.

The government can take several steps to encourage better information

sharing. First, all voluntarily shared information should be exempted from

the Freedom of Information Act (FOIA), and all disseminated information

should lack identification of its source. Second, authorities need to recon-

sider whether the NIPC should be located within the Justice Department.

Although the Justice Department has competencies in cybersecurity, its law

enforcement function makes private industry reluctant to share certain

information. Third, the central clearinghouse should assume responsibility

for mapping network interdependencies and testing information security

systems throughout the nation, as proposed by the Hart-Rudman

Commission on National Security/21st Century. The government should

also share intelligence on cyber threats with other countries and coordinate

procedures for investigating international cyber attacks. Finally, to ensure

the sharing of the most important information, the government should

consider mandating the reporting of security breaches that could threaten

critical societal functions.
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A second priority is to improve cybersecurity in the government’s own

information technology systems, including the networks that store and

share nonclassified information.30 These measures would have a dual pur-

pose: they would protect important government information and provide

an example to the private sector of best practices for computer security.

According to one industry group, the federal government would need to

spend $2.5 billion to protect its computer systems.31 The government also

needs to employ a sufficient number of skilled information technology pro-

fessionals to protect its systems. Its salaries, work environment, and expec-

tations regarding length of service must better adapt to the information

technology labor market. The government could offer loan forgiveness and

other incentives to recent college graduates with computer expertise who

join the civil service; it could also expand the attractiveness of the so-called

Senior-Level (SL) and Scientific or Professional (ST) positions within the

civil service.32 A more controversial government cybersecurity issue involves

GovNet, a potentially more secure network exclusively for government use.

GovNet would be a government-only Intranet, intended to be immune to

outside viruses and attacks. But many cyberexperts are critical of the idea,

arguing that any funds for GovNet would be better spent protecting the

government’s existing information technology assets.33 The Bush adminis-

tration has proposed a modest amount of funding for a GovNet feasibility

study, and that approach—examining the feasibility of the idea rather than

making a final decision on the initiative—seems prudent at this time.

Third, the government should increase funding for research and devel-

opment on cybersecurity products. From a longer-term view, the govern-

ment should take measures to increase domestic expertise in information

technology and computer security. It could provide college scholarships for

students with certain majors and promote the recruitment and professional

development of math and science teachers at the K–12 levels (this type of

effort is also needed for biological security).

Fourth, cybersecurity at private firms could benefit from stronger gov-

ernment regulations, especially for firms that provide critical societal func-

tions. For example, they could be required to undertake regular “red team”

exercises on their cyber vulnerabilities. In addition, as the National

Research Council has noted, the government could encourage market

incentives for better security, for example, by requiring insurance with
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varying premiums, depending on the quality of the firm’s computer secu-

rity and backup systems.34

The nation’s telecommunications system plays a central role in the econ-

omy and in emergency response capabilities. In most major metropolitan

areas, however, the fiber linkages that are central to both voice and data

communications have inadequate backup systems. “Telecommunications

hotels,” which contain specialized switching and routing equipment and

interconnect major fiber-optic cables, are geographically concentrated and

may be insufficiently protected against physical attack.35 The router soft-

ware that is crucial to the Internet could also be hacked, and the Global

Positioning Satellite system could be jammed in certain places.

Physical security should be improved around major telecommunications

facilities and servers. The domain name system and root servers that play a

central role in the Internet must also be better protected, for example, by

subjecting programmers with administrative access to key systems to more

extensive background and security checks and perhaps by creating a redun-

dant domain name system.

A related issue involves the Global Positioning Satellite system, which is

gradually being integrated into both public sector emergency response sys-

tems and private sector telecommunications and electronic infrastructure.

The GPS is particularly vulnerable to terrorist attack, because it relies on a

low-power signal that can be corrupted.36 Steps should therefore be taken to

improve GPS security. In particular, defense and emergency response sys-

tems should have backups in case of GPS interruptions. Over time, new

satellites should be deployed with stronger signals that are more resistant to

jamming, though the urgency of doing so immediately can be debated.

Transportation System 

The nation’s transportation system is clearly vulnerable to terrorist attack,

but it would be impossible to protect all of the system’s components at rea-

sonable cost. Policymakers must therefore focus on areas where an attack

could claim thousands of victims (for example, major bridges) or that rep-

resent a major infrastructure item that would have a systemic economic

impact and which could not easily be replaced in a timely fashion. Air, rail,

and auto travel must all come under close scrutiny.
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Most of the required steps to improve airport security were incorporated

into the Aviation Security Act, which establishes the Transportation Security

Administration in the Department of Transportation and contains mea-

sures to improve airport security, the screening of luggage and passengers,

and security onboard airplanes. Under this act, airport screeners will be fed-

eral employees, and all screeners must pass a background check and an

annual proficiency review. An armed law enforcement officer must also be

present at each security checkpoint. The Congressional Budget Office

(CBO) expects the costs of screeners’ salaries, training, background checks,

and armed security at checkpoints to total about $4.5 billion over the period

2002–05.

The federal government must also purchase equipment to improve

screening of carry-on luggage and to meet the new requirement that all

checked luggage be screened.37 A large investment in screening will be

required, since only 165 screening machines currently exist.38 The CBO esti-

mates that the federal government will add 150 of these $1 million

machines a year; the total cost for equipment purchases from 2002 to 2004

will be $600 million.39 More may be needed, however, especially at smaller

airports: these costs may then double.

The Aviation Security Act also adds federal law enforcement personnel to

airports, air traffic facilities, and parked aircraft. The air marshal program

will also place armed law enforcement agents on more flights. The aviation

law requires air marshals on all flights that the secretary of transportation

designates a high risk and states that long-distance nonstop flights should

be a priority for the air marshal program. Assuming that 20 percent of all

flights will have an air marshal on board, the total cost of the air marshal

program and the airport facility security measures will be approximately $1

billion a year.

Finally, the Aviation Security Act strengthens regulations for airline secu-

rity. It directs the FAA to issue regulations requiring airlines to strengthen

and secure cockpit doors and prohibit any member of the flight crew not

assigned to the flight deck from having a key to the door. Airlines must

develop a security awareness program and provide an electronic passenger

manifest, which includes visa and passport information, for every interna-

tional flight entering the United States.
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Additional security measures for the nation’s rail system have already

been proposed by Amtrak. They mainly consist of more law enforcement at

stations, aboard trains, and at tunnels and bridges. Amtrak estimates annual

costs of $61 million for increasing rail security.40 It is doubtful that those

costs are comprehensive, however. If one were concerned about making sure

trains were not tampered with (say, by a terrorist placing a bomb in the

undercarriage of a locomotive during off hours and setting it to go off when

the train would be traveling at high speed near a populated area), more

robust perimeter defenses would probably be needed. They could include,

by analogy with Britain’s efforts to counter the IRA, bomb shelter areas,

much better lighting, closed-circuit TV monitoring, extensive fencing, and

possibly ways to counter chemical or biological agents such as gas masks.41

Amtrak’s requested funding for capital projects related to security and

safety totals $454 million, $376 million of which is designated for system

infrastructure security, including alarms, fencing and barriers, and lighting.

Other items include a railroad incident command center, train locator and

tracking, and remote engine cutoff. This capital spending would enhance

railroad security, but some of it also addresses issues of rail safety unrelated

to terrorist attacks. More may be needed, however.

Subway systems in major metropolitan areas could improve their resis-

tance to terrorist attack by installing chemical detectors and other security

devices, hiring more security guards for major stations and trains and reg-

ularly testing emergency plans. Washington, D.C., has recently begun acti-

vating chemical sensors in its Metro stations.42 The Washington system,

known as PROTECT, is expected to cost $81 million for all 47 underground

stations, or just under $2 million per station. If similar ideas were adopted

for the nation’s other largest cities with subway systems, costs could reach

close to $1 billion.43

Major bridges and tunnels are another concern, both because of the

potential for mass human casualties and the economic and social disruption

caused by any loss of these critical infrastructures. For bridges and tunnels

over a threshold traffic volume, or at particularly key nodes in the trans-

portation system, additional security precautions are needed. These can

include tighter inspections before entry either at tolls or weigh stations,

electronic monitoring of tunnels and bridges, and more police and security
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personnel at the site. In place of an outright restriction on trucks, the largest

bridges and tunnels could allow only trusted shippers, subjected to addi-

tional security requirements, to have access, or they could introduce an EZ-

pass system and require all trucks that do not qualify to be inspected. Such

a system would reduce the greatest threat to bridges, tunnels, and truck car-

goes, while still facilitating the timely transportation of crucial economic

cargo. Also, capital improvements at crucial tunnels—including improved

tunnel ventilation and evacuation routes—could help prevent or lessen the

damage from an attack or accident. Annual costs would likely be in the hun-

dreds of millions of dollars nationwide. For example, a sum of almost $1

billion has been proposed for fire safety improvements in river tunnels

going into New York City to help speed up evacuations and rescue opera-

tions in case of a tunnel fire or a terrorist attack.44

Conclusion

This chapter has explored how to protect key targets within the United

States from terrorist attack. Terrorists can shift their targets with such ease

that special attention must be paid to this problem. In our view, policy-

makers should focus primarily on those targets at which an attack would

involve large numbers of casualties, would entail significant economic costs,

or would critically damage sites of high national significance. Although

there is considerable overlap between our proposals and those of the Bush

administration, we see a need for more resources in several areas, including

cybersecurity, protection for chemical plants, food inspections, and protec-

tion for large buildings.



This chapter takes up the fourth element of our homeland secu-

rity concept—how the nation can mitigate the costs of a terrorist

attack should one occur, also known as consequence manage-

ment. Some progress has been made in preparing for chemical

and conventional attacks under the Nunn-Lugar-Domenici pro-

gram initiated in the mid-1990s, though more needs to be done

in that arena as well. More recently, there has been a growing con-

cern about responding to a biological attack. Table 5-1 presents

the major areas of vulnerabilities and table 5-2 the options for

addressing them. For the types of efforts considered here, Bush

administration plans and budgets are generally quite similar to

our own.

To begin, it is essential to know as soon as possible that an

attack has occurred. In the case of biological attacks, that may

not be easy. Ideally, major buildings, major intersections, sub-

ways, airports, and other places where crowds gather would be

equipped with biological weapons detectors. Unfortunately, cur-

rent technology does not permit economical production of

small, effective detectors for biological agents.1 The Bush admin-

istration wisely proposed to increase research and development
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funding for such technologies, building on increases provided during the

Clinton administration.2

But in the interval before good detectors capable of continuous moni-

toring for biological agents can be built, what should the nation do? The

most promising approach depends on readiness at the local level. First

responders will inevitably be drawn primarily from local fire and police

departments, and local health facilities, which must be able to cope with the

immediate after-effects of an attack and communicate with national

authorities in a timely fashion.3

Consequence management can be organized into four broad categories:

training, construction and capacity, communication systems, and research

and development. The first category includes field exercises alongside med-

ical, safety, and administrative training. The second category includes the

physical infrastructure and equipment inventory, as well as the personnel,

needed to successfully respond to a terrorist attack. The third category

encompasses improvements in all levels of communication, from support-

ing medical care providers to maintaining an informed public. The fourth

category involves research and development that could, in the longer run,

Table 5-1. Managing the Consequences of Terrorist Attacks 
in the United States

Area of vulnerability Management needs

Training Training of first responders
Training of health professionals

Construction and capacity Decontamination facilities
Capacity for massive influx of hospital patients
Stock of protective gear and medical supplies

Communications systems Compatibility of communications systems
Disease surveillance systems
Communication between disaster relief and 

emergency organizations
Backup communications systems within hospitals

Research and development New vaccines and antibiotics
New filters and detection systems



  

Table 5-2. Options to Improve Consequence Management

Approximate
annual cost a

(billions
Area of concern Specific measure of dollars)

Preferred options
Training and research Expand Nunn-Lugar-Domenici programb 1.0

Improve training of medical personnel 
in recognizing symptoms of biological 
attackb 0.1

Construction and Stockpile more antibiotics and vaccines 
capacity both nationally and locallyb 0.5

Make at least one hospital per region cap- 
able of handling victims of contagious
biological attackb 0.3

Communication and Construct electronic network at  home
information systems and abroad for syndrome surveillance 0.3

Construct international network for 
syndrome surveillance, help fund efforts
of poorer countries 0.3

Purchase dependable communications
gear linking hospitals, fire and 
police, and national authorities for 
emergenciesb 0.2

Research and Expand development of antibiotics, vaccines,
development other medicationsb 0.5

Total low/modest cost 3.1c

Higher-cost/least- Make every hospital capable of handling
risk further options victims of contagious biological attack  1.0

Expand hospital bed capacity 5.0
Buy individual protective gear for all citizens 3.0
Purchase audiovisual and computer capabil-

ities for remote diagnosis 0.5

a. Annual cost relative to original pre-9/11 2002 budget.
b. Denotes similar initiative of comparable magnitude proposed by the Bush administration.
c. Detail may not sum to total because of rounding.



  

dramatically improve the nation’s ability to contain specific types of terror-

ist attacks (see Table 6-2 for specifics).

Training

The Nunn-Lugar-Domenici program, created to help cities deal with large-

scale terrorism, provides training to local police departments, fire depart-

ments, and hospitals in large cities for responding to an attack, particularly

with conventional or chemical weapons. The program has unfortunately

not fulfilled its potential. For one thing, its many emergency response teams

and training courses are run mainly by military offices—such as the Army’s

Domestic Preparedness Program, National Guard Civil Support teams,

Marine Corps chemical rescue team, and the Air Force Prime BEEF units.

However, the military would be unlikely to provide the first responders in a

no-notice domestic attack, since its units would probably not be on the

scene right away.4 For another, the various training programs are not well

coordinated; redundancies are common. Many of the courses teach little

new material, and health care providers do not regularly attend.5

One type of training that should be expanded is field exercises to test

federal, state, and local coordinated emergency response systems. Previous

exercises, such as “TOPOFF 2000,” have proved helpful in identifying short-

comings and communication failures. Future training exercises should

extend to the local level and include more hospital facilities. Hospitals

should also conduct their own exercises more regularly. Under Joint

Commission on Accreditation of Healthcare Organizations (JCAHO) stan-

dards, hospitals are required to run through their own individual emer-

gency plans twice a year, either in response to a real emergency or as a drill.6

Unfortunately, many of these plans are not designed to deal with all aspects

of biological, chemical, radiological, nuclear, or conventional disasters.7

First-responder training, also a high priority, could be improved by

expanding the Nunn-Lugar-Domenici program. Follow-up training needs

to become more regular and rigorous, standards for protective equipment

should be raised, and more cities should be brought into the effort. So far,

funding has averaged about $40 million a year, but it should be increased to

at least $1 billion a year (as the administration now intends).8

Another pressing imperative is to improve the ability of the health system

to recognize and contain biological and chemical attacks. Early recognition



  

of and intervention in a biological attack would substantially reduce the

casualties and costs involved.9 The health industry can help improve its abil-

ity to recognize and contain a biological or chemical attack through medical

training. Clinical staff and lab technicians should become familiar with

symptoms and pathogens of bioterrorism so they can more quickly diag-

nose infectious diseases, know how they are transmitted, and determine the

proper treatment.10 Such training will help avoid unnecessary contamina-

tion of the staff themselves, other patients, and medical facilities. Current

medical competency in these areas is woefully low; one recent report

demonstrated substantial shortcomings in identifying inhalation anthrax

at a prominent hospital, and other reports have documented similar defi-

ciencies more broadly.11 Instruments and tests for detection and identifica-

tion of chemical or biological agents or radiation could also be used to

quickly determine causes of illness.12

The health sector requires safety training as well. Staff and medical per-

sonnel should be able to identify and react calmly to a terrorist attack, even

a hoax like a bomb threat. They should be familiar with decontamination

procedures with either hazardous materials or infectious patients.13 They

should know how to locate and use decontamination facilities and personal

protective equipment (PPE), such as gowns, masks, gloves, boots, and res-

piratory protective equipment, if needed.

Administrative training is also important. Staff at hospitals should be

comfortable with triage procedures for a large influx of patients and know

how to prioritize their need for care and track them through the system. For

mass casualty disasters, plans to distribute victims among other health care

providers should be prearranged.14 Hospital personnel should also under-

stand crowd control techniques: how to separate media from victims, for

example, and how to credential volunteers.15 In the long run, training in the

foregoing areas could be best achieved and maintained through standards

developed and institutionalized in local and state training academies, as well

as in nursing and medical schools.

Construction and Capacity

The health system needs a larger physical infrastructure, equipment inven-

tory, and manpower if it is to handle emergencies caused by a terrorist



  

attack appropriately. For contagious diseases (those that can be passed from

person to person), in particular, it is important to be able to isolate infected

patients. At least one hospital in any given region should therefore have a

quarantine-like environment in which such victims could be admitted and

treated. Decontamination units need to be in place outside the hospital, or

at least there should be a plan for how to separate patients with contagious

diseases and decontaminate them.

Currently, there is no standard requiring hospitals to maintain a decon-

tamination unit, and few have one.16 Hence contamination by just a small

number of patients can lead hospitals to close down.17 To avoid such clos-

ings, the JCAHO recommends (but does not mandate) that hospitals’ emer-

gency management plans include preparations for decontamination areas.18

The American Hospital Association calls for at least some sort of deconta-

mination facility on site with plans for overload, whether through access to

a regional facility or the use of portable outdoor units.19 At the very least,

new hospitals being built and those under renovation should be required to

include decontamination showers and compartmentalized ventilation sys-

tems to better prepare for infectious situations.20

Hospitals must also have the resources to expand bed capacity; increase

the number of available clinical staff; stockpile antibiotics, vaccines, and

medical supplies; and be prepared to increase their morgue capacities. In

addition, hospitals must have backup plans to provide for overload in any of

these areas before an emergency occurs.21

For larger-scale emergencies, hospital bed capacity could be a problem.

Hospital staff must know how many beds will be available in a crisis and be

able to expand treatment areas when needed.22 The trend in the health care

sector, however, is to reduce capacity, so hospitals would be less able to han-

dle a mass influx of patients.23 Some have even turned away new patients

when filled to capacity with influenza cases.24 The Veterans Administration

(VA) hospital system is supposed to serve as a backup facility to communi-

ties experiencing major disasters, but the number of beds it maintains has

also declined significantly in recent years.25 Given the extremely high cost of

maintaining excess bed capacity, only a higher-end and higher-cost

approach to homeland security would try to expand such capacity in a sig-

nificant way. Other options might be to identify locations where basic med-

ical care could be provided in emergencies (such as hotels, “tent” hospitals,



  

or other facilities) and to develop plans for releasing certain categories of

less-ill patients to free up more hospital beds in a crisis.

Along with more beds and nurses, hospitals need an adequate stock of

protective gear, as well as at least a 24-hour supply of antibiotics, vaccines,

medical supplies, and surgical equipment.26 The VA maintains a national

stockpile of pharmaceutical supplies (the National Pharmaceutical Stockpile)

that is supposed to be transportable anywhere in the country within 12 hours

of deployment, and a larger stockpile is available within 24 to 36 hours

through a vendor-managed arrangement.27 Still, readily accessible amounts

need to be immediately available on site in an emergency situation. Stockpiles

could be maintained on a regional level, with health care facilities rotating the

supply through regular use to avoid expiration.28 Enough respiratory protec-

tive equipment, ventilators, and other extra surgical and general medical sup-

plies (patient linens, hospital scrubs) should also be available to operate an

emergency department during the onset of a disaster until replacement sup-

plies arrive. Some hospitals have made arrangements to have vendors auto-

matically send regular shipments of supplies during an emergency.29

A more difficult issue includes vaccination. The administration has pro-

posed rings of quarantines, but it is unclear whether quarantine would be

effective. Because universal vaccination is also risky, the tradeoff is a difficult

one and merits debate.

The fear of biological (or chemical) attacks may lead some to propose

acquiring protective gear for each citizen. Costs could range from $100 to

$300 or more per person, for a national cost of $30 billion or more. Such

expenditures seem unnecessary, however, given the small probability that

people would have such equipment nearby during an attack and the fact

that other, more economical types of protection against biological and

chemical attack are available (which would protect key buildings and other

gathering points). But a hypothetical high-end program might include per-

sonal equipment.30 The government might also provide information for cit-

izens on where such equipment can be purchased, should they want it.

Communication and Information Systems

The third category of consequence management entails communication.

During a disaster, communication is essential to the coordination of relief



  

efforts and the flow of information—both of which are necessary to keep

emergency response systems functional and reduce stress and panic. Lines

of communication need to be in place nationwide so that first responders

can talk with one another, specialized teams can communicate with the first

responders, appropriate people and supplies can be sent to the scene of a

disaster as quickly as possible, and accurate information about the circum-

stances can be relayed to the responders. Regionally and locally, health care

providers need a community-based response system that can deal with the

full range of diseases and disasters. Internally, hospitals need backup com-

munication systems in case main lines are unavailable.

First responders for possible conventional, chemical, and other such

attacks also need dependable communications systems, possibly including

priority access to wireless networks (as long as they do not dominate them).

The Bush administration has recommended just such a capability in its

2003 budget.31

A disease surveillance system at some wide-reaching level is an essential

tool both before and after a disaster or epidemic occurs. Once an epidemic

was discovered, such a system would streamline communication about the

situation among states and public health officials.32 It could also include

connections to information on available antibiotics and vaccines and help

mobilize resources for their deployment. This surveillance should be sup-

plemented by a widespread lab diagnostic system that would provide a

nationally accessible database of diseases with their symptoms, dangerous

effects, and treatments, when available.

Funding for tracking infectious disease and carrying out “syndrome sur-

veillance” worldwide is also needed. By analogy with the costs of other large

information technology networks, the total amount here could reach several

billion dollars—which is far beyond the $300 million initially appropriated

for local hospitals and health departments in the immediate aftermath of

September 11 ($60 million of which was for food inspections, an important

and related, but still largely separate, task).33

Regionally and locally, hospitals must establish relationships with other

health care providers and voluntary disaster relief organizations so as to be

able to call on them for additional support. Relationships with police and

fire departments will also be important, to provide hospital security and

decontamination help respectively. A community network could be orga-



  

nized to post information required to coordinate all these efforts.34 All the

measures just discussed are crucial ingredients of an effective community

emergency response system. This system must focus not only on responses

at the disaster site, but also on the whole process of treatment and recovery.

Internally, hospitals need to have alternate communication systems in

place in case of a system failure or overload. These may include multiple

phone lines; a computer with Intranet, Internet, and e-mail capabilities;

web-based video-conferencing; two-way radios; and a copy-machine, ham

radio, cell phones, pagers, broadcast fax machines, loudspeakers, bullhorns,

and even human couriers.35 A central command center will be needed to

disseminate all important information to both staff and the media.36

Equally important, clear signage plans for directing staff, volunteers, fami-

lies and friends of victims, media, or anyone else in the hospital must be in

place to avoid confusion and the disruption of medical care services.37

Hospitals must also be able to keep track of their patients. Patient-tracking

systems and translators for non-English speaking patients will be key to

achieving that result.38

Research and Development

For maximum effectiveness, consequence management needs input from

research and development, not only in the way of new vaccines and antibi-

otics but also information about newly discovered or newly recurring infec-

tious diseases and treatments for chemical and radiological terrorism. Fur-

thermore, researchers should explore methods for strengthening the human

body’s immune system, an objective that some biologists believe may be

within reach because of the promising results of preliminary experiments.39

The cost of bringing a single new drug to market is often half a billion dol-

lars, and a number of new drugs will be needed in the years ahead. For these

reasons, it seems useful to add $500 million a year to the current National

Institutes of Health budget on bioterrorism, currently about $100 million.40

It may also be necessary to provide liability protections to manufacturers in

order to encourage sufficient supplies of antibiotics and vaccines.

Emergency response equipment to deal with contamination should also

be developed.41 R&D efforts should also be directed at improving chemical

and biological detection equipment. Biological detectors available today are



  

neither cheap nor small nor fast; they should be all three but cannot reach

these levels without a substantial investment of time, work, and money.

Conclusion

Consequence management efforts to date have focused largely on possible

attacks more likely to involve chemical or conventional weapons than bio-

logical ones. These types of attacks vary considerably as to when they would

be noticed, who they would afflict, and how they would have to be treated.

For these reasons, the Bush administration’s decisions to focus on biologi-

cal terrorism and on the needs of local responders for better gear, commu-

nications equipment, and training are prudent. Our proposals are quite

similar to the administration’s proposals in these areas, though we do see a

need for greater investment in public health information technologies and

certain other specific areas.



Now that we have outlined a specific homeland security agenda,

the next question to address is who should implement and pay

for the proposed measures? The basic issue here is which mea-

sures should be the responsibility of the federal, state, and local

governments, on one hand, and the private sector, on the other.

We provide some broad principles in this regard but emphasize

that specific policy responses depend on the sector and institu-

tional setting (see chapters 2–5 for the policy steps relevant in

each setting).

Assigning responsibility for homeland security, as in other

areas, can be problematic because the desire to be fair may be

inconsistent with the desire to provide sound incentives. For

example, federal financing of private sector antiterrorism mea-

sures may strike some Americans as fair but could also lead poli-

cymakers to adopt unnecessarily expensive measures. At the same

time, some forms of federal financing could strike Americans as

unfair but could play a crucial role in encouraging appropriate

levels of investment in security. Policymakers must therefore

strike a balance between fairness and cost-effectiveness, and the

balance will likely vary from sector to sector. Moreover, given the
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uncertainties involved and the constantly changing nature of the potential

threat, policymakers are best advised to experiment with alternative

approaches and to learn incrementally from experience. Flexibility, espe-

cially as new risks manifest themselves and experience accumulates, is likely

to be essential to an effective response to terrorism.

Nonetheless, the nation must start somewhere, and we suggest several

principles for guiding the initial steps in the four general areas described in

the preceding chapters: minimizing terrorist access to the country, tracking

terrorists and limiting access to dangerous materials within the country,

protecting key sites and activities within the United States, and reducing the

toll from any attacks that do occur. As mentioned earlier in this volume,

minimizing terrorist access to the country and reducing the costs of any

attacks that do occur are primarily governmental functions, as is the track-

ing of potential terrorists domestically.1 The principal questions with

respect these categories, therefore, are what level of government should

undertake the measures and whether that same level of government should

finance them.

Some of the thorniest issues, however, revolve around preventive activi-

ties and the protection of key sites within the United States. Inhibiting

access to dangerous materials and protecting domestic sites, in particular,

raise difficult questions. Why should the government be involved in pro-

tecting private property and activities within the United States against ter-

rorist attacks, how should it be involved, and who should pay for the

required security measures? 

These are all complex issues, but we stress two points in this chapter: (1)

some government action is necessary in order to provide appropriate pro-

tection against terrorist attacks on private property within the United States,

and (2) the various users, providers, and owners of the property or activity

should generally pay for the costs associated with the additional security.

Furthermore, in most cases, the action should take the form of perfor-

mance-oriented mandates on the private sector, perhaps coupled with

insurance requirements or incentives, rather than direct subsidies or tax

incentives. This approach, although imperfect, best balances the various

trade-offs currently facing policymakers in designing cost-effective and

equitable protection against terrorist threats in private sector settings. As

explained later in the chapter, the purpose of the “stakeholder-pays”



     

approach is to discourage activity in the most dangerous settings, ensure

that security measures are not gold-plated, discourage excessive rent-seeking

(that is, an intense pursuit of excess profits through government protection

or other means), and promote innovation in antiterrorism security.

We also suggest how to implement and finance antiterrorism steps in

public institutions, such as public hospitals or the local police force. In our

opinion, the federal government should finance those steps that specifi-

cally and primarily address terrorist threats. But state and local govern-

ments should finance any such measures that carry substantial benefits

within their own jurisdictions (in addition to affecting their ability to pre-

vent or address terrorist attacks). The larger the local benefit of a specific

measure in relation to the antiterrorism benefit, the larger the local and

state share of the costs should be. Thus the federal government should

finance specialized antiterrorism training and equipment for police and

fire departments, but it should not finance the hiring of additional police

or firefighters.

An Efficient Response to Terrorist Threats in the Private Sector

This section examines antiterrorism measures in largely private sector set-

tings, such as commercial buildings, athletic arenas, or commercial travel.

Government policies toward such measures should reflect several offsetting

considerations, including the “external” effects terrorist acts create beyond

the impacts on their immediate targets, the need to avoid excessive costs in

achieving any given level of protection against terrorism, the potential for

innovation in providing security, and the fairness of different approaches.

Externalities, Market Failures, and the Need for Government Intervention 

The first question that arises here is why government intervention is needed

at all. Indeed, a top official at the Environmental Protection Agency recently

argued that a federal counterterrorism security standard for chemical plants

or refineries may be unnecessary because the “industry has a very powerful

incentive to do the right thing. It ought to be their worst nightmare that

their facility would be a target of a terrorist act because they did not meet

their responsibility to their community.”2 Individuals and corporations do



     

indeed have powerful incentives to protect themselves against terrorist

attacks.3 But why is that private motivation not sufficient to provide an opti-

mal amount of protection for society as whole? 

There are at least six potential justifications for government intervention.

First, security against terrorism involves a negative externality. For exam-

ple, loose security at a chemical facility can provide terrorists with the mate-

rials they need for an attack. Similarly, poor security at a biological labora-

tory can provide terrorists with access to dangerous pathogens. The costs

that follow from allowing terrorists to obtain access to such materials and

successfully carry out attacks are generally not borne by the facilities them-

selves. Such a negative externality provides a compelling rationale for gov-

ernment intervention to protect highly explosive materials, chemicals, and

biological pathogens even if they are stored in private facilities.4 More

broadly, a negative externality can arise wherever the security of one firm is

adversely affected by poor security at another firm. In the presence of such

negative externalities, private markets will undertake less investment in

security than would be socially desirable. Individuals or firms deciding how

best to protect themselves against terrorism are unlikely to take the external

costs of an attack fully into account and therefore will generally provide an

inefficiently low level of security against terrorism on their own.5 Without

government involvement, private markets will thus typically underinvest in

antiterrorism measures.6

Second, a significant terrorist attack not only causes material damage,

but also undermines the nation’s sovereignty by exposing our vulnerability.

It may also embolden other terrorists or adversaries, and hinder our ability

to carry out an intended agenda. In this case, the associated costs may be dif-

ficult to quantify, but are nonetheless real. In other words, the costs of a ter-

rorist act extend well beyond the immediate areas and people affected to the

entire nation.

Third, government intervention can be justified by the cost and difficulty

of accurately evaluating security measures. One reason that governments

promulgate building codes, for example, is that it would be too difficult for

each individual to evaluate a building’s structural soundness before decid-

ing whether to enter it. Since it would also be difficult for the individual to

evaluate how well the building’s air intake system could filter out potential

bioterrorist attacks, the same logic could suggest that the government



     

should set minimum antiterrorism standards for buildings if there were a

nontrivial threat of a terrorist attack on the relevant type of buildings (so

that the individual would have some interest in ensuring that the building

were protected against biological attack). Similarly, it would be possible, but

inefficient, for each individual to conduct extensive biological antiterrorism

safety tests on the food that he or she was about to consume. The informa-

tion costs associated with that type of system, however, make it much less

attractive than a system of government regulation of food safety.

Fourth, corporate and individual financial exposures to the losses from a

major terrorist attack are inherently limited by the bankruptcy laws. To

illustrate, assume that there are two types of possible terrorist attacks on a

specific firm: a very severe attack and a somewhat more modest one. Under

either type of attack, the losses imposed would exceed the firm’s net assets,

the firm would declare bankruptcy, and therefore the extent of the losses

beyond that which would bankrupt the firm would be irrelevant to the

firm’s owners. Since the outcome for the firm’s owners would not depend

on the severity of the attack, the firm would have little or no incentive to

reduce the likelihood of the more severe version of the attack even if the

required preventive steps were relatively inexpensive. From society’s per-

spective, however, such security measures may be beneficial, and govern-

ment intervention can therefore be justified to address catastrophic possi-

bilities in the presence of the bankruptcy laws.

Fifth, the private sector may expect the government to bail it out should

a terrorist attack occur. (The financial assistance to the airline industry pro-

vided by the government following the September 11 attacks provides just

one example of such bailouts.) Such expectations create a moral hazard

problem: they lead private firms to neglect undertaking as much security as

they otherwise would.7 If the government cannot credibly convince the pri-

vate sector that no bailouts will occur after an attack, it may have to inter-

vene before an attack to offset the adverse incentives created by the expec-

tation of a bailout.

Sixth, government intervention may be necessary in the face of incom-

plete markets. The most relevant examples involve imperfections in capital

and insurance markets. In the latter case, if insurance firms are unable to ob-

tain reinsurance coverage for terrorism risks (that is, if primary insurers are

not able to transfer some of the risk from terrorism costs to other insurance



     

firms in the reinsurance market), some government involvement may be

warranted. In addition, certain types of activities may require large-scale

coordination, which may be possible but difficult to achieve without gov-

ernmental intervention.

The importance of these six factors varies from situation to situation.

Furthermore, the benefits of government intervention must be weighed

against the costs of government failure, where the government intervention

may do more harm than good. Even if an omniscient government could

theoretically improve homeland security in a manner that provides larger

benefits than costs, it is not clear that real-world governments (suffering

from political pressures, imperfect information, and skewed bureaucratic

incentives) would do so. Furthermore, the potential for government failure

depends on the characteristics of the government agency and the sector

involved. For example, it seems plausible that government failure is a par-

ticular danger in innovative and rapidly evolving markets.8

Both the need for government intervention and the potential costs asso-

ciated with it thus vary from sector to sector, as should the policy response.

But in general, it seems that we cannot just “leave it up to the market” in

protecting ourselves against terrorist threats. The market has an important

role to play, but government intervention in some form and in some mar-

kets will be necessary to fashion the appropriate response to terrorism.

Judging Measures to Reduce the Costs of Terrorism 

The need for some sort of government action to provide appropriate pro-

tection for private property and individuals against terrorism does not

define how or in which situations the government should intervene. The

various tools that the government could employ, furthermore, will likely

determine how costly the intervention will be, as well as who will bear those

costs. For example, to improve safety in commercial buildings, the govern-

ment could 

—Impose direct regulation. The federal government could require that cer-

tain antiterrorist features be included in any commercial or public building.9

—Require insurance. The federal government could require every com-

mercial or public building to carry insurance against terrorism (much as

state governments now typically require motorists to carry some form of



     

auto liability insurance).10 The logic of such a requirement is that insurance

companies would then provide incentives for buildings to be safer.

—Provide a subsidy for antiterrorism activities. The federal government

could provide a subsidy—through direct government spending or through

a tax incentive—for investing in antiterrorism building features or for other

steps to protect buildings against attacks.

More broadly, each of the various approaches for minimizing the dan-

gers and damages related to terrorism likely entails a different level of aggre-

gate costs, and also a different distribution of those costs across sectors and

individuals.11 Cost-effectiveness is important because it reduces the eco-

nomic burden of achieving any given level of security (see box 6-1).

The traditional approach to evaluating the various governmental

approaches to improving homeland security would involve cost-benefit

analysis, under which the costs and benefits of the various approaches

would be compared and the one with the largest net benefits would be

favored. In the terrorism context, however, the value of traditional cost-ben-

efit analysis is not obvious. For example, given our current state of knowl-

edge, it does not appear to be possible to determine with precision the

quantitative benefits of any given tool, that is, to determine by precisely how

much it reduces the risk of any potential terrorist attack (or the extent to

which the action limits the damages any attack may cause).12

How then, should, policymakers decide which of these tools is more

appropriate in any given situation? Realizing the difficulty of the task, we

suggest that the applicability of any particular policy to any particular type

of terrorist risk in private sector settings be judged according to at least the

following (somewhat related) criteria. The criteria highlight the importance

of incentives, which are central to fashioning cost-effective government

intervention in the private sector, and fairness:

—To what degree would the tool affect private behavior?

—To what degree would the change in private behavior reduce the over-

all risk from terrorist activity, as opposed to merely shift it from one venue

to another?

—How well will the government make decisions in this area, and how

well will it avoid imposing unnecessary costs?

—How fair is the expected outcome? Will society accept the conse-

quences in terms of income or wealth distribution? 



     

Box 6-1. The Economic Impact of the Homeland Security Effort 
and Terrorist Attacks

The measures we propose in previous chapters would involve federal costs of
roughly $45 billion a year and up to $10 billion in private-sector costs.

These increased security efforts will reduce measured economic output,
because they will displace both capital and labor from activities that would
produce final goods and services. Improved security is not recorded in the
national accounts, so spending $1 on equipment that improves security
rather than $1 on equipment that makes goods will ultimately reduce mea-
sured economic activity. In other words, because we will be investing more in
security, we will be investing less in other productive capital, while also divert-
ing workers from activities that raise measured output and into security-
related activities. (Note that insurance premiums should generally be counted
as a cost of the homeland security effort only to the extent that they are not
actuarially fair; actuarially fair premiums represent a transfer of resources,
not an overall resource cost.) 

The homeland security effort could reduce both the level of output and its
growth rate over time. For example, delays in the transportation system asso-
ciated with improved security and the initial diversion of both labor and cap-
ital into security activities could reduce real output levels by between 0.3 and
0.5 percentage points. But to the extent that providing a given level of secu-
rity requires a growing share of inputs over time, the effort would also reduce
productivity growth rates over time. Evidence from capital expenditures on
pollution abatement equipment, which peaked at the equivalent of more than
$100 billion per year, suggests that the homeland security effort may reduce
measured real growth rates by 0.1 percentage point or less per year.

Careful design of government regulations and scrutiny of the government’s
own spending on homeland security to ensure its cost-effectiveness can reduce
the economic burden of achieving homeland security. Given the national
income accounting system, government expenditures on homeland security
will contribute to measured GDP. Nonetheless, such expenditures may still pro-
duce indirect economic costs and lower levels of productivity relative to what
would have otherwise occurred (either by crowding out more productive gov-
ernment expenditures or by reducing national saving). That is precisely why the
principles delineated in this chapter and the more detailed recommendations
made in previous chapters are intended to produce a cost-effective approach to
homeland security. (It is worth noting in this regard that the government does
not currently track security spending by private firms. Given the increased
importance associated with security measures, it is important to know how
much is being spent on such activities. The Bureau of Economic Analysis,
within the Department of Commerce, should create a supplemental account to
the National Income and Product Accounts to track such spending.)

Such costs must be weighed against the costs of the terrorist attacks they



     

help to prevent. The September 11 attack, for example, imposed economic
costs of perhaps $100 billion or so. Other attacks could prove even more
costly, if they involved larger losses of life or more prolonged interruptions to
economic activity.

Examining the costs of September 11 in more detail may be illuminating
as a guide to the benefits of an effective homeland security strategy. The costs
from the terrorist attacks have two main components: the direct loss of phys-
ical and human capital as a result of the attack, and the macroeconomic costs
caused by the interruption to normal business activities. (Note that a small
component of the macroeconomic loss reflects the loss in physical and
human capital from the attack, so that there is a small element of double
counting in this approach.)

Current estimates suggest that insured losses from the attacks—which
provide a proxy for the direct loss of physical and human capital—may
amount to between $36 billion and $54 billion. The macroeconomic cost
from interrupting business activities following the attacks is more difficult to
measure, since many factors influence the behavior of the macroeconomy
and since some of the reduction in activity in September caused by the
attacks may merely have been shifted into later months. It is possible to put a
plausible upper bound on the potential effect, however.

In particular, on September 10, 2001, the Blue Chip consensus estimate for
real GDP growth in the third quarter of 2001 was 1.6 percent (on a seasonally
adjusted, annualized basis). The consensus estimate for real GDP growth in
the fourth quarter was 2.6 percent. In the aftermath of the attack, which
occurred in the final month of the third quarter, the real GDP growth figures
turned out to be –1.3 percent in the third quarter and 1.7 percent in the
fourth quarter. Even if the entire difference between the Blue Chip estimate
and the actual outcome is attributed to the September 11 attacks, and even if
we assume that none of the reduction in activity at the end of 2001 is subse-
quently offset by increased activity in 2002, the cost of the lost production
amounts to about $100 billion.

A more reasonable but still generous figure assumes that, say, half of the
reduction in economic activity during the third and fourth quarters is either
unrelated to the attacks or will be offset by increased activity in the future. In
that case, the loss from reduced economic activity amounts to about $50 bil-
lion, and the direct loss to physical and human capital also amounts to about
$50 billion. The total loss is then about $100 billion. Even this figure is likely
to exaggerate the cost of the September 11 attacks, because it is unlikely that
as much as half the reduction in economic activity during the third and
fourth quarters was due to the attacks and would not be offset by higher
activity later.



     

Effectiveness of Instruments of Government Intervention

With these criteria in mind, we now review briefly each of the instruments

of government action described earlier and attempt, at least in a broad way

(since some points have already been raised in previous chapters), to judge

how effective they are likely to be.

Regulation 

The principal benefit of a regulatory approach is that the regulatory stan-

dard provides a minimum guarantee regarding antiterrorism protection

(assuming the regulations are enforced).13 It also can discourage the most

dangerous activities. If skyscrapers are natural targets for terrorists, requir-

ing security measures in new skyscrapers discourages their construction

(and also raises the cost of living in them, even if they are built), which may

be an appropriate means of diminishing the nation’s exposure to cata-

strophic attack, given the buildings’ assumed attractiveness to terrorists.

But there are also downsides to regulation. First, the minimum regula-

tory threshold may be set at an inappropriate level.14 Second, a regulatory

approach, especially one that consists of “commands and controls” rather

than market-like incentives, can be an unnecessarily expensive mechanism

for achieving a given level of security.15 Third, this approach does not gen-

erally provide incentives for innovation. Firms would be motivated to meet

the minimum regulatory standard, but not necessarily exceed it. Indeed,

depending on how they are written, rules may impede innovation in find-

ing new (and less costly) approaches to improving protection against ter-

rorism, especially if they are of the “command-and-control” variety.

These costs can be reduced, although not eliminated, through careful

attention to the design of the regulations. In particular, the more that they

focus on processes and performance, rather than specific inputs, the better.

For example, a regulation affecting an indoor athletic arena could state that

the arena’s air ventilation system must be able to contain a given type of

bioterrorist attack within a specific amount of time, rather than that the

system must include specific devices. Compliance with the performance-

based regulation could then be tested regularly by government inspectors.

Such a system gives firms at least some incentive to design and implement

less expensive mechanisms for achieving any given level of security.16



     

A final issue here is fairness. Regulation imposes its costs on the users and

providers of a particular service. Such a “stakeholder-pays” approach may

strike some Americans as unfair, especially since many of the stakeholders

would have made physical and human capital investments before the threat

of terrorism manifested itself in a significant manner.17 But it may strike

other Americans as eminently fair: from this perspective, those who engage

in the most dangerous activities (in terms of their exposure to terrorist

attacks) should pay for the costs associated with those risks. Furthermore,

since higher earners likely represent a disproportionate share of the stake-

holders in many of the most vulnerable services (such as air travel) and

buildings (such as skyscrapers), the stakeholder-pays approach may also

strike many Americans as equitable from an income inequality perspective.

Insurance Requirement 

An insurance requirement is an alternative to direct government regula-

tion.18 At first glance, such a requirement may seem counterproductive.

Firms and individuals who have insurance against terrorism would appear

to lack incentives to take appropriate precautions against an attack. Where

such insurance is available, however, it typically comes with provisions

(such as deductibles, coinsurance, and coverage limits) to ensure that the

insured bear at least some of the cost of an attack and thus have at least

some economic incentive to avoid such attacks or minimize their conse-

quences. Furthermore, the insurance companies themselves have an incen-

tive to encourage risk-reducing activities.19 Insurance firms could provide

incentives for measures that reduce the exposure of buildings to terrorist

attack (such as protecting or moving the air intake), or that reduce the like-

lihood of a successful cyberattack on a computer system or Intranet (such

as improved firewalls and more advanced encryption).

Universal insurance is clearly not a panacea, however.20 A particular con-

cern is that the insurance premium market may not work that well in dis-

criminating among terrorism risks. Indeed, the fairness of allowing differ-

ential premiums to discriminate among different exposures to terrorism is

unclear. Consider the higher risks for such “iconic” structures as the World

Trade Center, the Empire State Building, and other tall structures elsewhere

in the country. If insurers are not restricted by government policy from

charging appropriately risk-related premiums, insurance markets will



     

discourage the construction of such potential terrorist targets in the future.

Such an outcome may be efficient in the sense of reducing potential expo-

sure to terrorist attacks, but socially undesirable in another if the buildings

have substantial symbolic value.

Furthermore, allowing substantial variations in insurance premiums

would impose costs on the owners of tall buildings. In evaluating the effects

of such costs, a distinction should be drawn between existing buildings and

new construction. The owners of existing buildings likely did not anticipate

the terrorist threat when the buildings were constructed. Any additional

costs on such existing buildings would reduce their market values, imposing

capital losses on their owners. Some may not view this outcome as fair: it

effectively imposes much higher costs on the owners (or occupants) of an

existing building to address a threat that was largely unexpected when the

buildings were constructed. Others may view the outcome as eminently fair,

since the alternative would be to have the population as a whole effectively

provide a subsidy to the owners of prominent buildings. Furthermore, fail-

ing to allow insurance firms to discriminate across risks in pricing policies

could induce “cherry-picking” of the lowest risks by the insurance firms and

make it difficult for the higher risks to obtain the insurance from any firm.

(In the United Kingdom, a government-sponsored mutual insurance orga-

nization, Pool Re, provides antiterrorism insurance. The rates vary by loca-

tion, with the highest in Central London and the lowest in rural parts of

Scotland and Wales.)21 For new construction, the case for differentiated

insurance premiums is stronger, since the prospective owners are now aware

of the threat of attack and since differentiated premiums could play an

important role in encouraging safer designs of prominent buildings.

In any event, even without government prohibition of risk-related pre-

miums, if government regulators find it difficult to undertake comparative

benefit analysis in fighting terrorism, private insurers would be highly likely

to face similar challenges. The absence of solid actuarial information on the

risks involved reflects the nation’s good fortune thus far in not being

exposed to a large number of terrorist attacks but makes it much more dif-

ficult for private insurers to price the risks associated with terrorism. So too

does the fact that terrorists can shift their targets and respond to security

measures in a manner that does not arise with regard to natural risks.

Nonetheless, as the Congressional Budget Office has noted, “Not every new



     

risk has proved to be uninsurable. For example, the changing legal environ-

ment for product liability, which makes predicting losses difficult, has

affected how insurers manage such risks, but it has not resulted in insurers’

dropping all product liability coverage. Rather it has produced a combina-

tion of more restricted coverage, shared responsibility, and modifications in

producers’ behavior.” CBO also notes that private insurers in Israel provide

some antiterrorism coverage (involving indirect losses such as the costs of

business interruptions from terrorist attacks).22

Perhaps most fundamentally, an insurance system will not work if insur-

ers do not offer the insurance (or offer it only at extremely high prices in

relation to some underlying actuarial model). A particular concern involves

reinsurance: the transfer of risk from the primary insurance company to

another entity. Rather than maintaining high reserves to meet the potential

costs of extreme events, primary insurance firms buy reinsurance from

other firms. The reinsurance covers at least part of a severe loss, attenuating

the risks faced by the primary insurers. Reinsurance firms, however, have

generally stopped offering reinsurance on terrorism risks. In response,

many primary insurance companies have eliminated terrorism coverage

from their policies (when allowed by state commissioners to do so).23

Thus far, lenders appear to be providing credit to commercial borrowers

who lack terrorism insurance.24 But it is unclear how sustainable—or desir-

able—such an outcome is. Even in the absence of an insurance mandate,

policymakers should therefore explore a variety of options to facilitate the

provision of terrorism insurance.

One possibility is a federal reinsurance program. In late 2001, both the

House and Senate considered legislation that would provide catastrophic

terrorism reinsurance assistance to the insurance industry, although the

approaches differed somewhat and the Senate did not hold a vote on its leg-

islation.25 If federal reinsurance is provided, it is important that the insur-

ance companies themselves face some liability in the case of a terrorist

attack, so that they have an incentive to encourage efficient behavior among

those they insure.26 Such incentives could be provided, as under the House

and Senate legislation, through deductibles that apply before the govern-

ment reinsurance is available.27 But a substantial flaw in both bills is that

neither would impose a fee for the federal reinsurance effort. A better ap-

proach would have the government share the risk, but also the premiums,



     

from primary terrorism insurance.28 Finally, any such federal reinsurance

program should be temporary. Over time, as new approaches to spreading

the financial risks associated with antiterrorism insurance develop, the need

for any government reinsurance program could be reduced.29

Any move toward a broader system of antiterrorism insurance thus faces

substantial obstacles. Some economists and market observers have raised

important questions about whether capital market imperfections impede

the ability of insurers to provide coverage against catastrophic risks, such as

those involved in terrorist activities.30 Despite these potential problems, it is

plausible that a broader system of antiterrorism insurance could develop

over the medium to long term and thereby play a crucial role in providing

incentives to private sector firms to undertake additional security measures

when such steps are warranted given the risk of a terrorist attack (at least as

viewed by the insurance firm).

Subsidies for Antiterrorism Measures 

Government action can also take the form of subsidies for antiterrorism

measures undertaken by private actors.31 Subsidies could affect firm behav-

ior and (if appropriately designed) provide some protection against ter-

rorist threats. Subsidies carry four dangers, however. First, they can

encourage unnecessarily expensive investments in security measures (or

“gold-plating”).32 Second, they would likely prompt firms to engage in

intensive lobbying to capture the subsidies, which would not only dissi-

pate resources that could have been used more productively elsewhere, but

may skew the definition of what qualifies for the subsidy toward inappro-

priate items.33 Third, subsidies could provide benefits to firms that would

have undertaken the activities even in the absence of the subsidy, raising

the budget cost without providing any additional security measures. And

fourth, subsidies financed from general revenue are in effect paid for by the

entire population. As discussed earlier, the fairness and feasibility of that

approach is debatable, especially in face of the dramatic deterioration in

the outlook of the federal budget since the September attacks and the

recognition that other pressing needs in the war on terrorism will put

increased pressure on the budget even without subsidizing private sector

protective measures.34



     

Toward a Mixed System: Minimum Regulatory 
Standards and Insurance

Though all government interventions have their shortcomings, which vary

in importance from sector to sector, one longer-term approach appears to

be the least undesirable and most cost-effective: a combination of regula-

tory standards and antiterrorism insurance. Such a mixed system should

only be applied when government intervention is warranted; as emphasized

earlier, a key question in evaluating that threshold is the degree to which the

government action will reduce overall exposure to the risk of major terror-

ism (rather than merely shift it from one target to another with a compara-

ble level of damage).

A mixed regulatory/insurance system is employed in many other cir-

cumstances, such as owning a home or driving a car. Local building codes

specify minimum standards that homes must meet. But mortgages gener-

ally require that homes also carry home insurance, and insurance compa-

nies provide incentives for improvements beyond the building code level,

for example, by offering a reduction in the premiums they charge if the

homeowner installs a security system. Similarly, governments specify mini-

mum standards that drivers must meet in order to operate a motor vehicle.

But they also require drivers to carry liability insurance for accidents arising

out of the operation of their vehicles. Meanwhile, insurance companies pro-

vide incentives for safer driving by charging higher premiums to those with

poorer driving records.

To be sure, crucial differences exist between the terrorist case and these

other examples. For one thing, stable actuarial data exist for home and auto

accidents, but not for terrorist attacks. Nonetheless, it may be possible for

insurers to distinguish risks of loss based on differences in damage expo-

sures, given a terrorist incident. Some financial firms are already trying to

devise basic frameworks for evaluating such risks.35

In short, a mixed system of minimum standards coupled with an insur-

ance mandate can encourage actors not only to act safely, but also to seek

innovative ways to reduce the costs of achieving any given level of safety.36

(In some cases, a formal insurance requirement may not be necessary be-

cause lenders already require terrorism insurance to be carried before extend-

ing a loan, and a government mandate is thus superfluous.) The presence of



     

minimum regulatory standards also helps to attenuate the moral hazard

effect from insurance and can offer courts some guidance in determining

negligence under the liability laws (see appendix A for further discussion of

legal liability issues).37

A mixed system also has the advantage of being flexible, a key virtue in an

arena where new threats seem to be “discovered” repeatedly. In situations in

which insurance firms are particularly unlikely to provide proper incentives

to the private sector for efficient risk reduction (for example, because insur-

ers lack experience in these areas), regulation can play a larger role. But

when insurance firms are able to devise incentives for innovative and cost-

effective security measures, regulation could play a smaller role.

The mixed system of regulatory standards and antiterrorism insurance

seems well suited for three kinds of risks, beginning with security at chem-

ical and biological plants. Such plants contain materials that could be used

as part of a catastrophic terrorist attack and should therefore be subjected to

more stringent security requirements than other commercial facilities. But

the regulatory standards could be supplemented by insurance coverage,

which would then allow insurance firms to provide incentives for more

innovative security measures.

Second, the mixed approach is appropriate for buildings that house

thousands of people. The federal government could supplement existing

building codes for large commercial buildings with minimum perfor-

mance-based antiterrorism standards. These in turn could be supplemented

by requiring the owners of buildings to obtain antiterrorism insurance cov-

ering some multiple of the value of their property. Even if the regulators

decided that basic antiterrorism insurance premiums should not vary by

type of building (for the reasons mentioned), they could still allow the basic

premium to be adjusted for building improvements that reduce the proba-

bility or severity of an attack (such as protecting the air intake system or

reinforcing the building structure).

Third, some regulatory measures may be warranted for critical telecom-

munications and cyber infrastructure, at least temporarily. For example,

performance-oriented regulatory steps could perhaps require critical sys-

tems to be able to withstand mock cyberattacks (with the nature of the

cyberattack varying from firm to firm). Given the ease with which mock



     

attacks and tests could be conducted (which could provide a basis for pric-

ing the insurance), an insurance requirement may also be feasible and ben-

eficial; insurance firms today already employ experts to advise insured firms

on how to reduce their exposure to cyberattacks. To be consistent with our

thresholds for government action, government intervention should occur

only in cases of infrastructure components that are critical to human safety

or whose disruption would cause systemic economic harm.

Our case for a mixed system of minimum standards and insurance, it

should be emphasized, is a “rebuttable” one. In other words, it is a first choice

over the longer term, but it can and should be supplemented or replaced when

there is evidence that other approaches would be more efficient or when there

are significant externalities associated with a given type of terrorism.

Furthermore, as noted earlier in the chapter, the capacity of the insur-

ance industry to play the role envisioned for it in this mixed system is some-

what unclear and may depend in part on whether the federal government

provides some kind of reinsurance in the short run. It will also take time for

the industry to develop appropriate ways of pricing policies covering poten-

tially catastrophic attacks.

Finally, the degree of government intervention should clearly vary by cir-

cumstance. For example, consider the difference between security at a mall

and security at a chemical facility. Poor security at a mall does not pose the

same scale of harm as poor security at a chemical facility. The products of

chemical plants could be used as inputs in a terrorist attack, and therefore

the facilities warrant more aggressive government intervention than shop-

ping malls. Thus security regulations for chemical plants may make sense,

even if they do not for shopping malls.

A critical challenge is deciding how extensive government regulation

should be. It is one thing to set standards for commercial facilities such as

chemical and biological plants. But should the government attempt to pro-

vide antiterrorism regulations for all commercial buildings? For hospitals?

For universities? Where does the regulatory process stop? As we have argued

throughout this analysis, the focus should be on reducing the risk of terror-

ist attacks with large-scale human or economic impact. Hence policymak-

ers should proceed carefully in extending regulations beyond the areas

delineated in the preceding chapters.



     

Coordinating Government Intervention

Who should set the standards? Because terrorism almost by definition

involves potentially significant externalities for the nation as a whole, we

believe there is a presumptive case favoring minimum federal standards,

which states and municipalities could strengthen if they so desire. But sim-

ply saying that the responsibility belongs to the federal government does

not fully answer the question. As we highlight in chapter 7, numerous fed-

eral agencies have jurisdiction over different parts of the U.S. economy.

To prevent a regulatory turf war, as well as to ensure a coordinated fed-

eral response, the new Office of Homeland Security should provide a regu-

latory roadmap, with assignments to specific agencies to deal with specific

threats. The office should coordinate its activities with the Office of

Information and Regulatory Affairs (OIRA) of the Office of Management

and Budget (OMB). OIRA is the division responsible for overseeing the reg-

ulatory activities of executive branch agencies. In late 2001, OIRA devel-

oped a “prompt letter” through which it plans to suggest to agencies new

rules that should be adopted or changes in existing rules that may be war-

ranted. We can think of no better use of the prompt letter than to suggest

regulations, developed and coordinated through the Office of Homeland

Security, that agencies might introduce or tighten to deal cost-effectively

with the terrorist threat.

An Efficient Response to Terrorist Threats in the Public Sector 

Since the government will have primary responsibility for minimizing ter-

rorist access to the United States and mitigating the costs of any attacks that

do occur, another important policy question is how to allocate the imple-

mentation and cost of homeland security measures within the public sector.

For example, many state and local governments will need to expand their

hazardous material response teams, increase police forces, and undertake

other steps in response to the threats underscored by the September 11

attacks. How should such costs be financed? 

Traditional models of fiscal federalism suggest that the federal govern-

ment should finance those activities that have significant spatial externali-

ties (that is, in which the costs or benefits of the activity spill over to other



     

geographic areas), and that state and local governments should finance

those activities with limited or no spatial externalities.38 Thus national

defense lies in the federal domain, whereas local police activities are the

responsibility of lower levels of government.

Many antiterrorism measures within the public sector, however, appear

difficult to classify. Are they national defense (and therefore a federal

expense) or traditional policing (and therefore a state and local concern)?

For example, expanding the number of local police may help to identify and

prevent terrorist activities, but it can also reduce local crime. So who should

pay for the expansion? As with private sector activities, several criteria may

help to determine the nature of the intervention within the public sector:

—To what degree will state and local governments undertake insufficient

antiterrorism efforts in the absence of a federal mandate or subsidy? 

—To what degree does the measure provide collateral benefits to the

local geographical area?

—To what degree will incompatible state and local regulations or

approaches impose additional costs on individuals and firms (including any

costs related to displacing terrorist activity from one area to another), and

to what extent will they allow valuable experimentation with various

antiterrorism measures?

—How fair is the expected outcome? Will society accept the conse-

quences of the action on the distribution of income or wealth? 

Although the appropriate response will vary from issue to issue, the gen-

eral principle we adopt for public sector activities is that the federal gov-

ernment should be responsible for measures that are clearly, primarily, and

specifically linked to reducing the threat or severity of terrorist attacks.

Measures that primarily provide collateral benefits to the local area should

generally be financed by local or state governments, even if they provide

some antiterrorism benefits.

One of the crucial factors to evaluate is the degree to which a spatial

externality is involved: the larger the spatial externality, the more likely it is

that federal financing is justified. Thus public health activities should be

financed at least in part by the federal government, given the communica-

bility of disease and therefore the significant spatial externality involved.

Similarly, basic research—for example, on vaccines and innovative antiter-

rorism devices—would have significant benefits for people across the entire



     

nation and therefore should be financed by the federal government.

Security measures at the nation’s ports should be financed at least in part by

the federal government, since the ports are a gateway to the nation as a

whole and inadequate security could allow terrorist materials to gain entry

and be dispersed to remote geographical areas. But expanded police patrols

should be financed by state and local governments, since the patrols largely

if not entirely guard against attacks that would be confined to the immedi-

ate area.

In summary, the federal government should undertake those antiterror-

ism measures that have clear national benefits, but it should not finance

state and local government activities with substantial local benefits (such as

hiring additional police or fire firefighters). The larger the collateral local

benefit in relation to the antiterrorism benefit, the smaller the federal share

should be. Such an approach avoids excessive federal subsidization of activ-

ities that have significant local benefits.

Conclusions 

Policymakers concerned with homeland security must carefully balance the

gains from deterring the number and severity of future terrorist attacks

against the costs of the security measures. To prevent attacks that would

involve the loss of thousands of lives, or widespread economic harm, gov-

ernment action is warranted. Over the longer term, a promising approach

for such action is a mixed regulatory and insurance system. This approach

ensures that costs are borne by the users and producers of a service, rather

than by the population as a whole, and thus avoids “gold-plating” the

antiterrorism activities. It also seeks to provide some benefit—for example,

in terms of reduced insurance premiums—from undertaking additional

security measures.

Public sector homeland security activities should be financed by the fed-

eral government when they involve a specific antiterrorism measure or

address significant spatial externalities, but state and local governments

should finance antiterrorism activities that provide substantial collateral

local benefits (in addition to reducing the probability or severity of a ter-

rorist attack). These guidelines will need to evolve over time as more expe-

rience accumulates.



     

They underscore two of the three general themes of this book regarding

how to achieve homeland security at reasonable economic cost: security

measures should provide some benefit (for example, reduced waiting times

or insurance premiums) to induce additional security precautions, and

stakeholders should pay for most such measures. As earlier chapters make

plain, the third theme is that information technologies will play an impor-

tant role in promoting security at reasonable cost.





Ultimate success in protecting the American homeland against

terrorist attack will depend to a significant extent on how the U.S.

government is organized to meet this threat. 1 As Dwight D.

Eisenhower famously remarked at the end of his long and distin-

guished career, although “organization cannot make a genius out

of an incompetent, . . . disorganization can scarcely fail to result in

inefficiency and can easily lead to disaster.”2 The organizational

challenge of homeland security is profound, for there are few gov-

ernment activities that are at once so crucial and so difficult to

manage. Responsibility is widely dispersed, not only within the

federal government but also among federal, state, and local

authorities, and the private sector. Moreover, unlike, say, the agen-

cies responsible for national security policy, these units lack a cul-

ture of cooperation such as the National Security Council (NSC)

has nurtured for half a century.

The number of federal departments, agencies, and offices

involved in homeland security is difficult to quantify. According

to the Office of Management and Budget, nearly 70 agencies spend

money on counterterrorist activities, and that excludes the Defense

and State Departments as well as the intelligence community!3



7
ORGANIZING

FOR SUCCESS



   

One organizational chart of federal government agencies that bear some

responsibility for homeland security depicts 130 separate boxes.4 Even by

more discriminating accounting standards, anywhere between 40 and 50

agencies are believed to be involved in the homeland security effort—rang-

ing from the departments of state, defense, treasury, justice, transportation,

health and human services, and agriculture, to intelligence agencies like the

Central Intelligence Agency and National Security Agency, to law enforce-

ment agencies like the Federal Bureau of Investigation, the Secret Service,

the Drug Enforcement Agency, and the Bureau of Alcohol, Tobacco, and

Firearms, to agencies monitoring points of entry into the United States like

the Border Control, the Coast Guard, the Customs Service, and the

Immigration and Naturalization Service, to agencies responsible for

responding to an attack, like the Federal Emergency Management Agency

(FEMA), the Centers for Disease Control and Prevention, the National

Guard Bureau, and the Pentagon’s Joint Task Force for Homeland Defense.

This diffusion of responsibility is inherent in the problem these entities

seek to tackle. Homeland security is, by its very nature, a highly decentral-

ized activity, one where success depends on a multitude of individuals at the

outer edges of activity making good decisions. A customs service agent

sensed something amiss with a car traveling from Canada to the United

States in December 1999 and discovered its trunk loaded with explosive

materials designed to blow up Los Angeles Airport at the turn of the mil-

lennium. A flight instructor found it suspicious that a student was interested

only in steering a commercial jetliner, not in taking off or landing, and then

reported his suspicion to law enforcement authorities. A firefighter yelled at

people coming up from the World Trade Center subway station to go back

down, before himself climbing up the stairs to the fires burning on the sev-

enty-fifth floor of one of the towers. A doctor reexamined the X ray of a

postal worker and diagnosed inhalation anthrax in time for an effective

antibiotic treatment to be administered. A flight attendant noticed a pas-

senger lighting a match near his feet and acted swiftly to prevent him from

detonating a bomb in his shoe. Ultimately, the security of the American

homeland depends upon good decisions like these by the many hundreds of

thousands of so-called first responders—the border guards, immigration

officers, and customs agents; the doctors, nurses, firemen and police offi-

cers—who guard our frontlines. Managing, coordinating, leading, and



   

mobilizing these people so that their individual decisions add up to a nation

more secure, better prepared, and more responsive to the terrorist threat—

that is the organizational challenge of homeland security.

Organizational Approaches

There are two basic approaches to organizing the federal government for

homeland security. First, a single agency—either an existing department or

a new one—can be designated to take the lead in preventing, protecting

against, and responding to a terrorist attack. A second approach focuses on

interagency (and intergovernmental) coordination, in which a single entity,

most likely located in the White House, coordinates the myriad of agencies

responsible for different aspects of homeland security and brings them

together to work as a team.

The Lead Agency Approach

The Clinton administration organized its counterterrorism efforts largely

around the lead agency concept. Its first organizational effort, set forth in

Presidential Decision Directive (PDD) 39 of June 1995, assigned lead agency

responsibility to the Department of Justice for addressing terrorism at

home. This assignment was retained three years later, when as part of PDD-

62, the administration created the position of national coordinator for secu-

rity, infrastructure protection, and counterterrorism based in the NSC. This

person’s task was to help run the interagency process, but without having

any direct authority over individual agencies or any operational role.

Responsibility for counterterrorism, including all facets of homeland secu-

rity, continued to rest with the agencies.

The diffusion of responsibility inherent in this approach may have been

adequate to respond to limited terrorist incidents, but it is wholly inade-

quate for meeting the much more difficult challenge of catastrophic terror-

ism. Hence, even before September 11, a variety of national commissions

examined U.S. government organization for counterterrorism and found it

wanting. The most comprehensive set of organizational proposals was put

forward by the Commission on National Security/21st Century, better

known as the Hart-Rudman Commission, after its two cochairmen, former

senators Gary Hart and Warren Rudman. In its third and final report



   

released in March 2001, the commission proposed the creation of a new

National Homeland Security Agency (NHSA) by merging a number of U.S.

government agencies responsible for different homeland security tasks into

a consolidated whole.5 These ideas have since been taken up by Congress,

notably by Representative Mac Thornberry (R-Texas) in the House and

Senators Joe Lieberman (D-Conn.) and Arlen Specter (R-Pa.) in the Senate.6

The basic concept is the creation of a cabinet-level department with

overall responsibility for preventing, protecting against, and responding to

a terrorist attack (see figure 7-1). The prevention function would be accom-

plished by transferring the Coast Guard, Customs Service, and Border

Patrol to the new department. The protection function would be fulfilled by

adding offices responsible for protecting critical infrastructure now housed

in the Federal Bureau of Investigation (FBI) and the Commerce Depart-

ment. The Federal Emergency Management Agency (FEMA), including its

Figure 7-1. Department of Homeland Security
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10 regional offices, and the FBI’s National Domestic Preparedness Office

would form the core of the response functions. Overall the new department

and its head would be assigned the lead homeland security role in the fed-

eral government. It would be responsible for planning, coordinating, inte-

grating, and overseeing the implementation of the various homeland secu-

rity activities pursued by other U.S. government agencies, as well as state

and local authorities.

The strengths of this approach are many. Assigning clear responsibility

for homeland security to a single agency provides clarity in an otherwise

diffuse landscape of interests and capabilities. Accountability should thereby

be enhanced. Merging critical functions dealing with frontier security, infra-

structure protection, and emergency response into distinct directorates

should ease communications and enhance effective implementation of

agreed policy both within and probably among the directorates. And

empowering the new entity by providing it with direct budgetary authority

and political responsibility should make the agency a major player in the

overall homeland security effort.

But against these benefits stand notable weaknesses. The homeland secu-

rity mission is one that by definition involves many more entities than can

be brought under a single roof. Left outside will necessarily be key agencies,

including: the Department of Defense and its innumerable assets for

defending against and responding to an attack; the Department of Justice

and the FBI, which are responsible for domestic surveillance and law

enforcement; the Department of Health and Human Services and the Cen-

ters for Disease Control and Prevention, responsible for detecting and re-

sponding to a bioterrorist attack; the Central Intelligence Agency and other

parts of the intelligence community, responsible for tracking terrorists and

the materials they might bring into the country to do us harm; not to men-

tion state and local government authorities. Consolidation may better focus

some homeland security efforts, but it cannot include all or even most.

With many important functions left out of the consolidated agency, there

will still be a need for effective coordination. But assigning that function to

the head of a new homeland security entity, as some propose, does not

appear promising, even if that official were given cabinet rank. A secretary

of homeland security, with direct authority for some (but not most) rele-

vant governmental activity, would likely be perceived as being partial toward



   

the functions she or he supervised. This would create resistance by peers

with major authorities of their own (the attorney general, for example, or

the secretary of health and human services) just as the secretary of state—

repeatedly called upon to exercise government-wide foreign affairs leader-

ship—comes up against the Department of Defense and the intelligence

community. The secretary of the treasury has fared somewhat better in the

economic realm but has typically not been able to lead on budget policy, or

on international trade. Nor is the coordination problem solved by making

the new secretary a member of the NSC and turning the coordination role

over to the council, as Hart-Rudman proposes, since many of the domestic

agencies involved in the homeland security effort would still be excluded.

Coordination is difficult to achieve through any arrangement, but it tends

to work better when the leader is perceived as an honest broker or can

invoke the authority of the White House. If the coordinator is seen as a

competitor, other agencies whose cooperation is crucial are likely to balk at

following its lead, and bureaucratic fights over turf become pervasive. But

the diffusion of power over homeland security throughout the U.S. govern-

ment requires that someone pull the different strands together into an inte-

grated approach.

The Interagency Coordination Approach

An alternative is to establish a focal point in the Executive Office of the

President. Experience suggests two ways of doing so. One is the appoint-

ment of a homeland security czar, a person who, much like the drug czar

who heads the Office of National Drug Control Policy (ONDCP), would

pull together the numerous aspects of homeland defense into a coherent

whole. Another is the creation of a White House-based council, which is

the approach adopted by the Bush administration.

The czar approach has been championed by the Gilmore Commission,

which recommended the establishment of a coordination entity within the

Executive Office of the President.7 Drawing on the ONDCP model, it would

have the following characteristics:8

—A strong cabinet-level agency would be established within the Executive

Office of the President.



   

—The agency would be led by a director and selected senior staff that are

subject to Senate confirmation. The director would also be a member of the

National Security Council for counterterrorism-related matters.

—The senior staff would be required by law to be wholly apolitical.

—The agency would be responsible for producing the nation’s home-

land security strategy, and an accompanying budget to ensure its imple-

mentation.

—The director would have the authority to decertify any agency’s bud-

get that fails to meet the requirements of the strategy.

—The agency would also be responsible for producing a system of per-

formance measurements to track progress in reducing the threat to home-

land security.

—The agency would be independently accountable to the Congress and

the public and regularly report on how it is carrying out its responsibilities.

—The agency would be provided with the resources necessary to get the

job done through its own budget and dedicated staff (including, in partic-

ular, its own strategic planning, budget, public affairs, and congressional

affairs staffs).

—The director would be empowered to call interagency meetings to

address critical issues and threats.

—And, most important, all these powers and responsibilities would be

specifically set forth in a statute.

Past experience with the czar model suggests that this approach is

unlikely to be fully effective. Even the strongest drug czars (including William

Bennett under the first President George Bush and General Barry McCaffrey

under President Bill Clinton) were never able to wrest control over policy

and funding from the individual agencies responsible for implementing

drug policy. The ability to develop a national drug control strategy helped

the drug czar shape overall policy, while his power to decertify agency bud-

gets provided some leverage over programs. But these powers alone did not

bring him overall control. The national strategy became a largely aspira-

tional document with only very loose ties to budgetary priorities. The

decertification power proved more effective in theory than in practice

(McCaffrey was the only ONDCP head to use it, and then only once). Even

though ONDCP is nominally in charge, interagency coordination efforts



   

have not always been effective. And as a federal agency, ONDCP has no

control over state and local government efforts that are crucial to combat-

ing drugs.

An alternative to the czar model is to base coordination on the experi-

ence of previous policy-coordinating councils located in the White House,

particularly the National Security and National Economic Councils. This is,

of course, the approach adopted by President Bush in the aftermath of the

September 11 attacks, when he brought former Pennsylvania Governor Tom

Ridge to Washington to head a new structure and process.

As spelled out in the president’s Executive Order, the main coordinating

body is the new Homeland Security Council (HSC), which is composed of

the president, vice president, secretary of the treasury, secretary of defense,

attorney general, secretary of health and human services, secretary of trans-

portation, FEMA director, FBI director, director of central intelligence, and

director of the Homeland Security Office. As is the case for the NSC and the

National Economic Council (NEC) in their respective spheres, the HSC is

“responsible for advising and assisting the President with respect to all

aspects of homeland security. The Council shall serve as the mechanism for

ensuring coordination of homeland security-related activities of executive

departments and agencies and effective development and implementation

of homeland security policies.”9 Since its establishment, the HSC has met as

often as twice a week, with the president in attendance.

The HSC process is staffed by Ridge’s Office of Homeland Security

(OHS), which plays a role akin to that of the NSC staff. Indeed, the initial

Homeland Security Presidential Directive (HSPD-1) sets forth an organiza-

tional structure for the OHS and details an HSC process that is modeled on

the NSC process, as detailed in National Security Presidential Decision No.

1 (NSPD-1), signed in February 2001.10 Thus, like the NSC, the HSC is sup-

ported by an interagency structure that includes the HSC Principals

Committee (chaired by Ridge and composed of all HSC members other

than the president and vice president, who are represented by their respec-

tive chiefs of staff), the HSC Deputies Committee (chaired by Ridge’s

deputy, Admiral Steven Abbott, and composed of the deputies to the HSC

members), and 22 HSC policy-coordinating committees (PCCs) dealing

with such issues as detection, surveillance, and intelligence; law enforce-



   

ment; weapons of mass destruction; consequence management; and eco-

nomic consequences. Each PCC is chaired by an OHS senior director.

The Homeland Security Office also mimics the organizational structure

of the NSC staff (see figure 7-2) to a large extent. There is one deputy direc-

tor and two other senior officials (the president’s special adviser for cyber-

security and the national director for combating terrorism) who report

Figure 7-2. Office of Homeland Security
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jointly to Ridge and to the national security adviser. Issues are addressed by

ten directorates, including seven for specific policy areas. Each directorate is

headed by a senior director, who is also a special assistant to the president.

The seven policy directorates—dealing with such issues as protection and

prevention, response and recovery, intelligence and detection, and programs

and budgets—report to Ridge through the deputy director. The OHS also

has a chief of staff (who supervises the directorates dealing with public liai-

son and intergovernmental affairs) and an executive secretary responsible

for administrative matters. Finally, Ridge has set up a national coordinating

center to analyze and share intelligence and other data about terrorist threats

and vulnerabilities and to coordinate agency responses in case of an attack.11

These organizational structures and interagency processes put Ridge in a

strong position. As the person designated by the president to manage the

overall coordinating process, Ridge enjoys tremendous power within the

executive branch that, if employed wisely, can help overcome many of the

organizational difficulties inherent in the homeland security task, including

especially the wide dispersal of authority and capabilities that need to be

brought together. By chairing all interagency committees, Ridge and his

office have the power to set the agenda, convene meetings, and forge a con-

sensus. But wielding that power effectively will require subtlety on Ridge’s

part. He needs to gain the cooperation of the many cabinet secretaries and

agency directors who ultimately will have responsibility for taking the

actions that make our homeland safe. Neither Ridge nor anyone on his staff

will have the authority to tell others what to do—action must come from

the acquiescence, if not support, of Ridge’s peers themselves and the strong

backing of the president.

But even the best coordination processes may not be enough to ensure a

smooth-functioning and effective organization. There are inherent ineffi-

ciencies in the dispersal of authority among many agencies, including

inevitable duplication of effort and an absence of clear lines of communi-

cation and control. Accountability is more difficult to assign. Moreover,

without formal authority over budgets, people, and programs, the OHS

director has little more than his own leadership talent—as well as whatever

empowerment he gets from the president—to get the job done. As a result,

there is considerable skepticism, notably on Capitol Hill, that Ridge has the

tools and power necessary for the job. “Without budgetary or statutory



   

authority, Ridge is doomed not to succeed,” former senator Hart has argued.

“He will have to keep going to the Oval Office to make anything happen.

Anyone who knows Washington, knows this won’t work.”12

Organizational Functions

In order to execute its mandate of helping the U.S. government detect, pre-

pare for, prevent, respond to, and recover from terrorist attacks, the Office

of Homeland Security must perform four functions effectively. First, Ridge

and his staff must coordinate the U.S. government entities to ensure their

individual actions combine into an effective response. Second, OHS will be

primarily responsible for providing strategic direction. Third, the office

must ensure that adequate resources are available to implement the strategy.

Fourth, Ridge needs to be in charge of managing any crises to ensure the

U.S. government responds as rapidly and effectively as possible.

Coordination

The most immediate challenge Ridge confronts is to ensure effective coor-

dination of the many agencies and interests that have a role to play in home-

land security. He needs to establish his bona fides early on and gain control

of the interagency process in order to demonstrate his authority. To do so,

Ridge would do well to turn to the experience of previous NSC and NEC

advisers, all of whom faced similar coordination challenges.

A particularly relevant example is the role played by Robert Rubin as the

first NEC adviser at the beginning of the Clinton administration. Like

Ridge, Rubin was both assigned responsibility for a new coordinating coun-

cil and tasked to get government moving in a policy area of top presidential

priority, peopled with senior officials holding strong mandates and strong

views. Had Rubin seen his role as one of issuing orders for other Clinton

economic officials to carry out, his governmental life might have proved

nasty, brutish, and short. Instead, he took the initiative in organizing inter-

nal debate on key issues, with a process designed to force presidential deci-

sions, but one that assiduously reached out to the secretary and deputy sec-

retary of the treasury, the director of the Office of Management and Budget,

and the chair of the Council of Economic Advisers. He gave them some-

thing they wanted and needed—visible participation in and influence over



   

the most important decisions of Clinton’s early presidency. In so doing, he

strengthened their credibility and influence within their agencies, while

neatly ensconcing Rubin’s NEC at the center of the economic policy

process.13

Ridge can learn even more from the four decades-plus experience of the

modern NSC. Emulating proven NSC practices, Ridge should use the HSC

as an umbrella to establish a network not only of formal interagency coor-

dinating structures such as that set up under HSPD-1, but also the crucial

informal networks. History shows that the NSC processes operate most

effectively when the national security adviser works closely and frequently

informally with his or her key counterparts at State, Defense and, some-

times, the CIA. When Colin Powell was national security adviser in the last

year of the Reagan administration, he met with Secretary of State George

Shultz and Defense Secretary Frank Carlucci each day at 7:00 A.M. in his

office to coordinate their day’s work. Today, Condoleezza Rice has a daily

telephone call at 7:15 A.M. with Vice President Dick Cheney, Secretary of

State Colin Powell, and Defense Secretary Don Rumsfeld. And nearly all

NSC advisers from Zbigniew Brzezinski onward have convened weekly

lunches or breakfasts with their senior counterparts to work on issues in a

less formal setting. Ridge should conduct similar sets of regular, informal

meetings with his key counterparts, including especially the attorney gen-

eral and perhaps also the defense and treasury secretaries.

Strategic Planning

In addition to pursuing effective coordination, the OHS needs to take

responsibility for planning the strategic direction of the homeland security

effort. In the executive order setting up the OHS, Bush directed Ridge to

prepare such a strategy in cooperation with “executive departments and

agencies, State and local governments, and private entities.”14 Although the

national strategy will not be completed until the summer of 2002, the White

House has set clear parameters for what it will contain. It is to be a long-

term, truly national plan that sets strategy not just for the federal govern-

ment but also for state and local government, the private sector, and U.S. cit-

izens. It will be comprehensive. It will include the full range of activities

with a clear set of priorities. It will set clear objectives and provide bench-

marks and other performance measures to evaluate the strategy’s imple-



   

mentation and determine how resources can best be allocated. Finally, the

“strategy will take full account of the existing government institutions and

systems for providing homeland security, such as law enforcement, public

safety, public health, and emergency management.”15

Developing a comprehensive homeland security strategy has definite

advantages. It provides the federal government, state and local authorities,

and private entities and citizens with a clear statement of objectives and

policy on how best to secure the American homeland against terrorist

attack, how to organize and implement this effort, and how to budget for it.

Finally, a strategy that delineates benchmarks for achieving specific goals

should enable the OHS to determine with some degree of precision how

well agencies are implementing the strategy over time.

At the same time, a national strategy of this kind is likely to be useful only

up to a point. Unlike the case of drugs and many other policy areas, home-

land security is a vast enterprise not readily reducible to a single strategic

framework. While broad statements of principle, major strategic impera-

tives, and large organizational requirements can of course be detailed in a

national strategy, no single document is likely to be sufficiently compre-

hensive to guide the entire effort all on its own. It can set direction, delimit

parameters, and provide overall coherence, but a single strategy cannot pre-

scribe every important goal, strategy, and action that needs to be taken. The

greatest concern, however, is that the effort to produce a single, coherent

statement is bound to generate pressures for a document that accommo-

dates the views of major agencies and interests rather than one that sharply

delineates the choices our nation confronts. More often than not, docu-

ments like these make for bland reading because too many hands are

involved in their drafting, and too many concerns need to be reconciled.

This suggests the possible utility of a supplementary approach, one mod-

eled on past and current practice in the national security arena. Rather than

issuing a fully fleshed-out strategy for the entire government, Ridge should

commission analyses of a series of first-order issues that will require presi-

dential decisions. This would involve the issuance of homeland security

study directives (HSSDs) tasking interagency groups to present specific

options, defined not as agency preferences but as real, alternative ways of

addressing key problems. Some HSSDS could address questions of structure

and process: organization; budget authority; and intelligence collection,



   

sharing, and analysis. Others could address particular broad tasks: preven-

tion, damage limitation, countering particular threats such as biological and

chemical agents, and cooperative law enforcement. The options developed

in such studies would be debated at HSC meetings chaired by the president,

followed by his choosing among them. His decision would subsequently be

codified in an HSPD signed by him.

Commissioning such policy reviews while the Homeland Security Office

and council are relatively new would serve several related goals. It would

give the adviser the initiative in policy development. It would engage other

departments and agencies in the critical task of formulating realistic

choices. It would increase the chances for well-integrated policy. And it

would connect the adviser/HSC to the president at a time when the chief

executive is giving top priority and attention to homeland security issues. It

would also be a potent device to meet the need for what Ashton Carter

labels “program coordination . . . a multiyear, multiagency effort to develop

tactics, technology, and where required new institutions for the ongoing

struggle against catastrophic terrorism.”16

Once a series of HSPDs has been issued and key questions have been

decided, there would be a stronger basis for formulating an integrated

homeland security strategy. The HSSM/HSPD process works best if it is

used as a way to decide the main provisions of the national strategy. This

sequential approach to strategic planning would avoid the blandness likely

to result from producing a consensus document from scratch, since the crit-

ical issues will have been thrashed out through an analytically more chal-

lenging process. At the same time, the government is more likely to be

guided by an integrated strategy designed to pull key presidential decisions

into a coherent and comprehensive whole.

Budgeting

The wide dispersal of homeland security competence within the federal

bureaucracy means that budget authority is widely dispersed as well.

Dozens of agencies and several thousand individual programs have pieces of

the homeland security budget. For fiscal 2003, the Bush administration

identified over 20 departments and agencies that have requested a total of

$37.7 billion for homeland security(related functions. How should this

overall budget process be structured? Given the way Washington works, the



   

role of individual agencies and their congressional appropriators will

inevitably be great. The administration may present a single budget, but

appropriations will go to the many that are ultimately responsible for

spending the funds. The key role for a central authority like OHS thus

comes in drawing up the budget that is submitted to the Hill, and (to the ex-

tent possible) influencing bargaining with Congress over proposed changes.

Unfortunately, Tom Ridge has been given only a weak formal role in the

budgetary process. According to the president’s Executive Order, Ridge

“shall review and provide advice to the heads of departments and agencies

for such programs [and] provide advice to the [OMB] Director on the level

and use of funding in departments and agencies for homeland

security(related activities and, prior to the Director’s forwarding of the pro-

posed annual budget submission to the President for transmittal to the

Congress, shall certify to the Director the funding levels that [he] believes

are necessary and appropriate for the homeland security(related activities of

the executive branch.”17 Thus, for the fiscal 2003 budget, Ridge was pro-

vided the opportunity to review the agency budget submissions. OMB peo-

ple worked directly with Ridge’s office to identify spending priorities and

find ways to increase spending in a number of key areas.18 Ridge told the

New York Times, “Everything I asked for, I got,” suggesting that at least under

current conditions the advisory process can produce results.19

It may well be that when the threat is both immediate and clear, Ridge’s

advisory role will suffice. Getting agencies to spend resources for homeland

security is not a problem. The obverse is more likely, with agencies seeking

to sell some of their programs as a contribution to homeland security,

knowing that in a tight budget climate that is where the money is. But orga-

nizations must function in many climates, including one where the incen-

tive to spend on programs protecting the homeland is less, as was the case

prior to September 11. In such a situation, an advisory role such as the one

Ridge currently enjoys is unlikely to be enough.

To ensure OHS’s continued influence over the budget, Ridge needs to

have real authority over the budget process within the executive branch.

Since he cannot take away actual budgetary control from the agencies that

are responsible for executing the programs the Congress funds, he needs to

do the second-best thing and ally himself closely to OMB, which bears

responsibility for drawing up the president’s annual budget submission to



   

Congress. Mitchell Daniels, the OMB director, recognized the importance of

doing so: “The president made it clear from the beginning that when it came

to Tom Ridge, we were supposed to be his budget office.”20 To institutional-

ize this arrangement, it would be useful to appoint one person to serve both

as Ridge’s budget chief and as a new associate director of OMB for home-

land security. This dual-hatting will give OHS a unique status in the budget

process. Not only will it have the overarching budgetary view that only a

coordinating office like OHS can have, but by being an integral part of the

OMB process it can exert major, if not actually decisive, influence over the

final outcome.

Crisis Management

The final major function of OHS is to help manage crises, especially in the

event of a major terrorist attack. The current system gives Ridge broad cri-

sis management authority. According to the Executive Order, Ridge will be

“primarily responsible for coordinating the domestic response efforts of all

departments and agencies in the event of an imminent terrorist threat and

during and in the immediate aftermath of a terrorist attack within the

United States and shall be the principal point of contact.”21 Such a central-

ized system can be highly effective, as seen in the government’s response to

the crash of an American Airlines jet in Queens, New York, in November

2001. Within minutes of the crash, Ridge had called a meeting with the

attorney general, FBI director, transportation secretary, and others to deter-

mine whether terrorism might be the cause and what the appropriate

response should be. For two hours, the group sifted through incoming

information, considered possible courses of action, and coordinated sup-

port for the on-the-ground response effort. Once terrorism had been ruled

out as a likely cause of the crash, standard response procedures for airplane

accidents went into effect, and Ridge withdrew from any further involve-

ment.22 In the future, Ridge’s coordination efforts will be supported by an

operations center somewhat akin to the White House Situation Room. The

center, which is staffed by people detailed from a wide variety of agencies,

will analyze and share data from multiple sources and will act as the com-

munication hub in case of a crisis.23

Centralization at the top is necessary to coordinate an effective response

to any incident that requires the involvement of more than a handful of



   

agencies. The principal organizational question is whether such centraliza-

tion should be extended down to the site of the actual incident. One useful

suggestion is to create a cadre of people, drawn from various agencies but

responsive to Ridge’s office, who would be sent into the field to coordinate

at least the federal government’s response efforts. These would be Ridge’s

people, reporting directly to him at the center, and they would be in charge

on the ground.24

Organizational Adjustments

President Bush was right to emphasize the importance of interagency coor-

dination. The wide dispersal of authority and competence requires that

someone very senior be put in charge of pulling these disparate strands

together into a coherent whole. The appointment of Tom Ridge, a close

friend and powerful political ally of the president’s, signaled the importance

President Bush attaches to the issue of homeland security. During the first

months of operation, Ridge has gotten a functioning organization off the

ground, and the coordinating effort appears to be working well. At the same

time, to enhance his stature and authority, both within the executive branch

and in his relations with Congress, state and local authorities, and the

American public, it is important for his position to be enacted into law and

for his appointment to be confirmed by the U.S. Senate.

In addition to enhancement of Ridge’s authority, structural adjustments

are required in some agencies to reflect the new demands of homeland

security. This is particularly the case for agencies responsible for securing

our borders. Multiple law enforcement and intelligence agencies need to be

better coordinated as well. Moreover, given its vast resources and capabili-

ties, the Defense Department will also need to take on a greater role for

securing the homeland against terrorist attack. Finally, Congress needs to

examine ways in which it might be reorganized to meet the demands of

homeland security.

Statutory Authority

As a presidential adviser primarily responsible for ensuring effective coor-

dination, Ridge must realize that his power in Washington will be

ephemeral if it is not constantly nurtured and effectively protected. Battles



   

will inevitably loom with Cabinet colleagues. He needs to be careful about

which ones he chooses to fight—and he must make sure that he wins most

of them, particularly during his first year.

Unfortunately, the early returns are not uniformly encouraging. While he

worked hard with others to create a national terrorist alert system, the ulti-

mate authority for determining alert levels was vested in the attorney gen-

eral, even though the OHS director was arguably better placed to do so. And

whereas Ridge championed the establishment of a new, independent border

agency through the consolidation of the Coast Guard, Customs Service,

Border Patrol, and Agricultural Quarantine Inspection Agency, he was ulti-

mately forced to join a consensus in favor of something far less, as we dis-

cuss below. If such defeats—real and perceived—become a pattern, Ridge

will lose credibility. Over time, few will defer to Ridge, and fewer still are

likely to follow his lead.

While statutory authority for White House advisory positions is some-

thing presidents naturally tend to shun, such authority is appropriate in

Ridge’s case. Unlike his counterparts at the NSC and NEC, he has opera-

tional responsibilities, and is not simply a policy coordinator. The closest

parallel is that of drug czar or the OMB director. Ridge has developed a

budget. He is the prime public spokesman in his area of activity. He needs

to be made formally accountable to Congress, both out of respect for leg-

islative authority and to increase overall governmental capacity to respond

to the challenge of catastrophic terrorism. Moreover, under current cir-

cumstances statutory authority may be the best—if not the only—way for

Ridge to gain the stature he needs to get the job done. He should have cab-

inet rank. At the same time, legislation establishing the position of

Homeland Security Council and the OHS should give maximum operating

flexibility to the president to design its organization and mission.

A Federal Border Agency

Responsibility for securing and monitoring the people and cargo that enter

the United States is dispersed among several agencies. As far as people are

concerned, consular officers employed by the State Department at U.S.

embassies abroad determine the eligibility of foreigners to receive visas to

issue them to those who meet the legal criteria. The Immigration and

Naturalization Service (INS) checks people at the border, and the Border



   

Patrol surveys the frontier to ensure no one enters beyond authorized cross-

ing points. Goods and conveyors are checked by the Coast Guard at sea and

by customs and agricultural inspectors at border crossings and all other

ports of entry. Intercepting unidentified aircraft and (in the future) missiles

is the responsibility of the Defense Department. Thus no less than six

departments (State, Justice, Treasury, Transportation, Agriculture, and

Defense) help secure the U.S. border against intrusion of people and mate-

rials that could do us harm.

This dispersed responsibility led Governor Ridge to propose merging at

least some of the agencies into a federal border agency: “When you come

into the United States, multiple faces of the federal government meet you.

And I think we ought to have one face at the border.”25 Accordingly, in

December 2001 Ridge proposed the creation of the National Border

Administration, which would consist of the Coast Guard, the Customs

Service, the enforcement arm of the Immigration and Naturalization

Service (including the Border Patrol), and the Agriculture Quarantine

Inspection program.26 According to a White House white paper proposing

this consolidation, the new agency’s core mission “would be to manage the

physical entry and exit of all people, goods, and vehicles into the United

States by air, land, or sea, and in so doing to prevent, preempt, and deter ter-

rorist infiltration or the introduction of weapons of mass destruction.”27 By

bringing these agencies under one roof, a more streamlined and integrated

border monitoring effort would likely result. For that reason, it would prob-

ably be advisable to include in the consolidation the new Transportation

Security Agency (which is responsible for monitoring what goes onto com-

mercial aircraft) and perhaps the consular functions in the State

Department.

Ridge’s proposal met with predictable resistance. None of the depart-

ments wanted to give up control over border security functions currently

under their management. And all of the agencies were concerned that their

duties not related to terrorism would receive shorter shrift if they were

merged into a border agency whose primary task would be to prevent ter-

rorists and weapons from entering the United States. Turf wars are

inevitable when structural change is proposed. As one White House official

told the Washington Post, “If we go ahead with a new border agency, it will

mean ripping big organizations out of two or three Cabinet departments,



   

and no Cabinet secretary I have ever seen wants to give up part of his

department.”28 And the candidates for consolidation, fearful that a merger

will eventually lead to their extinction, are not above arguing that they

should be maintained as distinct entities because they have been around for

a long time. Customs Service officials responded to Ridge’s proposal by

emphasizing that their agency dates back to 1789 and was established by the

fifth act of the first Congress!

There may indeed be some historical logic to the disparate organizational

placement of these border agencies. But the current case for the status quo

is extraordinarily weak. Not a single one of them is central to the mission of

its cabinet-agency home—not the Customs Service, not the INS enforce-

ment arm, not U.S. Department of Agriculture quarantine inspection, not

the Coast Guard. The cabinet secretaries now allegedly threatened gave no

serious attention to any of them prior to September 11. It may be turf they

are guarding, but for them it is not prime turf. And as Ridge said in taking

up his post,“The only turf we should be worried about protecting is the turf

we stand on.”29

Ridge was right. But the combined departmental opposition to the cre-

ation of a federal border agency may have proven too much to overcome. In

March, a different proposal emerged from the HSC that would bring the

Customs Service into the Justice Department and merge it with the enforce-

ment arm of INS into a separate agency. Even though this idea fell far short

of what Ridge had originally demanded, it gained the HSC’s unanimous

backing.30 Despite such unanimity, this proposal is little more than a half

measure. Not only does the new agency exclude the Coast Guard, but by

placing it within the Justice Department the problematic parochialism char-

acterizing border security efforts in the past will be preserved. Therefore the

president should support Governor Ridge’s original proposal and send up

legislation to Capitol Hill that would create a federal border agency to meet

the demands and threats of the twenty-first century.

Law Enforcement/Intelligence Cooperation

The need to coordinate intelligence and law enforcement efforts was criti-

cally underscored by the September 11 attack. Although it is far from clear

that better coordination could have prevented an attack about which very

little was known, there can be no doubt of the importance of such coordi-



   

nation. Part of the answer, as we argued above, lies in improving the ways

information is shared and diverse databases are accessed. It would clearly

help if a state trooper tapping into a database checking on a driver of a

speeding car were informed that the person was being sought by federal law

enforcement authorities. Part of the answer also lies in better coordination

of the large number of law enforcement and intelligence agencies at the cen-

ter. Finally, it may also require some reorganization among agencies—espe-

cially at the federal law enforcement level.

Coordination among law enforcement and intelligence agencies is not a

new issue. Throughout the past two decades, and especially during the

1990s, issues like drug trafficking, international crime, and terrorism have

been increasingly recognized for their national security importance. As a

result, information sharing and coordination between and among law

enforcement and intelligence agencies have dramatically improved in recent

years. Senior CIA officers serve at the FBI and vice versa. The intelligence

community’s Counter-Terrorism Center (CTC) is staffed by people drawn

from a wide variety of intelligence and law enforcement agencies, and so is

the FBI’s Strategic Information Operations Center (SIOC), where terrorist

and other threats are analyzed and responses coordinated. The CTC is

headed by a CIA officer, with an FBI deputy; an FBI agent heads the SIOC,

and his deputy comes from the CIA. There has also been broad interagency

coordination, led by the NSC. An assistant-secretary level group, the

Counterterrorism Security Group (CSG), which was chaired by a senior

director at the NSC and later by the national coordinator for these issues,

met frequently to coordinate U.S. counterterrorism policy.

Useful as these steps are, they do not go far enough. Interagency intelli-

gence coordination should probably occur at a level one step higher than

was the norm prior to September 11. Drawing on the Clinton administra-

tion’s counter-intelligence policy, which was finalized in the waning days of

the administration,31 a deputy-level coordinating committee should be set

up. The committee should be chaired by Gen. Wayne Downing, the national

director for combating terrorism and a deputy national security adviser,

and should include deputies from the FBI, CIA, the departments of State,

Justice, and Defense, and the Office of Homeland Security. The committee

would meet regularly to recommend ways to improve coordination and to

analyze information as required. A small, multiagency staff should support

the committee and act as a direct liaison with the CTC and SIOC.



   

Finally, there may be scope for consolidating and rationalizing some of

the federal law enforcement agencies.32 Instead of many different investiga-

tive and enforcement agencies dealing with drugs, crime, terrorism, and the

like, it may be useful to consolidate the dispersed investigative entities at

the federal level (including the FBI, Drug Enforcement Agency, Bureau of

Alcohol, Tobacco, and Firearms, the U.S. Secret Service, and others) into a

Federal Investigative Agency, thus complementing the Federal Border

Agency discussed above.

Department of Defense

Just days after the September 11 attack, the Pentagon released its quadren-

nial defense review declaring defense of the U.S. homeland to be “the

Department’s primary mission.”33 But reflecting America’s historical invul-

nerability, its troops, forces, and organization have all been geared toward

conducting operations overseas. There has been no Homeland Defense

Command, nor is there a single person within the Office of the Secretary of

Defense (OSD) in charge of homeland defense. The principal organiza-

tional issues for the Department of Defense are three: whether to create a

single command for defense of the United States akin to the commands

covering other regions of the globe; what role the National Guard should

have in homeland defense; and whether there should be a high-level person

within OSD responsible for coordinating Pentagon policy in this area.

The events of September 11 demonstrated that the Defense Department

was not well prepared to deal with a major terrorist attack on U.S. soil. As

Thomas White, the secretary of the Army, said later, “There was no unity of

command in the traditional sense that, if we were in Afghanistan, we would

have had Central Command in charge.”34 In early April 2002, Defense

Secretary Donald Rumsfeld announced the creation of a new Northern

Command to rectify this situation. This new command, which will com-

mence on October 1, 2002, and be headed by a four-star general, will be in

charge of all troops deployed as part of air patrols flying over the United

States, naval vessels guarding the coasts, and emergency responses in case of

a terrorist attack. It will absorb the North American Aerospace Defense

Command, which has long been charged with overseeing defense of the

United States and Canada against air and missile attacks. The new com-

mand will also take over control of the Joint Task Force Civil Support, which



   

is responsible for assisting local first responders in case of a nuclear, chem-

ical, or biological attack on U.S. territory. And it will be in charge of any U.S.

military assistance in case of natural disasters such as hurricanes, floods,

and forest fires. “This is the first time that the continental United States will

be assigned a commander,” Rumsfeld stated in making the announcement

about the Northern Command. “The new commander will be responsible

for land, aerospace, and sea defense of the United States. He will command

U.S. forces that operate within the U.S. in support of civil authorities.”35

The creation of Northern Command enjoys widespread, bipartisan sup-

port on Capitol Hill and is a useful step in streamlining the Defense

Department’s response to helping secure the American homeland against

a terrorist attack.

There has been less attention so far to changing the role of the National

Guard. Aside from conducting air patrols and standing guard at the nation’s

airports, the Pentagon has been extremely reluctant to employ National

Guard forces in a homeland defense role. Requests by the Border Patrol and

Customs Service for the temporary deployment of a few hundred National

Guard troops while these agencies prepared to hire additional personnel

were met with great hesitancy. Approval came only after weeks of careful

deliberations, and then only with the clear understanding that their deploy-

ment would end by a date certain.36 The reason for this reluctance is that

while the Guard has responsibility for disaster and humanitarian relief as

well as consequence management at the state level, it is today organized and

equipped principally to support combat operations overseas. Together with

the reserves, the National Guard has become the main backup of the regu-

lar armed forces. Therefore the military services see an expanding homeland

defense role as a direct degradation of their combat capabilities abroad.

But if the Pentagon’s primary mission is homeland defense, then it would

make sense to assign as much of that responsibility as possible to the one

military entity that is historically and constitutionally charged with that

role—the National Guard. This will, admittedly, require a redistribution of

resources, including combat support capabilities and material, to the

reserves. But the Guard does not need tanks or artillery to defend against or

respond to a terrorist attack. Instead, as the Hart-Rudman Commission

rightly recommended, the National Guard should “provide a mobilization

base with strong local ties and support,” that could



   

—Participate in and initiate, where necessary, state, local, and regional

planning for responding to a WMD incident; train and help organize local

first responders.

—Maintain up-to-date inventories of military resources and equipment

available in the area on short notice.

—Plan for rapid interstate support and reinforcement.

—Develop an overseas capability for international humanitarian assis-

tance and disaster relief.37

One final Defense Department issue is the organization of the Office of

the Secretary of Defense, the Pentagon’s civilian and policy arm. Aside from

a special assistant to the secretary of the army, who has a staff detailed from

other parts of the Pentagon, there is no high-level civilian or policy official

in charge of homeland defense today. In 2001 Secretary Rumsfeld requested

congressional authorization to create two new under secretary posts within

OSD, one for homeland security and another for intelligence. In addition to

the new under secretary for homeland security, three new assistant secre-

taries would be established: for counterterrorism, support for civil author-

ity, and for international and humanitarian support. The assistant secretary

of defense for special operations and low-intensity conflict would also

report to the new undersecretary. Congress did not act on Rumsfeld’s

request and the secretary has now announced a plan to study the matter and

come up with detailed recommendations by May 1, 2002.38

The decision to create a high-level policy position in the Pentagon

responsible for homeland defense moves in the right direction. There must

be a person accountable within this vast bureaucracy for what is now, after

all, the department’s self-described primary mission. Budgets, programs,

and personnel decisions are more likely to reflect the importance of this

mission if there are senior people responsible for making them. A new

undersecretary for homeland security supported by two, perhaps three,

assistant secretaries would seem appropriate. The Pentagon and Congress

should move swiftly to settle this matter.

Congress

However the executive branch conducts its work, many issues will inevitably

engage the legislative branch. The president’s ability to make homeland

security his top priority will be helped, or hindered, according to whether



   

and how much Congress can revamp its structure and process to the same

end. Two reforms would be especially useful: establishment of House and

Senate appropriations subcommittees for homeland security, and creation

of a joint committee to oversee the national effort. The congressional role

and focus would be further strengthened, moreover, if the Homeland

Security Council were made a statutory entity, and its director subject to

Senate confirmation—as recommended above.

One of Tom Ridge’s signal achievements has been the submission of a

unified homeland security budget. But once on Capitol Hill, it now must be

disaggregated and its components distributed among multiple appropria-

tions subcommittees. There they will be weighed not in relation to overall

homeland security needs, but within such jurisdictions as Commerce,

Justice, and State; Defense; and Labor, Health and Human Services, and

Education. What the executive branch has laboriously pulled together,

Congress must quickly pull apart. The obvious remedy, difficult though it

may be to implement, is to establish new appropriations subcommittees on

homeland security in both branches. If that proves too large a reform to

swallow, a second-best alternative would be for the appropriations com-

mittees as a whole to take up and pass the homeland security budget.

Ideally, there would also be established authorizing committees with the

same jurisdiction. In the near term, however, this would likely prove even

harder to accomplish than appropriations reform. A useful “second-best”

option, therefore, would be to enhance congressional capacity for analysis

and oversight by creating a new body on the model of the Joint Economic

Committee. This would limit the threat to existing jurisdictions, as a joint

committee for homeland security would have no legislative authority. This

would also limit its impact, of course, but such a committee could be a use-

ful focal point, holding hearings, issuing reports, calling executive officials

to task.

Summary and Conclusions

In terms of basic organization for homeland security, the Bush administra-

tion has made the best choice. There is greater potential for effective overall

coordination and leadership in the new Homeland Security Council and

Office than there would be in a new cabinet department, given the number

of key functions that could not be included in such a department. Moreover,



   

Homeland Security Director Tom Ridge has moved effectively, for the most

part, in building his organization and his role.

But as spelled out in this chapter, there is need for a number of additional

steps:

—The Homeland Security Council should be made a statutory agency in

the Executive Office of the President, with its director a cabinet-level offi-

cial, subject to Senate confirmation.

—The HSC’s strategic planning process should be reinforced through

issuance of homeland security study directives on issues where the president

must make fundamental policy and organizational choices. The options

developed through the process would be debated at HSC meetings chaired

by the president, who would then choose among them.

—Ridge’s budgetary role should be strengthened by the creation of a

new, dual-hatted position: senior director of OHS for budget policy and

associate director of OMB for homeland security.

—A cadre of agency officials should be created that Ridge could deploy

to the location of a terrorist incident to work with state and local officials

and coordinate the federal government’s response.

—A federal Border Agency should be established, comprising the Coast

Guard, the Customs Service, the enforcement arm of the Immigration and

Naturalization Service (including the Border Patrol), the Agriculture

Quarantine Inspection program, and probably the new Transportation

Security Agency.

—A deputy-level interagency committee, chaired by the NSC, should be

created to coordinate information sharing and analysis among the intelli-

gence and law enforcement committees.

—Under the secretary of defense, the decision to establish a new

Northern Command to protect the homeland should be complemented by

creation of a new post of undersecretary for homeland security. The

National Guard should return to its traditional, primary responsibility of

homeland defense.

—Congress should establish appropriations subcommittees for home-

land security, and a joint committee to exercise broad oversight in this area.

With reinforcing steps like these, and policy changes recommended in

prior chapters, the United States will be better able to meet the daunting

challenge of securing our homeland.39



The nation’s response to the September 11 terrorist attacks has

been energetic and impressive. From relief workers at home and

abroad to military personnel in Afghanistan to those who lost

family members in the attacks, Americans have shown courage

and resolve. The Bush administration, the Congress, and countless

state and local governments have taken urgent and major steps to

reduce the country’s vulnerability to further acts of terrorism.

Most homeland security steps to date, and the Bush adminis-

tration’s proposed budget for 2003, focus on preventing repeats of

the September 11 attacks as well as the subsequent anthrax

attacks and previous terrorist attacks against U.S. buildings or

infrastructure or aircraft generally using conventional explosives.

Primary focus has been placed on airline, airport, and airspace

security, on preventing attacks against major infrastructure such

as nuclear power plants and bridges and tunnels, on stockpiling

vaccines and drugs to respond to biological agents, on trying to

prevent suspected terrorists from entering and remaining in the

United States, and on preventing terrorists from having easy

access to financial resources here and overseas.

These steps have been important, but they are not compre-

hensive. The danger is that the nation will pursue a somewhat
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scattershot approach to countering terrorism without a broader strategic

framework, unnecessarily imposing costs on the economy in exchange for

limited reduction in the risk of attacks that could cause mass casualties or

serious harm to our economy or society. It is important to focus systemati-

cally on priorities for countering a terrorist attack at its various stages.

Excluding activities undertaken overseas, such as intelligence gathering

(which is outside the scope of this volume), we propose a four-tier

approach: first, to keep out dangerous people and objects before they can

enter the country; second, to prevent terrorists from operating freely within

the United States or from obtaining dangerous materials; third, to protect

key sites that pose a risk of mass casualties or serious economic harm; and

fourth, consequence management (reducing the toll from any attacks that

still may occur).

First Tier: Perimeter Defense 

Protecting the nation’s borders against the entry of dangerous people and

goods is the simplest objective to conceptualize. It means preventing ter-

rorists or unregulated lethal materials from entering the nation in the first

place. Three main types of entry are possible: by air, sea, or land. Most traf-

fic would pass through airports, ports, road checkpoints, and railway lines.

Undeveloped coastline and undeveloped border regions also need to be

monitored, but even with these tasks added to the list, the challenge is easy

to understand, even if somewhat less straightforward to address.

Some of the measures already adopted have helped to improve perime-

ter defense. For example, the nation has strengthened air security and immi-

gration controls at border crossings since September 11. It has instituted

new procedures governing ship traffic as well as truck traffic at border cross-

ings. These steps respond to the obvious possibility of ships, airplanes, or

vehicles being used either as transport for dangerous materials or people

coming into the country or as weapons themselves.

But many other vulnerabilities remain within the category of perimeter

security. Although airplanes are now being monitored much more carefully

as they near and enter U.S. airspace, unmanned low-flying cruise missiles

might well evade detection or interception. Although ships are being

escorted into port when their crews are not well known or when their



 

known cargoes are especially dangerous, the contents of container vessels

are still being inspected only rarely.

Numerous vulnerabilities also exist in the way people enter the country,

even after the steps taken since September 11. One important recent step:

previously existing barriers between different intelligence and law enforce-

ment agencies—the Central Intelligence Agency, Federal Bureau of

Investigation, Federal Aviation Administration, Immigration and

Naturalization Service, other U.S. agencies, their foreign counterparts, and

their state and local counterparts here at home—are being broken down. In

addition, databases of suspicious individuals or known terrorists are being

integrated. But in many cases they do not yet operate in real time, due to

hardware or software limitations, meaning that dangerous individuals can-

not always be stopped as soon as they should be. Nor are databases com-

prehensive enough to ensure that suspicious individuals will be found

quickly and apprehended if in the United States; and some enforcement

agencies do not yet have access to each other’s information.

Our proposals to improve perimeter defense (see chapter 2) would cost al-

most $10 billion a year, relative to the pre–September 11 budget plan for 2002.

Second Tier: Domestic Prevention

Not all threats are foreign, and not all foreign-based threats will be success-

fully stopped at U.S. borders. As a result, it is essential to take preventive

steps domestically to monitor and apprehend would-be perpetrators before

they can strike, as well as to restrict access to lethal materials and weapons.

Efforts must be made to track criminals, individuals overstaying visas,

and suspected terrorists. We advocate a substantial increase in FBI coun-

terterrorism staffing. In addition, databases connecting intelligence services

with federal, state, and local law enforcement, immigration services, airline

companies, universities, and other agencies and businesses must become

much better integrated and more accessible operationally in real time,

while taking care to avoid unnecessary intrusions into privacy. Some of

these measures will follow naturally from those aimed at improving

perimeter security, so in this sense there is considerable overlap between the

first two of the otherwise largely separate lines of defense we propose for

the United States.



 

More controversial are proposals for stepped-up monitoring, surveil-

lance, and detection in the United States. Congress has already passed the

USA Patriot Act, which expands and harmonizes intelligence authority

across telecommunications modes, and also expands detection authority in

the case of terrorism and related crime. Other measures could include stan-

dardized driver’s licenses or national identity cards, perhaps with a biomet-

ric identifier.

It is also essential to secure dangerous materials. Among the most impor-

tant are nuclear and biological materials, as well as large quantities of toxic

chemicals and conventional explosives. More remains to be done here as

well, particularly in the infrastructure for volatile and toxic chemicals. This

infrastructure includes factories, pipelines, trucks, and storage sites. Guards

have been increased and placed on higher alert at certain key locations;

national guard personnel have also been deployed. However, most such

efforts have been directed to large facilities, and many chemical and natural

gas facilities and some truck traffic are not yet carefully enough scrutinized,

even though they are close to major cities.

Our proposals to bolster the nation’s capacities to impede terrorists from

operating in this country or gaining access to dangerous materials (see

chapter 3) would cost almost $10 billion a year, again, relative to plans as

they existed before September 11.

Third Tier: Protection of Critical Targets 

Given the impossibility of protecting all sites against attack, policymakers

should focus primarily on those that pose a risk of mass casualties or seri-

ous economic harm and on a small number of irreplaceable sites of national

symbolic importance. The country’s largest commercial and residential

buildings, in which thousands of people live and work, remain vulnerable to

attack. Efforts to prevent the release of weapons of mass destruction into air

intake systems of buildings, subways, and stadiums have been meager to

date. Similarly, large commercial buildings have not been adequately pro-

tected against truck bombs and fires. It is also important for the nation to

defend its most prominent government buildings and national monuments,

since a successful attack on them could embolden others to attack the

United States and harm our sense of national self-confidence.



 

Protecting infrastructure is a particularly difficult task. Some infrastruc-

ture components are located at isolated, discrete sites and are therefore rel-

atively straightforward, if not always easy, to protect: nuclear power plants

and chemical plants, major bridges and tunnels, hospitals, stadiums, and

subway lines. Other infrastructure is more dispersed or continuous; it

includes rail lines, natural gas pipelines, FAA radar networks, water and

electricity grids, banking networks, the postal system, and food distribution

systems. Given the impossible task of protecting all such infrastructure, pol-

icymakers should concentrate on protecting against large-scale “single-

node” failures, namely, those that would affect millions of people and

impose large economic costs and could not be restored or replaced quickly.

The United States also remains too vulnerable to cyberattacks. Most such

attacks would not directly cause many deaths, but they could badly disrupt

the economy and indirectly kill people if hospitals, power plants, or other

critical infrastructure were taken out of service for long periods. The dis-

ruption of telecommunications or vital cybersystems could be particularly

dangerous if combined with other forms of attack, such as a chemical or

biological attack.

Our proposals to protect key targets within the United States (see chapter

4) would cost about $10 billion a year, relative to pre–September 11 levels.

Fourth Tier: Consequence Management 

Since perimeter defense, domestic prevention, and protection of key sites

can all fail, it is also important to be able to mitigate the consequences of any

attacks that should occur. The means must be available to treat rapidly vic-

tims of chemical or explosive attack (largely a job for first responders such

as fire and police and emergency departments), to isolate and properly treat

victims of biological attack (more a job for the public health and hospital

system), and to detect biological attacks as soon as possible after they have

begun (so that the number of individuals exposed to harmful agents can be

minimized). Nunn-Lugar-Domenici funds have already started to make a

significant difference in helping large cities prepare for possible attacks by

chemical agents. But they are far from comprehensive in scope. Moreover,

preparations for coping with a biological weapons attack, which are far dif-

ferent, have been less effective to date.



 

Our proposals for managing the consequences of a terrorist attack (see

chapter 5) would cost almost $5 billion a year, roughly comparable to Bush

administration plans for 2003.

The Administration’s Budget Proposal 

How does this approach compare in detail with the Bush administration’s

budget? The administration’s 2003 proposal (see appendix B for further

details) contains several priorities that are grouped into the following broad

categories: supporting first responders, defending against biological terror-

ism, securing America’s borders, using twenty-first century technology to

defend the homeland, and aviation security. There are important similari-

ties: “securing America’s borders” is the same as our perimeter defense;

“supporting first responders” is an element of consequence management, as

are most of the measures proposed for defending against biological terror-

ism; “aviation security” is essentially a part of both perimeter security and

protection against mass casualty attacks; and “cybersecurity and other

twenty-first century technology” issues cut across our categories. Many of

the specific proposals put forward by the Bush administration are similar to

those advocated here.

Using our four-tier framework, however, helps identify some priority

areas that the Bush administration did not emphasize in its budget. Within

the area of perimeter security, its proposals for Customs and the Coast

Guard are relatively modest in relation to the size of the unmet needs, as

argued in chapter 2. They also appear to have some gaps in areas such as air

defense. As for domestic prevention, the administration’s plans are much

less aggressive than ours in tracking terrorists and limiting access to dan-

gerous materials. For example, we propose a much larger expansion in FBI

staffing than the administration does and much more investment in infor-

mation technology. In terms of protecting key sites, the Bush budget does

little to improve the security of buildings against biological or conventional

explosive attack. For consequence management, the administration’s plans

appear quite sufficient on the whole.

The broad program we propose thus overlaps considerably with the Bush

administration plan. Indeed, perhaps two-thirds of our plan is similar to the

administration’s proposals. But the remaining one-third differs in impor-



 

tant ways. By our estimates, even if the entire $38 billion Bush homeland

security budget were implemented, between $5 billion and $10 billion in

additional federal spending, as well as up to another $10 billion in private-

sector spending, would still be needed each year to adopt measures that

promise considerable security benefits for a modest cost. (We assume most

investment costs would be made over a ten-year period, and so our esti-

mates are for average annual costs over the next decade.) Specifically, we

recommend the following:

—Major improvements and expansions in the Coast Guard and

Customs services, well beyond those already suggested by the Bush admin-

istration.

—Substantial expansions in domestic law enforcement agencies (again,

well beyond those proposed by the Bush administration), in terms of per-

sonnel and information technology.

—Various measures for reducing the odds that biological agents could

circulate through the air intake systems of major buildings and other large

facilities.

—Enhancements in the nation’s food safety programs.

—Additional measures for protecting buildings against conventional

explosives and fires.

—Improved security measures for the nation’s nuclear power plants and

toxic chemical plants.

—A new approach to monitoring and protecting the nation’s airspace.

—Numerous specific protective measures for other types of public and

private infrastructure, including hazardous material traffic and biological

research centers.

Conclusion 

The threat of future terrorist activity justifies a substantial investment by the

nation in preventing such activity. The policies proposed here are intended

to achieve significant risk reduction at reasonable economic and social

costs. In addition to numerous specific steps, three broad strategies empha-

sized throughout the volume would help to improve the efficiency and

reduce the economic consequences of protecting the homeland: the “EZ-

pass” approach of providing some benefit (such as reduced waiting times or



 

insurance premiums) to induce additional security precautions, having

stakeholders pay for most security measures, and enhancing the use of

modern information technologies to promote security.

Our proposals, in total, would cost the federal government about $45 bil-

lion a year, and the private sector up to $10 billion in all. Such costs are sig-

nificant, but manageable. In its entirety, our proposed homeland security

budget would total less than 15 percent of defense spending. Total defense

and homeland security spending combined would remain about 4 percent

of the gross domestic product (GDP), in contrast to defense spending lev-

els during the Cold War, which were typically 5 to 10 percent of GDP. There

a number of alternative ways to pay for these costs without increasing the

size of the deficit, including freezing some of the scheduled future tax cuts

that were passed as part of the 2001 tax legislation or scaling back the pro-

posed increase in defense spending.1

In summary, we believe the proposals in this volume would provide an

effective and reasonably priced homeland security program. They would

significantly reduce the risk of terrorism involving mass casualties, serious

economic harm, or damage to key national symbols, without unduly

impeding economic growth or the basic functioning of our society. As the

nation’s war on terrorism evolves, other steps may well be warranted, and

some of the steps advocated here may become unnecessary. But the basic

four-tier structure we propose for enhancing homeland security—defense

of the nation’s perimeter, preventive measures to track terrorists and secure

dangerous materials, protection of domestic targets housing large numbers

of people or representing a crucial part of our infrastructure, and the capac-

ity to respond effectively to the consequences of a terrorist attack—should

help to guide and focus policy decisions even as the most pressing needs

within each category evolve.



As noted in chapter 6, supporters of a voluntary approach to

security measures may argue that the only required form of gov-

ernment intervention is the legal liability system, through which

courts require actors held responsible for damages to others to

provide compensation. One key question involving a liability

approach is what standard of liability should apply: negligence or

“strict liability”? Under a negligence standard, a firm is liable only

if it is at fault; under strict liability, a firm can be liable even with-

out a finding of fault. In the context of terrorist attacks, especially

given the size of the potential damages and the presence of bank-

ruptcy laws, it would appear to be infeasible—as well as

inequitable—to hold firms or public entities strictly liable for all

terrorism damage, even if constrained to damage that is reason-

ably foreseeable.1

A negligence standard, however, seems at least theoretically

feasible: that is, parties could be held liable for negligence that

allows terrorists to cause damage, and the knowledge of such lia-

bility could induce firms to undertake appropriate security mea-

sures. For example, the airlines whose airplanes were hijacked and

flown into the World Trade Center could theoretically be held
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responsible for negligence in their airport screening.2 But a negligence stan-

dard has its own implementation problems. One involves exactly what dam-

ages a negligence finding would cover. In the context of the airlines, would

any negligence liability be limited to the losses of those who were killed on

the planes, or would it extend to those who were killed and injured in the

World Trade Center buildings (and to the owners of the buildings)? The

reach of liability would presumably depend on the degree to which damages

could have been reasonably foreseeable.

Although the foreseeability standard is a staple of legal textbooks, it can

introduce substantial uncertainty in the terrorism context—which, as we

will suggest shortly, can lead to socially suboptimal outcomes. Admittedly,

once they are widely known, very specific dangers—such as the risk of con-

tracting anthrax from the mail—are arguably foreseeable.3 But even in these

cases, what one jury in one jurisdiction may say constitutes negligence

(assuming that is the liability standard) may not be the view of another jury,

and vice versa. Much more problematic are the kinds of unexpected disas-

ters, like those occurring on September 11, that have no precedent and, if

they ever get to court, are judged by jury on first impression. To say the

least, it is difficult, if not impossible, for private actors to anticipate these

outcomes. All they can do is take “reasonable” precautions, but they have

difficulty knowing with much precision what some jury will find to be rea-

sonable several years after the fact. To the extent the courts provide little

guidance, individuals and firms may be lulled into complacency and do very

little to take precautions. On the other hand, large jury awards in some cases

could induce the opposite behavior (“excessive deterrence”): the avoidance

of otherwise socially desirable activities altogether, such as shutting down

access to public spaces for extended periods of time.4

The fundamental problem is that a negligence approach requires some

norm for the appropriate degree of precaution; only if firms or individuals

fail to meet that norm are they found to be negligent. To be sure, a govern-

ment regulatory standard could establish the norm, and courts could rely

on the mandate as implicitly defining an appropriate degree of precaution.

But in other contexts, meeting a regulatory standard has not always proved

to be a sufficient defense. In any event, in the absence of explicit regulatory

guidance, what is reasonable behavior must be decided on a case-by-case

basis. Given the lack of direct precedents for determining negligence and



  

the possibility that terrorist attacks will be relatively infrequent, the case

law in this area may be slow to develop. In the meanwhile, firms would be

unsure of what levels of care they must exercise in order to avoid a finding

of negligence.

Therefore relying solely on the liability system, even if negligence is the

operative standard, could prove to be inefficient and excessively costly, as

firms eschew certain activities because of uncertainties introduced by

potentially different jury decisions. A more direct form of government

intervention is more appropriate.





On February 4, 2002, Director Tom Ridge of the White House

Office of Homeland Security unveiled his proposed budget for

homeland security for 2003. It began by defining a homeland

security budget for the first time. Under previous administra-

tions, no such unified budget had existed. In recent years, budget

categories were created to capture counterterrorist spending and

the protection of critical infrastructure, but these categories did

not include most efforts of agencies such as the Coast Guard and

several others that have obvious homeland security ramifications.

Using the new homeland security budget concept reveals how

quickly spending in this area has been rising in recent years. In

fact, the increases began well before September 11. In 1995 the

estimated spending for homeland security was $9.0 billion; by

2000 it was $13.2 billion; in 2001 it was $16.9 billion (the last $0.9

being added after September 11).

Moving to 2002, the federal government’s planned homeland

security budget would have been about $19.5 billion prior to the

September 11 attacks; after the hijackings, about $9.8 billion

more was added in a supplemental appropriation, making for a

total of $29.3 billion, and another $5.2 billion has since been
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requested as a supplemental appropriation. For 2003, Governor Ridge is

proposing a total of $37.7 billion, or roughly twice the original 2002 plan,

and four times what the government was spending on homeland security in

the mid-1990s.

As noted in chapter 8, Director Ridge’s budget plan for 2003 usefully

contained several priority areas that can be grouped into broad conceptual

categories (see table B-1 for the proposed increases in spending by cate-

gory): supporting first responders, defending against biological terrorism,

securing America’s borders, using twenty-first century technology to defend

the homeland, and aviation security.

Table B-1. Homeland Security Funding by Initiative Area
Millions of dollars, fiscal years

2003
First Second 2002 Bush

2002 2002 supplemental admin-
enacted supple- (proposed istration

Initiative base mental March 2002) proposal

Supporting first responder/
crisis management 291 651 350 3,500

Defending against biological 
terrorism 1,408 3,730 100 5,898

Securing America's borders 8,752 1,194 290 10,615
Using twenty-first century

technology to defend the
homeland 155 75 50 722

Aviation security 1,543 1,035 4,300 4,800
Other non-Department

of Defense homeland 
security 3,186 2,384 100 5,352

Department of Defense 
homeland security
(outside initiatives) 4,201 689 0 6,815

Total 19,535 9,758 5,200 37,702

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.white-
house.gov/homeland/homeland_security_book.pdf).

Note: Assuming passage of the March 2002 supplemental funding request, the 2002 total will be
$34.5 billion. The breakdown of the $5.2 billion supplemental request by category is approximate.



  

F R. The budget for supporting first responders would

grow by $3.2 billion over the initial 2002 budget (or $2.5 billion over the

actual 2002 budget reflecting supplemental appropriations as well). It would

be used primarily for equipment, training, and communications infra-

structure for the nation’s 2 million police, fire, and emergency medical per-

sonnel. In many ways, it is the logical successor to the much smaller Nunn-

Lugar-Domenici program, launched in the mid-1990s. These funds focus

more on responses to chemical, conventional, or nuclear devices than to

Table B-2. Supporting First Responders through the Federal Emergency
Management Agency and the Department of Justice
Millions of dollars, fiscal yearsa

2002 2002 2003
Activityb enacted base supplemental proposedc

Equip first responder team 159 188 770
Train state and local first responders 56 171 665
Assist emergency response planning 3 24 35
Enhance communications infrastructure

to support interoperability 0 113 1,365
Improve command and control to ensure 

effective procedures atresponse sites 0 17 35
Fund interjurisdictional agreements and 

mutual aid compacts 0 0 140
Disseminate information regarding 

emergency response to the public 0 0 135
Provide federal technical assistance to state 

and local emergency response agencies 36 30 350
Test readiness and provide feedback on 

performance 7 85 105
Other 30 25 0
Total, first responders 291 651 3,500

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.white-
house.gov/homeland/homeland_security_book.pdf).

a. Proposed allocations by activity reflect approximate percentage allocations with adjustments
where funding was for mixed activities or not provided.

b. Funds for fiscal 2002 represent funding for both FEMA ($39 million base and no funds in the
supplemental) and Justice ($252 million base and $651 million in the supplemental).

c. The proposal for fiscal 2003 provides state and local governments flexibility to target funds to
their needs. All funds for fiscal 2003 are requested for FEMA.



  

biological agents, where victims would generally first show up in hospitals

rather than the actual site of an attack.

B T. The budget would increase by $4.5 billion over

the initial 2002 budget plan. This would only be $800 million higher than

the revised 2002 budget, but that budget included large one-time costs for

purchasing smallpox vaccine and pharmaceuticals and decontaminating

postal facilities. Those expenses are not expected to recur, so in fact, the

2003 budget contains substantial funds for new initiatives. Most of the

increase is in the area of research and development for defenses, medica-

tions, and detectors and will go toward work performed by the National

Institutes of Health, the Centers for Disease Control, the Food and Drug

Administration, and the Department of Defense. Smaller increases are pro-

posed for medical surveillance and communications (about $300 million),

and for public health and hospital infrastructure (about $200 million).

An increase of about $1.9 billion over the original 2002 budget is being

requested for border security (an increase of $700 million over the post-

September 11 budget for 2002). The major increases are for agencies such as

the Department of Justice’s Border Patrol agency, Treasury’s Customs, and

the Department of Transportation’s Coast Guard.

T- C T. Most of the funding in this cat-

egory is related to information technology. The increase would total $600

million over the original 2002 budget, and about $500 million over the post-

September 11 budget. About $100 million is for cyberspace protection; the

bulk of the funds are proposed for an entry-exit visa system to keep better

track of foreigners inside the United States (nearly $400 million).

A S. The proposed funding amounts to $4.8 billion in

2003, a tripling of the initial 2002 budget and an increase of $2.2 billion

even taking into account the post-September 11 supplemental appropria-

tions. Most of the added spending on airports and airlines was made neces-

sary by legislation passed in the fall of 2001; the 2003 budget would include

large increases to fund measures that have already been widely debated and

mandated.



  

Table B-3. Securing America’s Borders
Millions of dollars, fiscal years

2002 2002 2003
Activity enacted base supplemental proposed

Immigration and Naturalization Service
(Justice): Enforcementa 4,111 570 4,963

Select components:
Border Patrol 1,256 68 1,471
Inspections 821 125 999
Detention and deportation 1,029 10 1,100
Unspecified emergency response require-

ments (supplemental funding only) 72
Entry-exit visa system (non-add) 17 13 380
INS including entry-exit visa system 4,128 583 5,343

United States Customs Service
(Treasury): Inspections 1,713 364 2,332

Select components:
Northern border security 532 117 744
Customs maritime security 355 109 684

United States Coast Guard
(Transportation): Enforcement 2,631 209 2,913

Select components:
Ports, waterways, and coastal security 473 209 1,213
Interdiction activities 778 0 587
Capital programs 636 0 725

Animal and Plant Health Inspection Ser-
vice (USDA): Agricultural Quarantine
Program, border inspections 297 50 407

Total, border security 8,752 1,194 10,615

Total including entry-exit visa system 8,769 1,207 10,995

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.white-
house.gov/homeland/homeland_security_book.pdf).

a. Fiscal 2003 figure includes $615 million proposed to be transferred to the detention trustee.



  

Table B-4. Defending against Biological Terrorisma

Millions of dollars, fiscal years

2002 2002 2003
Activity enacted base supplemental proposed

Enhance medical communications and
surveillance capabilities

Information/communications systems 34 40 202
Medical surveillance systems 0 0 175
Epidemiologist exchange program 0 0 10
Media/public information campaign 0 0 5

Total 34 40 392

Strengthen  state and local health systemsb

Hospital infrastructure (labs and decon) 0 0 283
State public health lab capacity 13 15 200
Hospital mutual aid (planning/coordination) 5 135 235
State epidemiological teams 0 0 80
Educational incentives for curriculum 0 0 60
Hospital training exercises with states 0 0 73
Public health preparedness planning 29 810 210
Metropolitan medical response system

(MMRS) 20 0 60
Total 67 960 1,202

Research and  development
Basic and applied biodefense research (NIH) 93 85 1,080
Biodefense research infrastructure ( NIH) 0 70 336
Anthrax vaccine development

(NIH and CDC) 18 0 268
Expedited drug approval/research (FDA) 7 41 49
Research facility security upgrades (HHS) 0 84 100
Bio weapons defense/countermeasures

(DOD) 120
Agent identification, detection and area 

monitoring (DOD) 300
Other research and development (DOD) 182 1 182

Total 300 281 2,435



  

2002 2002 2003
Activity enacted base supplemental proposed

Improve federal response
National pharmaceutical stockpile 52 593 300
Upgrade CDC capacity and labs,

including BL 4 Lab 18 60 109
Fort Collins (HHS) 0 0 100
Improving decontamination methods (EPA) 0 0 75
Federal public health response teams 6 45 43
Federal preparedness planning 0 0 10

Total 76 698 637

Other bioterrorism preparedness
Smallpox vaccine purchase 0 512 100
Food safety (FDA) 0 97 99
Rapid toxic screening (HHS) 5 10 15
Other HHS 43 40 118
Drinking water safety (EPA) 2 88 22
Postal Service decontamination 0 675 0
Procurement of biodefense equipment 

and counterproliferation (DOD) 337 63 337
Other agencies and activities 544 266 542

Total, bioterrorism 1,408 3,730 5,898

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.white-
house.gov/homeland/homeland_security_book.pdf).

a. Does not include funding in the First Responder initiative.
b. Total for state and local assistance in FY 2003 is $ 1.6 billion, which includes funding for

communications/ surveillance systems, and to assist state and local receipt and delivery of national
pharmaceutical stockpile supplies.



  

Table B-5. Using 21st-Century Technology to Defend the Homeland
Millions of dollars, fiscal years

2002 2002 2003
enacted base supplemental proposed

Assure broad access and horizontal sharing
across selected federal databases:

Program Office to identify and commence
process for information sharing (Commerce) 0 0 20

Ensure procedures for and handling of sensitive 
homeland security information to facilitate
information sharing while protecting sources:

Secure videoconferencing with states
(Federal Emergency Management Agency)a 0 0 7

Entry-exit visa system (also represented as a
non-add to the Border Initiative-funding to
Immigration and Naturalization Service) 17 13 380

Assure relevant information about threats is
conveyed to state and local officials in a 
timely manner: 3 0 17

Threat dissemination systems (Justice) 3 0 10
Educational program for state and local 

officials (National Archives and Records 
Administration) 0 0 7

Cyberspace security: protecting our informa-
tion infrastructure 135 62 298

National Infrastructure Simulation and 
Analysis Center (Energy)b 0 0 20

Cyber Warning Intelligence Network (Defense) 0 0 30
Priority Wireless Access (Defense) 0 0 60
GovNet Feasibility Study (General Services

Administration) 0 0 5
Cybercorps (National Science Foundation) 11 0 11
Federal Computer Incident Response Capa-

bility (General Services Administration) 10 0 11
National Infrastructure Protection Center

(NIPC) (FBI) 72 61 126
Computer Security Division (NIST) 11 0 15
Critical Infrastructure Assurance Office

(Commerce) 5 1 7
Other IT/information sharing 26 0 15

Total, IT/information sharing 155 75 722

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.white-
house.gov/homeland/homeland_security_book.pdf).

a. Includes funding under the First Responder Initiative.
b. Does not include $ 20 million in supplemental funding provided to Defense for the NISAC.

Funds are included in the Defense total.



  

Figure B-1. Homeland Security Distribution of Fiscal 2003 Request 
by Agency

Source: Securing the Homeland and Strengthening the Budget. February, 2002 (www.whitehouse
gov/homeland/homeland_security_book.pdf).
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Table C-1. Appropriations for Combating Terrorism and Protecting
Critical Infrastructure since 1998 and the Funding Requested for 2002
before September 11, 2001 
Millions of dollars

President’s
request for

Department or Agency 1998 1999 2000 2001 2002

Defense and intelligence agencies 4,919 5,485 6,757 7,267 8,252a

State 202 1,654 792 1,311 1,549
Justice 630 716 765 939 1,038
Energy 505 619 724 754 834
Treasury 401 423 406 475 474
Health and Human Services 53 218 325 387 446
Transportation 192 296 313 366 401
All others 295 385 372 537 573
Total budgetary authorityb 7,197 9,794 10,454 12,036 13,566

Source: Congressional Budget Office (CBO) based on Office of Management and Budget,
Annual Report to Congress on Combating Terrorism (July 2001) (www.cbo.gov/showdoc.cfm?index=
3277&sequence=8).

a. This figure for the Department of Defense and intelligence agencies is different from the one
in the Office of Management and Budget’s report because CBO has included an adjustment made
in the president’s fiscal  2002 amended budget request.

b. The totals shown here are larger than those presented by the Congressional Research Service
and other organizations because CBO has included funds for protecting critical infrastructure.



  

Table C-2. Estimated 2002 Funding for Combating Terrorism 
and Protecting Critical Infrastructure, by Office of Management 
and Budget’s Classification of Purpose a

Millions of dollars

President’s
request

Preparing for
Law for and physical Physical Critical

enforce- Research respond- secur- secur- infra-
ment and and ing to ity of ity of structure
investi- develop- terror- national govern- protec-

Department or agency gative ment ist acts populace ment tion Total

Defense and intelligence
agencies 2,888 303 735 41 3,498 1,850 9,314

Health and Human
Services 97 294 2,485 0 94 98 3,067

Justice 1,330 24 987 0 227 66 2,633
State 77 6 7 0 1,427 32 1,549
Transportation 7 101 22 804 13 412 1,360
Energy 1 134 45 1 834 50 1,065
Treasury 292 1 35 65 234 84 711
Agriculture 12 102 51 0 174 2 341
Federal Emergency and 

Management Agency 0 0 277 0 2 2 281
Postal Service 0 0 0 250 0 0 250
Legislative Branch 0 0 0 0 232 0 232
National Air and Space

Administration 0 0 0 0 89 137 226
General Services

Administration 14 0 2 0 185 10 210
District of Columbia 0 0 135 39 26 0 200
Interior 5 0 1 2 89 32 128
Judiciary 0 0 0 0 105 0 105
Social Security Admin-

istration 0 0 0 0 4 101 105
Environmental Protection 

Agency 0 8 8 39 36 2 93
Commerce 12 4 0 0 13 42 71
Executive Office of the 

President 0 0 17 0 8 25 50
Veterans Affairs 0 0 0 0 2 22 24
Labor 0 0 0 0 0 23 23
International assistance 0 0 1 0 11 0 12
Education 0 0 0 0 0 9 9
Other independent 

agencies 2 0 0 4 3 175 185



  

Total budget authority 4,737 977 4,807 1,245 7,305 3,172 22,242
Percentage of total  

budget authority 21 4 22 6 33 14 100
Memorandum:
President’s request 

for 2002 3694 511 864 283 5,726 2,488 13,566
Amounts added after

September 11 1,043 466 3,943 962 1,578 684 8,676b

Source: Congressional Budget Office based on Office of Management and Budget, Annual
Report to Congress on Combating Terrorism (July 2001) (www.cbo.gov/showdoc.cfm?index=
3277&sequence=8).

a. These figures include funds associated with combating terrorism and protecting critical infra-
structure according to OMB’s classifications in its July 2001 report. They exclude an estimated $1.25
billion authorized by P.L. 107-71 for aviation security, which is to be offset by fees. They also exclude
certain other “homeland security” budget items.

b. Of the roughly $8.7 billion in added funds for 2002, about $8 billion was from emergency
supplemental legislation (P.L. 107-117), and about $700 million was added in the 13 regular appro-
priation acts, according to CBO’s estimates.

President’s
request

Preparing for
Law for and physical Physical Critical

enforce- Research respond- secur- secur- infra-
ment and and ing to ity of ity of structure
investi- develop- terror- national govern- protec-

Department or agency gative ment ist acts populace ment tion Total

Table C-3. Dispersal of Second $20 billion Supplemental, Fall 2001 
(for Fiscal 2002)
In billions of dollars

Total
(including

Category Second dispersal first dispersal)

Defense 3.5 17.2
Reconstruction/Relief 8.2 11.1
Homeland Defense 8.3 9.9

Source: Senate Appropriations Committee Chairman Robert Byrd, December 18, 2001
(http://appropriations.senate.gov/releases/record.cfm?id=180061).
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Table D-1. Essential Coast Guard Services, 1999

Coast Guard missions Coast Guard successes

Maritime safety The Coast Guard Saved approximately 3,800 lives,
conducted 141,000 courtesy maritime examinations 
on pleasure craft, taught 211,000 recreational sailors 
the rules of the sea and performed more than 50,000 
inspections on merchant vessels.

Maritime security The Coast Guard also prevented 111,689 pounds of
cocaine, 28,872 pounds of marijuana, and 32,634 
pounds of hashish from entering the United States.
In addition the Coast Guard interdicted 4,333 illegal 
immigrants.

Protection of natural The Coast Guard boarded over 15,000 fishing vessels to 
resources check for compliance with safety and environmental 

laws, conducted 900 inspections of offshore drilling 
units, and responded to 12,500 reports of water pollu-
tion or hazardous material releases.

Maritime mobility In addition, the Coast Guard ensured the safe passage of
one million commercial vessel transits through con-
gested harbors with Vessel Traffic Services while main-
taining more than 50,000 aids to navigation, including 
15,000 along 11,900 miles of navigable rivers.

National defense Finally, the Coast Guard sent International Training 
Teams to help more than 50 countries develop their 
maritime services. They also interdicted oil illegally 
being smuggled out of Iraq.

Source: U.S. Coast Guard Fiscal Year 2001 Budget in Brief.
Note: Many of these activities were at least temporarily curtailed after September 11.



  

Figure D-1. Coast Guard Assets

Source: U.S. Coast Guard Fiscal Year 2001 Budget in Brief. U.S. Coast Guard, 2000.
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Figure D-2. Coast Guard Operating Expenses Budget by Program

Source: U.S. Coast Guard Fiscal Year 2001 Budget in Brief. U.S. Coast Guard, 2000.
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President Bush called up the National Guard under Title 10.

Guard members are helping support our mission abroad and are

under federal jurisdiction. Many are still in the states, but they

are training, or mobilizing or acting in support of the mission in

Afghanistan.

The Guard has been called up under three different jurisdictions:

—President Bush asked governors to call up the Guard to pro-

tect airports under Title 32. These call-ups are the governors’

responsibilities, but the federal government is committed to pay-

ing the states for this duty.

—Governors have called up the Guard on their own accord for

the purpose of protecting other critical facilities or doubling as

law enforcement. This is independent of the federal government

programs.

—Normal Duty Reserves are those who fulfill Noble

Eagle/Enduring Freedom missions although they were not called

up for that purpose. For example, training missions often double

as air patrol support. These are Guard and service people who

would have been on duty regardless of the events following

September 11.
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Table E-1. Guard and Reserve Components of Homeland Security 
and Anti-Terror Foreign Operations
Number of personnel

Service mission and status

Site
Airport protection Enduring

Enduring security and law Freedom/
Freedom/ and site enforce- Noble

Noble Eagle protectiona ment Eagle

Title 32 Normal
Temporary (active) duty

Mobilized tour of duty for State reserves
under active special duty and

Service 12302 duty work) (volunteer) guard Totals

Army National Guard 15,713 49 5,765 1,373 1,634 24,534
Air National Guard 12,053 0 467 5 673 13,198
Army Reserve 17,623 0 0 0 6,514 24,137
Air Force Reserve 12,822 0 0 0 1,471 14,293
Naval Reserve 9,164 0 0 0 20 9,184
Marine Corps Reserve 4,387 0 0 0 41 4,428
Coast Guard Reserve 1,789 0 0 0 36 1,825

Total 73,551 49 6,232 1,378 10,389 91,599

Source: Media Relations, National Guard Bureau Public Affairs Office, November 14, 2001, and
April 22, 2002.

a. Only the National Guard can fulfill these duties. Reserve forces are prohibited from engaging
in domestic law enforcement efforts by constitutional constraints. Force protection includes activ-
ities such as guard duty at government facilities or infrastructure. Forces are guarding borders,
nuclear facilities, bridges, state building, and ports. In addition, Guard members are working in
WMD/NBC detection and are assisting the Capitol Police in the District of Columbia in the pro-
tection of federal buildings.



Chapter 1

1. As explained in chapter 6, the costs related to terrorist attacks con-
sist of the direct loss of physical and human capital as a result of the
attack, and the macroeconomic costs caused by the interruption to nor-
mal American life and business activities. According to current esti-
mates, insured losses from the attacks—which provide a proxy for the
direct loss of physical and human capital—may amount to between $36
billion and $54 billion. Moreover, if half the difference between actual
GDP growth after September 11 and previously projected growth is
attributed to the attacks, losses from reduced economic activity
amounted to about $50 billion, making for a total loss of about $100
billion.

2. For a related taxonomy, see Kurt M. Campbell and Michele A.
Flournoy, To Prevail: An American Strategy for the Campaign against
Terrorism (Washington: CSIS, 2001), pp. 105–21. See also Ashton B.
Carter, “The Architecture of Government in the Face of Terrorism,”
International Security (Winter 2001/02), pp. 5–23.

3. For a similar view, see Anthony H. Cordesman, Terrorism,
Asymmetric Warfare, and Weapons of Mass Destruction: Defending the
U.S. Homeland (Westport, Conn.: Praeger, 2002), pp. 1–11.

4. Ashton Carter, “The Architecture of Government in the Face of
Terrorism,” International Security (Winter 2001/02), pp. 17–18.
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5. This should be an ongoing effort, though the details are likely to be classified
so as not to provide a road map to terrorists as to what is protected and what is not.

6. This accounting follows that proposed by the Bush administration. See Office
of Homeland Security, “Securing the Homeland, Strengthening the Nation,” The
White House, Washington, February 2002 [www.whitehouse.gov/homeland_secu-
rity_book.pdf].
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Chapter 2
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Chapter 8

1. For an analysis, see Michael E. O’Hanlon, Defense Policy Choices for the Bush
Administration, 2d ed. (Brookings, 2002).

Appendix A

1. The “reasonably foreseeable” condition is typically imposed by the courts
under strict liability.

2. The Air Transportation Safety and System Stabilization Act, however,
restricted air carrier liability arising from the terrorist attacks on September 11,
2001, to the limits of liability coverage maintained by the air carrier. The statute also
limits air carrier liability to a total of $100 million for all claims arising as a result of
an act of terrorism committed within 180 days after passage of the act.

3. In this instance, juries might now reasonably expect firms to be required to
make available plastic gloves or face masks to workers who may face especially high
risks of contracting anthrax from the mail, especially those in mail rooms.

4. See Peter Huber and Robert Litan, eds., The Liability Maze: The Impact of
Liability Law on Safety and Innovation (Brookings, 1991).




